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ERRIMZIELR select R, HHERTE Prefork MUy BHBRHN, TEEWIRE TS,
FrifFER) CPU k5528 PR E K Nginx S18 % .

ZH Y5 6 5 Web Server M Apache % Nginx JR&-#8HIIEH (1X 6 & Web Server BETIE
—/NH34 2500 77 PV KI432845 B W, TR 4 RSB TFHALZAE A 50~60. CPU A
3 70%~90%, THBEFEHESENEN 1~4, CPUNHEN 20%~40%, WLE 1-2.

1-2  T#E Nginx BRVRAEAH S CPU {ERXE
MR, B KEERENILS, Apache FTRAK select P4 VO BAIIEH KRR

Libevent (—/NE44fih & B9 M 48, & A1 T Windows. Linux. bsd S HZMF &, R ERE A select.
epoll. kqueue FRZ WA EHBEMHNED M—KMAERE, X select. epoll. kqueue Z51E 7%

SEA% Noinx: BRE Apache 895 M58 Web WTopSage com
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MIBXT LG, 45 5E B4R epoll (Linux 2.6 Wi%) Fl kqueue (freebsd) FEth, WA 1-3.

Libevent Benchmark
One Active Connection

T

10000 e e T T R e T T e
4.— Epolt
- - Kqueue |
.......... e Pol
— Select
B4 1000 R —————n—
2 :
5 :
Q
Q
(7]
o
9
£
£
(0]
£
[

0 5000 10000 15000 20000 25000
Number of fite descriptors

B 1-3 epoll. kqueue. select ZMLE I/O HEIMBENRE ITELE

B 14 BR T LA E T, Nginx FHEEIE 28 000 KGR EEE.

‘ * - Nginx Clients Stat
30k} - . . Sl

20k

10k

JRSRIAES BACL

A S 2 M E
11:20 11:40 12:00 12:20 12:40 13:00 13:20 1340 14:00 14:20 1440 15:00
© MAdive Cument: 1663k Average: 1017k Max: 2804k
. MReading Cument: 22.97 Average 2779 Max: 128.90
. EWaiting Current: 1624k Average: 993k Max: 2697k
| EWrting Current 367.33  Average 21739 Max: 412k

1-4  HEFEHREETAY Noinx SER)H R BHUBSITE

1.3.2 AFHEFELD

Nginx + PHP (FastCGD) FR45 8845 3 T3¢ KR T, FFA M 10 4 Neinx HF2IH#E 150MB 7
7£ (15MB X 10=150MB) , FF/AH 64 4~ php-cgi FHFEHFE 1280MB W7 (20MB X 64=1280MB) ,
mMERZG S EERNAE, BHENELT 2GB HHF. MERSBAFR D, ELTLURAFE
25 /™ php-cgi ##2, IX# php-cgi HFEHLENFFEA 500MB. A Webbench MR, £ 37

www.TopSage.8o#\Voinx: KR Apache 8915 Web IR% 8
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HE#EREF, ikl Nginx + PHP (FastCGD) [k 48811 PHP /¥, E1THUSMR i,

TESZBRIAE MBS T, B A Nginx + PHPS (FastCGl) R&-8812 17T 248 M — 4l PHP
AT, M Nginx (JAERTLAL I, ¥4 Nginx + PHPS (FastCGl) [R5 40E! PHP 5) &2

JFIGE 288t “700 Madskmr” (WE 1-5) , MY TREREILLZESE 6 000 J7 (700X 60X 60
X 24=60 480 000) Vil G, MMikRESMARE OB EATT (WHE 1-6) .

7 T
740 | :
720 _ ;
702 - 5
560 | e
660 A ——BERDreafs
640 4 —E-MESHD rea/s

B T T R R R T B
& 6" G" Pl T SR
& S S
& .‘g‘?‘ ,9‘-‘ & & & FS S
@ & P

B1-6 4FETEY Nginx+PHP REAES CPU BRXR®

LU XA 63 IRk 95 25 O C B0 S S8 1T (M R F BB -

J% #@: DELL PowerEdge 1950 (F4* Intel(R) Xeon(R) X#% CPU 5120 @ 1.86GHz, 4GB
W) .

fik% #8@: DELL PowerEdge 1950 (—4* Intel(R) Xeon(R) *{#% CPU 5140 @ 2.33GHz, 4GB
W)

SE4E Nginx: B Apache 895 1455 Web W.TOPS@&C@m
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Web JR4-8%: CentOS Linux 4.4 + Nginx 0.5.35 + PHP 5.2.6RC2 (300 FastCGI Procees,

unix-domain socket, with XCache) .
PHP /7 W #: A& Memcached L 5#1E, /& MySQL 8 1E, KEXHMIIERAE.
ARG 7 M Nginx PRI BEF, KG2si005E 1S BIE L2 DAEFILR.
RIS T, Nginx KISEEEEESHIZ T Apache B 5~10 %,

1.3.3 MA{KEE

JJ3K FS BIG-IP. NetScaler FM A AE B E X BMIFETEZ HEZLFHART. 1 Nginx
AFFEHM, KABIE 2-clause BSD-like B0, TIRLG2RMEH, FHETH TR AE.

BSD FEHIGE— A ERE R KB hRPh. s HAT LB A B3R R, wa
PUBHE BUR ATBIE R TR R E A A H RAT. SIRRA M 7 BSD thiX R, =& BSD
PRSURBS AER A =T R B, SR =N

(D MRFEA ST ESIRRR, WIERHFBIUA FRAE TR BSD #hi).

(2) MEFEA R I HIREARA, 7R R E AR B SCRSFIARAL S B rh 8 TR kAR
5§ BSD Hhidl.

(3> ANTT BT IR B AU 2 5 R0 R ™= i i 42 T 4.

BSD HBZMAREILE, EHEEABEEKNZEER. BSD BT AEAZFERNER K
AR, hAVHEREAE BSD R PR B G, BT RS, ke RxmbEmsR
RAGFRIR . REHAT . SVFERA TR MRS EE BSD Hhill, EATLSESTE
BIXLEE =77 AN, FEDERIBHR T MBI FF & .

Nginx TR H#] 2-clause BSD-like license #iT4E H BSD #Hil, tHEtRMEE T BSD #HXAIEE 3
Mo —— A UAFERBREE N L FRER B2 2Bk .
1.3.4 HiBEH
BLEXHIEE RS

MEERIETF— BB S, MEES LV REETHEA LS.

¥ Rewrite ES M
BEUEIRIEE4Z . URL BIAME, ¥ HTTP &Kk BIAF M EIHIRE REA.,

www.TopSage.éB#fyVoinx: K Apache KM AE Web % #



10 #1E  Nginx &N

RERRROE T
R Nginx Proxy JEigHIE S Web REBEIT, AEWMATIHRFE .
THEER
SCRF GZIP B4, 7] LA AR A B /71X Header k.
REMS
AT REAE, SHRBERTEM.
XEHEE

Nginx XFHAHE. EHREMFHNES, HFRILFTLL 7 K X24 MR ERHIETT, BEE
TENAUATEEF RS . FERBENRMRSKFLT, SRR EBETAL.

1.4 Nginx 5 Apache. Lighttpd BY42& 3 Lt
% 1-2 £ Nginx 5 Apache. Lighttpd fI£5& 3T LB

#& 1-2 Nginx 5 Apache. Lighttpd BY4E Xt

. Web IR$388 - Nginx __Apache Lighttpd
REKE FEFEF #F —f
Rewrite #L7 E|2 +F —#k
FastCGI #F £ FFHF
AR # S ¥ TEH
RYE i FRals N PN
fE M EFHF #F —&
2tk —f& +F —f
FAFH ®’y EH2 —&
BAI FLE EE —# ¥
BB A A iH # #
AERGED FF ’X FF

Wit 1-2 TAE Y, Nginx 76X A . Rewrite FM. FaEt. #ATHAE. AENRE
S, RO TRBAMNE, EH Neginx BURESEH Apache fRS 38, W EIKB L ITmAIHERE
BFt.

SCAt Nginx: BUFe Apache 8951488 Web XREEN .TopSage. com



;
Nginx I % 282 % GRe R

21 i Nginx FRS B EEM AL AR

Nginx 2FFREHEMF, BN EHARE (http:/fwww.nginx.net/) TEBFMA. Nginx BET
H 3 A HERER (0.6.x) . BUFERERM (0.7.x) FIFFKR (0.8x) . 0.8x FFRIRAX
RIEAARA, Bug HHEE, FAEYHETESRE. FRR—EFEHEE TR, HEEmARE
SERRS L. AT, FOREA—ESEmBEmiREERPE, i, BRTB&EHFHANRAR 0.7.x.

M 0.7.52 B FFEf, Nginx B 7 PG HE Windows fRA T, Windows M4 Nginx
EALBER, RATHTERE, BEBEHEF I AEETRKAERP, PIT nginx.exe BIT.
{H#, Windows MR Nginx M AEZE L Linux/Unix A Nginx ZR£ . AP E AN Linux IR
B F ) Nginx gRi% %3,

—4& Linux ZITHA BSD M &N EFMAN ZHEELED RS T %iFEHEM ZHH Nginx &
f, REFERFFHOZERQILEBIRIAE, FURSESEN T EREHFHEREMNFELRIFLE.

T4 Nginx JREGB 20T, BHRELE— Linux/Unix ¥/ KRG K TR, Bl40 Redhat. CentOS.
Debian. Fedora Core. Gentoo. SUSE. Ubuntu. FreeBSD %.

ABRLABIR. I, W5, & LurRE % E N KN AR BRHHK Linux BITHR—
CentOS X%, /48 Nginx 135 . CentOS £¥T RedHat Enterprise Linux JASEH %
#. %£B RedHat BRI, &FHER{E. (A RedHat ®HFX 5. CentOS E2%M%, BIET
RedHat fJ1R £ BUG, {H CentOS ANl H P IR_REBASTR, WA SUEM L TT4E.

www.TopSage€8tWoinx: Rt Apache #E1EaE Web fR% 5
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#7PF Nginx fE R0 T:

HAT . FTEMRIUER 10MB L EHFREA . Ngink ZERTEFS G 4MB £4HH
MR ZR, RS RFRSERFREMES ZRERE = THEIMAFAR.

GCC 428 AKX T H: GCC 2K GNU Compiler Collection, & GNU #EX# H (T #E
SR PEREOLEIA TR A B miERR, £ GNU WREMERZ—, HETWUEFNES
f1#%: C. C++. Objective-C. Fortran. Java 2%. M BRENEIERELES GCC Rk,
Fi4h, BRI RHE Autoconf F1 Automake T2, E{1HT BaIRIRIIEE T E R Makefile, X4H]
KL B H R X — T B A i Makefile #), Nginx %4k, 7E CentOS R T, A LAE
H yum 4 %% GCC 4mi%a kML T H:
yum -y install gcc gcc-c++ autoconf automake

Bk BE: Neinx () —LeBRFBHAB =T FEMISHE, BN gaip BIRTE 2lib
rewrite BIRFZE pere FE, ssl THAETEE openssl FES%. [FFE, WRELA CentOS RAE T,
TR BABE A yum A& 223 80T SRR A 40 13 2 A IX ME B LR AL -

yum -y install zlib zlib-devel openssl openssl-devel pcre pcre-devel

2.2 Nginx BI T &

ISR LAVT 1) http/fwww.nginx.net/Mul, ZMITHRLLT=ZATHE S ARM T Nginx 0.6.x.
0.7.x+ 0.8.x ZANRA S LIRS Windows Z#EHI3C# TF#L.

The development stable versions are nginx-0.8.x, nginx/Windows-0.8.x, the change log

The latest stable versions are nginx-0.7.x, nginx/Windows-0.7.x, the change log

The latest legacy stable version is nginx-0.6.x, the change log

mEEHBA Windows FIE4T Nginx, MRAT A58 # “ nginx/Windows-0.8.x 7 EX
“nginx/Windows-0.7.x” T # Windows T @ #IR ZIP K40, 1R4EAHEE Linux/Unix #3%
TiB4T Nginx, ] LASAT8EE “nginx-0.8x” « “nginx-0.7x” . “nginx-0.6.x" T#LL tar.gz #%
A BRI AL

[P =

23 Nginx HyZess

Nginx M 0.7.52 FAF A T B 1) Windows B4, AFLLIX B 25148 Nginx 78 Windows
T Linux FTHRZESER.

skdt Nginx. BXft Apache BIE1EAE WebiiERgE TopSage.com
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2.3.1  Nginx 7£ Windows I E T HIR %

Nginx 7£ Windows T FJ &35 LB 8, 4 T3 T KM nginx-0.x.xx.zip X @R E47 5| — M AE
EEKEIBZED, BN d\nginx, REE “FFHR” — “BIT” —~ “cmd” FHATLLT DOS a2 Bl
7] 3 5] Nginx:

d:

cd d:\nginx
start nginx

MR EX A BN Ngink #RRATER], "TLMEM DOS 454

nginx -s [ stop | quit | reopen | reload ]

2.3.2 Nginx 7 Linux SME T A% %E

Nginx 7£ Linux ¥ 358 T AT LB dm B URAE R 77 AR 238, S BRI Mm-S T:

tar zxvf nginx-0.x.xx.tar.gz
cd nginx-~0.X.Xx :
./configure

make

sudo make install

UL L4, Nginx B8 EA %3 B /ust/local/nginx B3R T . &7 LUEid /configure --help
14 BH Nginx PG KIS IFEIN.

Nginx # configure 4% 32 #F L1 T i T0:
--prefix=<path>——Nginx Z#EHE. MEKHERE, BN /ust/local/nginx.

--sbin-path=<path>——Nginx AT X HFLEHREZ. RETRMNES, MEREEE, B
A <prefix>/sbin/nginx »

--conf-path=<path>——7E & 5 44 & -c LI N ERIA M nginx.conf IR Z. MBRFEE, B

A <prefix>/conf/nginx.conf,

--pid-path=<path>——7F nginx.conf P& HFEF pid FEL HIIEFH T, BRIAK Nginx.pid FIE R .
WMREFEE, BN <prefix>/logs/nginx.pid.

nginx.lock 34 FIBE 12 .

--error-log-path=<path>——7%F nginx.conf P& HFF§E error_log FeAHIEMN T, BIAKEIRR
HHBE. MRRERE, BRIAK <prefix>/logs/error.log.

--http-log-path=<path>——F nginx.conf ¥ HTEE access_log 84 HITEIR T, BARIVIEH

--lock-path=<path>

wWww.TopSage 20Myinx. K Apache #9Z 15 Web 55



14 H2E Ngnx REBHNRESEHEE

HEMERE. MRBHEIRE, BNk <prefix>/logs/access.log.

--user=<user>——7E nginx.conf PR FIEE user IELAHIEH T, BRINA Nginx F8FHEIH .
MREHIEE, BN nobody.

--group=<group>——7E nginx.conf F&H & user I 4MHLHL T, BRIAK Nginx (#HAIA.
WmRRERE, BIA nobody.

--builddir=DIR—#& f& 4 ¥ ) H % .
--with-rtsig_module—— /& H rtsig #H5k.

VPR SLIFIF S SELECT s, g
configure WHKFBIFEEE MR, L: kqueue (sunos) . epoll (linux kenel 2.6+) « rtsig (&
F{R5) Bi/devipoll (—FFAL select BRI, WELIE SELECT HAMRA, #HRRMARLIIH
#) , SELECT M=K 2B\ e,

--with-poll_module (--without-poll_module) ——fRiF A fLiFFF/E POLL #:, MREWHE
AEMHBE, tei: kqueue (sunos) . epoll (linux kenel 2.6+) , MITTLAFF/E.

--with-http_ssl_module——7F J§ HTTP SSL #5k, 1 Nginx A LASZ#% HTTPS %K. XMk
5 D4 %% OPENSSL, 7F DEBIAN £ libssl.

--with-select_module (--without-select_module)

--with-http_realip_module—/5 A ngx_http_realip_module.
--with-http_addition_module——/8 F ngx_http_addition_module.
--with-http_sub_module——/5 F§ ngx_http_sub_module.
--with-http_dav_module——/3 F ngx_http_dav_module.
--with-http_flv_module——/& | ngx_http_flv_module.
--with-http_stub_status_module——/J3 F “server status” J.
--without—http_charset_module—%}fﬁ ngx_http_charset_module.

--without-http_gzip_module——#%F ngx_http_gzip_module. #MHRFH, T zlib.

--without-http_ssi_module——%%H] ngx_http_ssi_module.

--without-http_userid_module #H ngx_http_userid_module.

--without-http_access_module——3% ] ngx_http_access_module.

--without-http_auth_basic_module M ngx_http_auth_basic_module.
--without-http_autoindex_module——23% i ngx_http_autoindex_module.

--without-http_geo_module—24%H ngx_http_geo_module.

Lkt Nainx: JRF¢ Apache #9514 E Web 8. TopSage.com
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--without-http_map_module 2 ngx_http_map_module.

--without-http_referer_module——2%F] ngx_http_referer_module.

--without-http_rewrite_module 24 ngx_http_rewrite_module. 1R J/3H, FE PCRE.

--without-http_proxy_module #H ngx_http_proxy_module.

--without-http_fastcgi_module M ngx_http_fastcgi_module.

--without-http_memcached_module—2%f ngx_http_memcached_module.
--without-http_limit_zone_module—2%H] ngx_http_limit_zone_module.

--without-http_empty_gif_module £ M ngx_http_empty_gif module.

--without-http_browser_module = H ngx_http_browser_module.

--without-http_upstream_ip_hash_module——2% ngx_http_upstream_ip_hash_moduleo

JBH ngx_http_perl_module.

TRE perl BIRHIFELT,

6% perl AT CAFHIBRTE.

187 http BUA I IF] H SRR 2.

8 E http & 7 miE K EF U FR B RMBE.
16 E http & A AREEAF A FRE R,

18 E http FastCGI 47 U1 H R 2
--without-http——2%FH HTTP server.

--with-http_perl_module

--with-perl_modules_path=PATH

--with-perl=PATH

--http-log-path=PATH

--http-client-body-temp-path=PATH

--http-proxy-temp-path=PATH

--http-fastcgi-temp-path=PATH

--with-mail— /& F IMAP4/POP3/SMTP /1S4,

JBH ngx_mail_ssl_module.
BE C HixHFMEE.
1B C T EERZ.

--with-cpu-opt=CPU——A$F & 1) CPU %%, 5 1M ¥ : pentium. pentiumpro- pentium3-

--with-mail_ssl_module

--with-cc=PATH

--with-cpp=PATH

pentium4. athlon. opteron. amd64. sparc32. sparc64. ppc64.

2 PCRE FMfFH. RS2 HTTP rewrite . 7 “location”

--without-pcre

LEELS TR ENREAAMTE PCRE.

--with-pcre=DIR &€ PCRE FEMIEARBHIBRRE.

--with-pcre-opt=OPTIONS——1% & PCRE &/ 3£ T

www.TopSag e. C&ﬁ Nginx: B Apache 8951188 Web [R5



16 F2FE Noinx [REBNRESEE

--with-md5=DIR——#& & MD5 FEMIRREH%KEZ.
--with-md5-opt=OPTIONS—— % & MDS5 FEIZISM %1% N .
--with-md5-asm—{# ] MD5 JL4s ¥R .
--with-shal=DIR——i% & shal FEHJFEAILEELR.
--with-shal-opt=OPTIONS——i& & shal FEMBUS 1R ETH -
--with-shal-asm——{ ] shal {L4R¥EHS .
--with-zlib=DIR—& & zlib /& HERE#HZ.
--with-zlib-opt=OPTIONS——iX & zlib FE HES Mk LT .

zlib £t 3¢ CPU {4, AVEM{ER: pentium. pentiumpro.
--with-openssl=DIR——# & OpenSSL FE RS # 12
--with-openssl-opt=OPTIONS——#% & OpenSSL P Ei &M BFIE T .
--with-debug—— /8 FIARAH#.
--add-module=PATH——¥~ in—ME3E 2 B8 42 BEHS SR B M58 =TT Btk

FEARFMR ARG, &S &AWL, FERMEM Jconfigure -help & KA & HATHIE
e

—A B E XGRIFE RS 2-1 Fios:
18 2-1

--with-zlib-asm=CPU

./configure
--prefix=/usr \
--sbin-path=/usr/sbin/nginx \
--conf-path=/etc/nginx/nginx.conf \
--error-log-path=/var/log/nginx/error.log \
--pid-path=/var/run/nginx/nginx.pid \
--lock-path=/var/lock/nginx.lock \
--user=nginx \
--group=nginx \
--with-http_ssl_module \
--with-http_flv_module \
--with-http_gzip_static_module \
--http-log-path=/var/log/nginx/access.log \
--http-client-body-temp-path=/var/tmp/nginx/client/ \
--http-proxy-temp-path=/var/tmp/nginx/proxy/ \
--http-fastcgi-temp-path=/var/tmp/nginx/fcgi/

SE4E Nginx: BRFC Apache 895 88 Web ﬁ%_TopSage com
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2.4 Nginx BEzh. 1k, FBER

fE Linux F, Nginx k55 FZWIFML/E3. FIEMFRER.

2.4.1 Nginx 89/E3

JA3) Nginx, AJLAPATLL Fér4. 1% Nginx 354 /ust/local/nginx/ H3&kH, M4 JE35)
Nginx 18282

/usr/local/nginx/sbin/nginx -c /usr/local/nginx/conf/nginx.conf

SH “-c” fRETEREXHHNERGE, WRAM “-c” S8, Nginx KREINMBEZRKH
F1 conf F H 37 [ nginx.conf 3C4F, 7E 445 7 B : fusr/local/nginx/sbin/nginx/conf/nginx.conf.

2.4.2 Nginx BJ1F1E

Nginx fHEIETEHRZF, —RolidRIERYE 54 Neginx FREFE 7 20RIE 1L Nginx.
BATAT LA ps 74K E L Nginx H EHE S

ps -ef | grep nginx

XEHE R RS BamBE 2-1 G &

2-1 && Nginx ###2 ID

MBE 2-1 FATLUEF], 14 Nginx #EKEFEEEA “master process” , FREHTiFE,
FEME 4 NEFREERE BN “worker process” , RANEAN N FitiE. 28881 HEHES.

WIRTE nginx.conf BCE M IEE T pid XA RIS (BlW: pid /ust/local/webserver/
nginx/logs/nginx.pid;) , Z%IXHHPFME R Nginx MaTHEHE S . WREHEIEE pid M7
B BEF2, nginx.pid CAHFBRIATEAUAE Nginx %35 B30 logs B3 T . BTLA, FATATLLE REE L
T dRTEMRTFHER, & T I, Nginx EHESHPR:

kill - FF %A * /usr/local/webserver/nginx/logs/nginx.pid®

(1) M1k Nginx.
kill - QUIT Nginx Ei#A2-5

www.TopSage.8otoinx: KA Apache #E1HAE Web R
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B

kill - QUIT " /usr/local/webserver/nginx/logs/nginx.pid"

(2) PRk Nginx.
kill - 'TERM Nginx Zitf2-%5

kill' - ‘TERM " /usr/local/webserver/nginx/logs/nginx.pid"

kill - ‘INT Nginx Eitf2%
kill ~ INT */usr/local/webserver/nginx/logs/nginx.pid’

(3) BHMEILFTE Nginx $FE.

pkill ~9 nginx

2.5 Nginx BIEEER

MR T Nginx FIELE XM (nginx.conf) , HE/F Nginx, FH#EWTUESTEEREESS
Nginx FFHERFRKH#T. AL, EBEZH, BEHIA Nginx BBE X (nginx.conf) HIEERIE
i, FN Nginx BASMBHHEE . BT CAUT 647 CAAIET Ngink BRE X R F Ef:

/usr/local /webserver/nginx/sbin/nginx -t -c
/usr/local/webserver/nginx/conf/nginx.conf - -

MBEE X ARER, BRI REE S LT 45

[emerg]: unknown directive "abc" in /usr/local/webserver/nginx/conf/nginx.conf:55
configuration file /usr/local/webserver/nginx/conf/nginx.conf test failed
WREE XM IER, FREERRUTHRITER:

the configuration file /usr/local/webserver/nginx/conf/nginx.conf syntax is ok

configuration file /usr/local/webserver/nginx/conf/nginx.conf test is successful

XEf%, HATLLPHEER Nginx 7.
kill'-HUP Nginx Eit#E5

kill -HUP ‘/usr/local/webserver/nginx/logs/nginx.pid"

2 Nginx #WE) HUP 558, ESEWEMITEEE S R\ ERE M, REMAEE
M, BERIEABRIARKD » WREZ, BNABFKEEXH (i, EHRITTHSX SR E

SLAE Naginx: B Apache 8935 144E Web W.TOPS&Q& com
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#F) . ZJ5, Nginx BITHKN TIE#BRFAEXRA IR TIE#RE. B TR MR EE
T, BRSREEA HTERNE P RARS . TREE WRSTAE, BRI TERREG. W
RFTHIELE TR R, Nginx 1548448 F 1A MBC B BT THE.

2.6 Nginx BY{ESEH

L5, ﬁﬂ‘]ﬁ)ﬁ’ﬂﬁ%ﬂ%}éfﬁﬂ Nginx #1E. I ERF, Nginx XEFUTILMES:
e TERM, INT #R3#%H:

o QUIT MAIKHI;

o HUP ¥IES, EHnEmcE XM,

* USRI EHITFFHEIM, EOIEAENHREK

e USR2 FEARFIHITREF:

o WINCH MZXH TIE#E.

2.7 Nginx B9 FEBHRK

9B EAEIBAT P 19 Negink Frit. MRMVEIR RS SBAEHNT, T LIZER MR R4S BT
ERBRA. EHIER Nginx AIHATEFERIBRANTHATEF. PROT:
(D) FRFHATHATEFERIBNTHATRERF, X TRFZER Nginx, 7T LUBH R 44 %
REH AMAH Neginx 2R . HRZAT, BRIFE G TIHRMAT AT .
(2) RiIELITH4:
kil SUSR2BMGASINgime 3T 0 o i e o
(3) IHMRZA Nginx B EHRRE ML TR .pid X H.0ldbin (Fl: /ust/local/webserver/
nginx/logs/nginx.pid.oldbin) , #RfEIATHF LA R Nginx AIHATIEF, KRG sH I EHENFK
TR,
PID PPID USER %CPU VSZWCHAN COMMAND
33126 1 root 0.0 1164 pause nginx: master process /ust/local/nginx/sbin/nginx
3313533126 nobody 0.0 1380 kgread nginx: worker process is shutting down (nginx)
36264 33126 root 0.0 1148 pause nginx: master process /usr/local/nginx/sbin/nginx
36265 36264 nobody 0.0 1364 kqread nginx: worker process (nginx)
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36266 36264 nobody 0.0 1364 kqread nginx: worker process (nginx)
36267 36264 nobody 0.0 1364 kqread nginx: worker process (nginx)

(4) gurr, Fr. IHARAR) Nginx LB FIZET, ERLEMANIEK. ZEPEIEIHRES

ff) Nginx 361, RAZUKRIE WINCH {FSEIHMEHRE, RE, ENTERERRITHENETRH:
kill -WINCH EM&AS) Nginx Ti#t#2% '

(5) —BRBHaE G, |HETHE#HFE (worker process) AL T fifa SR MIER/FIEE, X
0 AR SRAL BT R T -

PID PPID USER %CPU VSZWCHAN COMMAND

33126 1 root 0.0 1164 pause nginx: master process /usr/local/nginx/sbin/nginx
36264 33126 root 0.0 1148 pause nginx: master process /usr/local/nginx/sbin/nginx

36265 36264 nobody 0.0 1364 kqread nginx: worker process (nginx)

36266 36264 nobody 0.0 1364 kqread nginx: worker process (nginx)

36267 36264 nobody 0.0 1364 kgread nginx: worker process (nginx)

(6) XmHE, BATATARE REABRRA, ERKEBIHRA:

kill -HUP IHfIE#FES: Nginx BN EHERE MR TR IE N TEHR:

kill -QUIT Hif EiFES: WEKMK TERER (worker process) :

kill -TERM HiEHES: a8 S,

kill A EHESRIAMERES . MREHFELREFN TEHEAERE, WRHEE
kill f55 o

FHESEBHE, HOERBRLSBR oldbin fT4, KEAEM pid XA, X, —1)

RAEFBARZANT . MRERFALEI), TREFERBEFERS R/, TRE QUIT &
BAIAM MR, FIRHTRE T HKREEET:

PID PPID USER %CPU VSZWCHAN COMMAND

36264 1 root 0.0 1148 pause nginx: master process /usr/local/nginx/sbin/nginx
36265 36264 nobody 0.0 1364 kqread nginx: worker process (nginx)

36266 36264 nobody 0.0 1364 kqread nginx: worker process (nginx)

36267 36264 nobody 0.0 1364 kqread nginx: worker process (nginx)
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3.1 Nginx REEE &R

Nginx AIELE CHFBRIATE Nginx F2IF L3 HRM conf —KHF T, EEE AN nginx.conf,
R E R Nginx %3 ¢E/usr/local/webserver/nginx/ HF T, 4 BRA I = A B SCHF N A /ust/local/
webserver/nginx/nginx.conf, {4f% 3-1 ;& Nginx {E% Web Server #4553 H0 & 7~ .

89 3-1
# 1EA 6 A P et

user www www;

# fHE TAEATA RS (—BF T cru e SRR EAFIAE, Fllo@Amig cru, REHED 8)
worker_processes 8;

# $8E4HA R EAARIE, HOR D SRR BFTRTAY: [ debug | info | notice | warn | error
| crit ]

error_log /datal/logs/nginx_error.log crit;

# 8% pid HFHeh842

pid /usr/local /webserver/nginx/nginx.pid;

# 4R e AE

worker_rlimit_nofile 51200;

events
{
# A% T/048, Linux 245 KA epoll #A, FreeBSD AL4MHF KA kqueue R

use epoll;
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# RIAEGEIES
worker_connections 51200;
}

http
{
include mime.types;
default_type application/octet-stream;
t RERANGFTHE, RAFEESHFHE, FREMAELE, Fi24 R A orv KADF it Meta
AR E
#charset gb2312;

server_names_hash_bucket_size 128;
client_header_buffer_size 32k;
large_client_header_buffers 4 32k;

¥ OREE P R LA LK)

client_max_body_size 8m;

sendfile on;
tcp_nopush on;

keepalive_timeout 60;
tcp_nodelay on;

fastcgi_connect_timeout 300;
fastcgi_send timeout 300;
fastcgi_read_timeout 300;
fastcgi_buffer_size 64k;
fastcgi_buffers 4 64k;
fastcgi_busy buffers_size 128k;
fastcgi_temp file write size 128k;
# FFR gzip B%

gzip on;

gzip_min_length 1k;

gzip_buffers 4 16k;

gzip_http version 1.1;
gzip_comp_level 2;

gzip_types text/plain application/x-javascript text/css application/xml;
gzip_vary on;

#limit_zone crawler S$binary remote_addr 10m;

server
{
listen 80;
server_name www.yourdomain.com yourdomain.com;
index index.html index.htm index.php;

5?5“(“ Ng/hx.- EF?‘EApache Mr:?:]—ﬁéf WEbW-Top%geccom
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root /dataO/htdocs;
#limit_conn crawler 20;

location ~ .*\.{(gifljpgljipegipng|bmpiswf)s$
{

expires 30d;
}
location ~ .*\.{jslcss)?$
{

expires 1h;

}

log_format access ‘'Sremote_addr - S$Sremote_user [$time_local]

'Sstatus $body_bytes_sent "Shttp_referer®

'"Shttp_user_agent® S$Shttp_x_forwarded_for';

access_log /datal/logs/access.log access;

it EEH nginx.conf BLECHRH], FTLAFH, nginx.conf HELE XHEMEEHLTFIL

A FIRR (ARAS 3-2) &
g 3-2

TTEESTEM A Nginx B EHELE.
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3.2 Nginx MEMENEE

321 HrAREMEN

R ENEANRIS RN KBE4ER, B —-GB8TERSMN ELNREEENSIE—BE
“RL” BIEN, SEEMENET LR MMM, WTUEFMIAREL, RETEN
Internet iR 55282hAE (WWW, FTP. Email %) , [A—& W EAERFEN 2 E 2L .
MRSV R % KE, §—6BRENM—eMIHENTL—F.

MAEMEN, RANEANESITHMEERME— GBI Nginx REB[BHAMEIT—4A
Nginx #f2. EMFHBRETER —RFE. FE—4 Nginx #H2 LETEZMREKIIEE.

£ Nginx BLE X (nginx.conf) 1, — A& A ER EVEE WA 3-3 Frs.

K 3-3
http
{
server
{
‘listen 80 default;
server_name - ¥
access_log logs/default.access.log combined;

location / {
index index.html;
root /dataO/htdocs/htdocs;
}
}

PR Apache —#¥, Nginx AR EBZMARMBEN: —BET IP FEREN, —RHE
FRAMEMEN, =RETIROAEMEN.

322 BEEETIPRIERIEMN

Linux. FreeBSD #/E RGHF A VFRMIP Hl4Z. IP HIEZEEHHSREE: ATUE—HRYHE
M EgESA P bk, XHREBLECEHE—NRHOR—MREHE LEITEANET P BIE
MEN. BE P HLABIEEES, RARERZE LHMEED, LRSI 1P ik, 7
Linux Z&% b, ATLME AR MERECE TE (tbfn ifconfig #1 route #54) ¥iN IP 5. LL
TR IP 514 K75

sL4% Nginx: BRE Apache 8975 ﬁ% WebW_TepS@e_com
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S ifconfig @ BH XM R P Hullk. THIXGREFE —RYEN FRE etho FA
HUEIFR R & lo, ethO [ IP HbhE Y 192.168.8.42, AHu[EIFK lo 9 IP #ult % 127.0.0.1.

AHEF AR RS AR EHED, FURAREERAEASFHOED. THEEE
AEFEA: —RIURAANIMLEE, f PING @& 127.0.0.1 SBAANLAI M £ IP il 234
WA B B—/ME Rk SERVER/CLIENT 5 AR 4215 47 0 AUV AL IR 4548 LB R,
—ME ¥ SERVER H) IP ik, {B24i%F8FEAE R — & HL8. LI21T H%H 511 SERVER K,
BLAT LU SERVER % UESS 2E A4l L, SERVER () IP Huhh ¥4 127.0.0.1 15 R #EE LIEAT, 0
1R 3-4 BT

1G 3-4

[root@localhost ~]1# ifconfig
eth0 Link encap:Ethernet HWaddr 00:30:48:34:FF:96
inet addr:192.168.8.42 Bcast:192.168.8.255 Mask:255.255.255.0
inet6 addr: feB0::230:48ff:fe34:f£96/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:8397714 errors:0 dropped:0 overruns:0 frame:0
TX packets:2435863 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:797326757 (760.3 MiB) TX bytes:229377030 (218.7 MiB)

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:1286 errors:0 dropped:0 overruns:0 frame:0
TX packets:1286 errors:0 dropped: O overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:150843 (147.3 KiB) TX bytes:150843 (147.3 KiB)

HIRTLE eth0 W B & LARAIFA 1P B4 192.168.8.43 A1 192.168.8.44, TTLUEL LA
T ifconfig F route €74 KRAT

'/sbln/lfconflg eth0:1 192, 168.8.43 broadcast 192,168, 8 25! ’netmask 25543
/sbln/route add,-host 192'168 8 43 dev eth0:i -

/sbln/lfconflg ethO 2 192 168 8 44 broadcast 192 168 8 255 netmask 2
/sbin/route add ~haost 192:168.8.44 dev eth:2 ‘ .

X, BEH#AT ifconfig #54, BATLLE S eth0 M EREA L E THA IP B4, wift
g 3-5 FizRe
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1B 3-5
[root@xoyod2 ~]# ifconfig
eth0 Link encap:Ethernet HWaddr 00:30:48:34:FF:96

inet addr:192.168.8.42 Bcast:192.168.8.255 Mask:255.255.255.0
inet6 addr: fe80::230:48ff:fe34:£f96/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:8407611 errors:0 dropped:0 overruns:0 frame:0

TX packets:2437149 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:798160555 (761.1 MiB) TX bytes:229521778 (218.8 MiB)

eth0:1 Link encap:Ethernet HWaddr 00:30:48:34:FF:96
inet addr:192.168.8.43 Bcast:192.168.8.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

eth0:2 Link encap:Ethernet HWaddr 00:30:48:34:FF:96
inet addr:192.168.8.44 Bcast:192.168.8.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:1290 errors:0 dropped:0 overruns:0 frame:0
TX packets:1290 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:151235 (147.6 KiB) TX bytes:151235 (147.6 KiB)

XEHE, MBS — RS2 Ping 192.168.8.43 F1 192.168.8.44 B4 IP, 1R BES Ping
B, WiFHEELIR. B, @il ifconfig A1 route FELE N IP BILZEMRSBRE R FLHK,
A ] LEIX P 4% ifconfig 1 route f4A¥INE] Jetc/rcdocal X4, iERZEFFHLET HEhiE
17, U TRMEXRmS:

vi /etc/rc.local

FEXHARRBEMUTAR, RERTFHIN:

/sbin/ifconfig eth0:1 192.168.8.43 broadcast 192.168.8.255 netmask 255.255.255.0 up
/sbin/route.add -host 192.168.8.43 devi:ethO:1
/sbin/ifcorfig eth0:2 192.168.8.44 broadecast 192.168.8.255 netmask 255.255.255.0 up
/sbin/route add -host 192.168.8.44 dev eth0:2

THEAMEERET P MEMEN. TREEN P HEE SRS HLEESA 1P i, &
REA LM RAERS S LEE LA 1P #ull, £ Ngink PARRER HECE SOV ET 1P FEEILENL.

T R AE Nginx LB X5 (nginx.conf) H, 4-5I%t 192.168.8.43. 192.168.8.44. 192.168.8.45
=N IP BB AR S HTML CRREMEN, AR 3-6 Fix.
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KRE3-6

http
{
# H—AEAEMN
server
{
# M8y 1P Aedn O

listen 192.168.8.43:80;
# EML A
server_name 192.168.8.43;

# 719 B &L AAAREE
access_log
location /

{

logs/serverl.access.log combined;

# BIAE TS, AMNLERAE, R TE index.html 4, MFIK index.htm X4HFEH

0 R

index index.html index.

# HTML R R XA B R

htm;

root /datal/htdocs/serverl;

}

}

# FBoAEEA

server

{
# Woreh 1P Fesho
listen
# EALLAR
server_name
# 79 BES AR
access_log
location /

(

192.168.8.44:80;
192.168.8.44;

logs/server2.access.log combined;

# BIAH A, MAMERL, wREFRF index.html LM, M FHK index.htm XHHEH

R
index index.html index

# HTML B R ARA4000 B &

Jhtm;

root /datal/htdocs/server?;

}

}

§ FEAEMEM

server

{
# WY 1P Feik o
listen
# EMLAR
server_name
# 7 B &SRR
access_log
location /

{

152.168.8.45:80;
192.168.8.45;

logs/server3.access.log combined;
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# BIAA A, BAKER L, WwRELT index.html X4, BFH index.htm XHHEH
HFRIM

index index.html index.htm;

# HTML W 5 X446 B &

root /datal/htdocs/server3.com;

M EHEMEE SRR LLE S, —B server{.... | Bt & — M EMEN, wRERLEZ N EUE
ML, B EE server{ \ELERIT, EFHE. WITH IP Mg OWATUAES 1P #isik, REmO,
EEEER “listen 80”7 , MRV ZIRSE 2 LAH IP 80 31, WY server_name X 434
R B EHL.

323 EEBEETEHAMERIEMN

ETHAKBUFENREE RO —MER . AFEERK DNS RS %, BEI IEHNL
BUNEIERGK 1P Mk, R/EEE Nginx R, SR RMARKENGHALLT . KFFELE
AR, RS EBUEHA LIFEZR—A 1P Mk, FHMEHRT 1P AN EMEE. Al m
REFERFRERERBAAE —NET P KEUEN, BEFEREHETHL M EEN.

FETFREEEZETHLZWEYUEN. ZUTRRET, BET=EAEREN, E—NEREN
R A X2 asadomaincom MV A B ERLEE, B ANBEMENR RN A
bbb.otherdomain.com 15 F&f B R ALE, FB=TEBFHNRZMTEHAL www.domain.com.
domain.com, LIK&%FRT aaa.domain.com Z #MIFTE *.domain.com —£Z%3% 42 f1H 1) &8 e e R A0
AN ER NI T AR T AR B R, AU ENEA T AR HEXH#2
XYM AER, w37 .

1B 3-7

http
{
# BRI
server
{
# WOy o
listen 80;
# AL AR
server_name aaa.domain.com;
# iF K B &SR
access_log logs/aaa.domain.com.access.log combined;
location /

{

L4t Nginx: R Apache #9751 8 Web Wk T opSage.com
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# NG A, IFAEEE, wRIXRE) index.html X4, MEFHK index.htm IHHEH
BRI
index index.html index.htm;
# HTML MR X A4 A B £
root /dataO/htdocs/aaa.domain.com;
}
}
# BRI
server
{
# BTH Ip fesi 0
listen 80;
4 EML AR
server_name bbb.otherdomain.com;
# FF B EXHGHRBIE
access_log logs/bbb.otherdomain.com.access.log combined;
location /
{
# AR LM, MANALEEL, wREZLE index.heml XA, B]#E4K index.htm X444
BRI
index index.html index.htm;
# HTML MR X445 8 &
root /datal/htdocs/bbb.otherdomain.com;
}
}
# BEARBIM
server
{
# WoTey Ip fesk 0
listen 80;
# EALLAR
server_name www.domain.com domain.com *.domain.com;
# 5P B & ARIBE
access_log logs/bbb.domain.com.access.log combined;
location /
{
# BRAR AL, MANLEE, wRERE index.html XM, W F4K index.htm XHH%H
HRIH
index index.html index.htm;
# HTML W/ X446 B &

root /dataO/htdocs/domain.com;

3.3 Nginx I HEXHEHESTIE

£ L — ) Nginx B EVEE S, SLEA access_log BHT T HFILH, X—¥, £H
KA Neinx i1 A S X HRERE.

www.TopSag&ébitgx: KL Apache F9E 1 5E Web k% #



32 ¥3E Noinx WEEABRESRL

5 Nginx HEMKKIELS EBARE, —%& log_format, AREERFNENL, Fob—%
# access_log, FiiEE HHZEXMHMFHBER. BAMEFKAD. BikfEL7E Nginx BLF L
{94 B °T LAZE http{......} 2 18], BATCAZERERIENLZ 18], BP server{......) AN K¥ES Z (A,

3.3.1 H log_format #5418 & HEHKRR
log_format 54 R H HEMC RGN, EREEIT:

log_format name format [format ...]

HHF name RRE X HIE KL, format KiniE LA AFER . log_format H—PERINK. T
B 1 combined H A E, #24TF Apache [ combined HE#KX, HAGSHWT:

log_format combined 'S$remote_addr - S$remote_user [$time_ locall
'"Srequest" $status $body_bytes_: sent '
'"Shttp_referer" "S$http_user_agent"

ALl B2 L —0 HEMDFE R, A EE K, log_format 354 1% & 1) name 42 FR7E Nginx
BEEXHTRAGRERN.

¥R Nginx RS- 281EH Web fR%5-28, (LT RV RE. Squid. Nginx RREZ /5,
RARENBZ I RL P T . EEELERARERE, BTEEF RN Web REF[Z
[T PEE, Bk Web IRGSBTEEBEEFIZ 5 P, iHif$remote_addr 2B R H| 145
R FNRERSSEM P ik, B2, KAMRERSSBERERIERNY HTTP LEEH, TGN
X-Forwarded-For {5 8, HLOZRIEH M/ 4 IP Mk FOR % 7 3w il oK (9 iRk 4528 b ik .

XHHE, BSEH log_format 84k B HAE#KX, ikHEIER X-Forwarded-For {5 B F ] IP
Hhhik, BRZ RO ECSE IP. Biltn, €8 —AN 4k mylogformat ff) H #4#& 3, B H$http_x_forwarded_for
A Btk P 9 X-Forwarded-For IP #ihit

log_format mylogformat 'S$http_x forwarded for - $remote user [$t1me 1ocal]
: 7 '"Srequest“ $status: Shody. bytes. sent_ -
1n8http_referer" "Shttp user_agent"';

7 AR T, 2R Sremote_addr FM$http_x_forwarded_for F 0 3 IP kil ; $remote_user
P TR Rm % 7 46 7 4 7R Stime_local T3V ) i 1) 5 B X ; $request F T-iE Ri#i>K URL
5 HTTP thill; $status FHFIEFIERRE, BlmmIhrbREHD 200, TWHEIRBIRPRE D 404;
$body_bytes_sent I T2 5K RIELH % F U B30 EAR A A K $hitp_referer A T8 FoR MBRAN 5T
T eV 7 1S R ): Shetp_user_agent Tt R% /7 i) M 2% AOAHRAE B

FFl HE# R combined g F ) H HE# X g 3-8 FriR.
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18 3-8

124.42.4.194 - - [12/Mar/2009:02:18:23 +0800] "GET / HTTP/1.1* 200 36179 "-*
"Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; Mozilla/4.0 (compatible; MSIE
6.0; Windows NT 5.1; SV1) ; CIBA; .NET CLR 2.0.50727)"

124.42.4.194 - - [12/Mar/2009:02:18:24 +0800] "GET /attachment.php?fid=12 HTTP/1.1"
302 5 "http://blog.s135.com/" "Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1;
Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1) ; CIBA; .NET CLR 2.0.50727)"
124.42.4.194 - - [12/Mar/2009:02:18:24 +0800] "GET /attachment .php?fid=2 HTTP/1.1"
302 5 *http://blog.sl135.com/* "Mozilla/4.0 {compatible; MSIE 7.0; Windows NT 5.1;
Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1) ; CIBA; .NET CLR 2.0.50727)"

3.3.2 H access_log #£ <1 E HEXHHFREKZ

Al log_format 54 RE T HEKKZE, FEM access_log HE41EE HEMHHFRHERL.
access_log R4 1IEVEIN T -

access_log path [format [buffer=size | off]]

Hrh path R7x BEXHFRFFHEESE, format R log_format 154 % B/ B HE# ML,
buffer=size TRk B NFEFX KK/, H1I00] Ll E buffer=32k.

(D WERAMEER AL, TLERUTRSXHAEELR:
access_log off;

(2) WMRBFFERIAK combined A& XK B FEF, 7 LMEH LT R
access_log /datal/logs/filename.log;
7y

access_log /datal/logs/filename.log cembined;

(3) R B ESOR AR HSIER, 7TLMER BUFRE], H ) mylogformat £ H &#%
A AR
log_format mylogformat 'S$remote_addr - $remote_user [$time_locall “"$request® '
‘$status $body_bytes_sent "$http_referer®

teShttp_user_agent® Shttp_x_ forwarded_for';

access_log /datal/logs/access.log mylogformat buffer=32k;

(4) £ Nginx 0.7.4 ZJGBIRA P, access_log IeE4THHEX B ZTUNEEZE, Fin.
access_log /datal/logs/$server_name.log combined;

& server_name 84 W% B HIEMENZHRA test.domain.com, HF4 access_log H§4 KT
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7] H &g F 7F/datal/iogs/test.domain.com.log X4
MRAELHBRETERERE, BHELUT —LLRE:

(1) Nginx BEFEHE M P A DT X% B 2002 U AR . B Nginx [ user 354
BREMRA LA PAHRE www, Ti/datal/logs/ BFRMA P ZFEF AN root, HEXMH
/datal/logs/test.domain.com.log ¥ JEi% 4 Nginx Gl

(2) EMRBASBAEN;

(3) HFTE—4HFLExR, AEXGHHEETIHXHE, BEABELR, RED LA,
HTREBSTENAEHFRERN G, NE(FH open_log_file_cache 54 W B HHF
AR EECHHERREZ.

open_log_file_cache 14 FTEARREFF X EN AER LA XHHBAFEE, BMIEE
mE:

open_log_file cache max=N [inactive=time] [min_uses=N] [valid=time] | off

ZIESBAREILR, HRT:
open_log_file_cache off;
open_log_file_cache $§4 & INS R BT

max: WEEFTHER AR . mRBLRENRASCHHBRFFEHE, NXA LRU
(Least Recently Used) EIEIER “BAEMAHM G RAR” o LRU (Least Recently Used) &
EHEAMER: AHNFENXFIKNATATRAANERN, EHX IR REEHERTEEH
B, BRERMEANEEBHAE, BHT RN S0 EE.

inactive: B¢ E—MATIA], W1 R 7B E A E) PSR (8 AT SO AR T, U B SRR R R 1F
WBECATTESH, BRI EY 10 B4,

min_uses: fEZ¥ inactive $§E IR RIFEREN, R BEEBEHERRIRE, WH%H
BRI ENET. BOAREY 1.

valid: REZKNAKRE K, BE-HEZBEEWHSXHBRESXHLREIREE. &
B E] % 60 £

off: FEILFERIZTT.
open_log_file_cache ¥§4 M & EREIAT:

open_log_file cache max=1000 inactive=20s min_uses=2 valid=lm; -
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8.3.3 Nginx BHEXHrE

PR RIIR ST 88, B T 00 B S S AR R R, B SR K& E YR %5288 E .
RE, b T @ HEHATHE, AR BEFET I ENPIFKTEZAY
#. mRUE. BANEE. BERANRERIIE,

Nginx F3ZHR Apache —#{#H cronolog KRFEHZE, HETLUKAHUTARKRELHAE
AP

mv /datal/logs/access.log /datal/logs/20090318 log
kill -USR1 Nginx Zit#25

BB my a4 BB E Ay 4 N /datal /logs/20090318.Jog, #KJ5 K% kill -USR1 {5 5%
Nginx fIE#FRES, ik Nginx EH4ER—MHH H & f/datallogs/access.log. HME nginx.conf
BEBE XA T “pid /usr/local/webserver/nginx/nginx.pid;” 64, 1EE T pid LHFMFREER,
BATRT A& cat 1X4 pid 3CHFERTE Nginx I EHES, GLWT:

kill -USR1l ‘cat /usr/local/webserver/nginx/nginx.pid*

mEASRERNE HE, BAEEB crontab. BAIATUE—AMEFRDEIMAE, %E, A
13 B 3% A7 A shell A

vi /usr/local/webserver/nginx/sbin/cut_nginx_ log.sh
MAUTAZRIRE (LA 3-9) .
18 39

#!/bin/bash
# XA AIAEFEEM 00:00 IBAT

# Nginx B.& 6 Aa0842
logs_path="/datal/logs/"

mkdir -p ${logs_path}$(date -d "yesterday" +"%Y")/$(date -d "yesterday" +"%m")/
mv ${logs_path}access.log ${logs_path}$(date -d "yesterday" +"%Y")/$(date -d
"vesterday" +"%m")/access_$ (date -d "yesterday" +"%$Y%m%d").log

kill -USR1 ‘cat /usr/local/webserver/nginx/nginx.pid’

H4h, FEE crontab KR 00:00 & AT IX AN HZ

crontab -e:

BN LT A HRTF:
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00 00 * * * /bin/bash /usr/local/webserver/nginx/sbin/cut_nginx_log.sh

XA shell [l F1 crontab AL E 3 B LI ThEE A - RS- K B #128 2009 % 5 A 19 H, Nginx
BT A B B3 4 /datal/logs/access.log, 2009 5 5 A 20 B 00:00 S3HAT cut_nginx_log.sh 2,
cut_nginx_log.sh BIZ< & 55618 — 1 B 3%/datal/logs/2009/05/, #AJ5#4/datal/logs/access.log LA
53 E Ay 4% H/datal/logs/2009/05/access_20090519.log, & &% kill -USRI1 15 54 Nginx i
85, i Nginx EH 4K — 1 /datal/logs/access.log X, 2009 £ 5 A 20 B HHILREIX
M EAE R BSOS . Ti/datal/logs/2009/05/access_20090519.1og ST, #EA& 2009 £ 5 A 19
H# B &30

3.4 Nginx BEZRMHECE

gzip (GNU-ZIP) B—FhEGHAR . B3t gzip E48 /5 TUR K/DN AT AL H BRI 30%HZE /).
XFE, APRETTEPMIEEESREBE . gzip FIESE TUR 77 B X 8 FI RSB ML HF, *L
Fr bt R IRS B LS, 1520 W88 5w A AR R AT . MR MEARFTERITHL, FH IE.
Firefox. Opera. -3k Chrome 54 K% $ix) W 2848 3¢ KEAEAT gzip 1K) U

Nginx #) k4% H H—4A gzip 45184 R T AT RBINTF, k23] gzip R4 . gzip
E45% H FIMETE 44T htp{..... ) FIANKIEE 2 -
gzip on;
gzip_min_length 1k;
gzip_buffers 4 16k;
gzip__ht:t:pTversion 1.1;
gzip_comp_level 2;
gzip_types text/plain application/x-javascript text/css application/xml;
gzip_vary on;

gzip BIEAHIEERE AT ER BRI A 13 5 13.11 7K gzip k.

3.5 Nginx BB zh5I BRECE

ERNEFELED—LEFFERMMN T RN LRES B35 BRH, X8 Apache 7] LASKH,
Nginx FEREFTLASEEL, IR RAHT B R T AFER index IS BRERBAT M. WRA
BAERE—BMENLE location / (..) BFRTHPEEAZFIAR, RN LW TRE:

location / ({
autoindex on;

}
F4b, EEPHER 8307 B RAXKIES, 2508:
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autoindex_exact_size [ onloff }

BRSNS/ MRS (B. KB, MB 8 GB)

autoindex_localtime [ onloff ]

¥ )R LA st i TR) S B 7= SCAF I TB] M T RE . BRIADEX (GMT B fe]) .

3.6 Nginx By ST E AR FIEE

N BRETF (Browser Caching) &4 T INIENINE, HIEAS7ER P REAE LXKl i SOk
AT, U7 R B RESRX AN DUEES, W88t o] AN A MR AL B 7R S0, X PER AT BAIN I
TUAME . AR TAT MEHHRRE, 857 MENRE.

2842 77 0] LU TS expires #8541 H) Header k3R SEHL, expires &4 HIEEINT .

1&¥%: expires [timelepochimaxioff]

BRiAME: expires off

fER{ 3k http, server, location

Hi&. FRAIEA LIS HTTP N2 # “Expires” 1 “Cache-Control” #J Header k15
B GEREFIEEEERIER) -

AILAEE time EPEHIESRE AL “Expires” kinHEFE T 257 RGN BN _EERER
time {EX3K%E.

epoch f&%E “Expires” HI{E4 1 January, 1970, 00:00:01 GMT.

max 155 “Expires” [I{E% 31 December 2037 23:59:59 GMT, “Cache-Control” 1% 10
4. 1§55 “Expires” FIE 0 RS 48 4RTaS Mal-1s, BRAGTI .

“Cache-Control” kAR B8 HI #5838 7€ H Y [B) K 1R 5 o

$1%0: Cache-Control: no-cache.

IE$5%E: Cache-Control: max-age = #, # A5 & MR HIRLEL.
“off” RNMEDH “Expires” K1 “Cache-Control” HJ{H.

Bi%—A HTML T F 45| H— 25 JavaScript 300 B SO, X Less R CHHR DL
B3, WA LLE T expires ¥ E N WA 2. '

. X5 E A& E R Flash SCHZER RS AHEETE 30 K, Ft js. css CHER KA A
%77 1 /DR, nfUES 3-10 Fior.
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K 3-10

location ~ .*\.(gifljpglipeglpng|bmp|swi)$
{

expires 304;
}

location ~ .*\.(jslcss)?$
{

expires 1h;
}

34t Nainx: R Apache 8975 1448 WenSRAMST OpSage.com



b

Nginx 4 PHP ( FastCGI)
WM&, BOA S

HHBM RS RBEH T, BRAIZEHETTLIFE LAMP (Linux+Apache+Mysql+Perl/PHP/Python)
484, LAMP X M§E 4 B2 HILAE 1998 5. H4AF, Michael Kunze HEETEHLZE (c't)
EEN—BXT B AR A @B LR SRR ER, 8T LAMP XA, FXE
8 Linux ##{F&%. Apache MR 35. MySQL $¥4EEM PHP (Perl 5% Python) HIAIEZH
HE (H4RERFLWESER « BT IT HFXFTAMPNESKEZL, Michael Kunze $#
H A LAMP X—AREBRRSME T %% . O'Reilly 1 MySQL AB EREFEABRTH AT
EXARE, B2 LAMP SRR T FRRR LR — B EIEMBIAT .

BRXEFRORABEEFASHFAREITRITRRAFINABF—EITEN, HaTEiH
R KRR, MERSHEFRFA, XS TXEA4LTEE—BEH. AdE0L
FE, XEHFNKEEAHTE, E-ENANEREEENSE. FEEMNATHEARNFA
HZRIMME, DRI T HELY RBYGE. BaEl, JLFERAM Linux RARSPHARNEETX
o=k, Linux BF R4, Apache [R%52%. MySQL $(#EFEF1 Perl. PHP &, Python i85, X4/
A FEFERR T — M RAK Web NHEFFE.

L7, 1 F Nginx JH4 404 Apache B 2RHEES, LAMP 524 [F7E ¥ 8 LNMP 254 5T
LNMP B BRATRZ AN B Linux+Nginx+Mysql+PHP 28#), REFEHATIE 555 >] Nginx

www.TopSage%Mgmx: Bt Apache 895188 Web BRF#5
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5 PHP (FastCGI) HI%%E. IESMHh.

125 PHP (FastCGI) , 3P4 FastCGI ZfAlg?

FastCGI Bi&EE LR n{R45 8 MK CGI Frd B, HEEITHEE CCl B EHERR
HEANFERHFREREEER S K. XFTR40, COI RN R B mE & COl R TR T ERE,
R COI fRRER R A W 852 FastCGI MRS TR ARE, M0 LIIR4E R AT R PERR . (4E .
Fail-Over 551145,

FastCGI B T{ERIE 2 -

(1) FastCGI#EE I B VG, BEEA CGl BRMEHFE (£ php-cgi HFE) HF
F5K H Web Server FiEHE. fEAXH, K PHP-FPM #EEH 4553121 php-cgi FastCGI #
2. JA3) php-cgi FastCGI 2R, 7] LAELE LA TCP #1 UNIX EEFRM T X535,

(2) %% P iiE KTk Web %58 (Nginx) Bf, Web fIR55-38441% Kk E A TCP Bk UNIX
ERHEF R & 3] FastCGI E#F2, FastCGl T ERFBHERES— CCI MRS (FHE .
Web fIR55-2% 4% CGI FFE25 B FARHEHI A\ K% 3 FastCGI FHEFE php-cgis

(3) FastCGI T HEFR 5T AR TR J5 4 Frvie i Hh A4 1215 BN — %8R [F] Web 74528 (Nginx) .
¥ FastCGI T-HHE R I, B RS M HE5E K. FastCGl Fi 2RSS AL B K 5 FastCGI
HREEHENT —MERE. ME—RIYEE CGL A, php-cgi ZEWERHT .

Bk, PREJLAMES LM CGL AT £ 8. §— Web i&FK PHP #JUE H#4T php.ini.
EHFEALEYT BHEFVIALSBEIESEH . £ FastCGl, FraX# RN RSN R4
— W —MNEFANGIFAL R, HEEHEIEFEEE: (Persistent database connection) F] LA T.1E.

PHP FastCGI 14k &

(1) PHP AT HE ER ., PHP MFBEFEF BN WA IR B0 WA 33
HES AR KR TR A ST v5 SRR

(2) FMEFRMRSERFETE L. B TREBAAESRFENERA PHP BEREF, KA
DL 3 s AR SR SR FHIR 4 1 AN A 38 i CPU f3e.

(3) NEESIA PB4 EE. B1TE Apache+PHP EHFEF, THUEANATEH
F PHP # FastCGI.

HT¥, BATFFIEZSE. #E LNMP (Linux+Nginx+Mysql+PHP) F&. AP HEERS
FFHE4: CentOS Linux 5.3 (Linux 2.6+M#%) , HE RedHat AS4 AT &EEALT).

St Nginx: JRHC Apache 8975 1485 VetV T opSage.com
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4.1 IREVHHXFIRIEF

1. [iEM CentOS &1k &4 ]

FF] CentOS Linux &4t HH# ] yum #7436, AEMTERIEFE (RedHat Z 3 Ath Linux &
ITRRAT N2 e it IR BX L2 R EERT RPM 8, AT %56 -

sudo -s

LANG=C

yum -y install gcc gec-c++ autoconf libjpeg 1ibj peg -devel libpng libpng-devel freetype
freetype-devel 1ibxml2 libxml2-devel zlib zlib-devel glibec glibc-devel glib2
glib2-devel bzip2 bzip2-devel ncurses ncurses-devel curl curl-devel e2fsprogs
e2fsprogs-devel krb5 krb5-devel libidn libidn-devel openssl openssl-devel openldap
openldap-devel nss_ldap openldap-clients openldap-servers

2. [iEM RedHat #{E&R%]

RedHat Al Linux RATHAT A2t PR BIX LA FERN RPM & (FF5ERTEIE S
“rpm -qa | grep libjpeg” )2 &HE RPM R BIFE, HEH “xxx-devel” NFfE, MELE) .
RedHat A] LAE#FH CentOS ] RPM %%, LAF /& RPM fGH T8 M-

(1) RedHat AS4 & CentOS 4:
http://mirrors.163.com/centos/4/os/i386/CentOS/RPMS/
http://mirrors.163.com/centos/4/os/x86_64/CentOS/RPMS/

(2) RedHat AS5 & CentOS 5:
http://mirrors.163.com/centos/5/0s/i386/CentOS/
http://mirrors.163.com/centos/5/0s/x86_64/CentOS/

(3) RPM BLIRE -
http://rpm.pbone.net/
http:/fwww.rpmfind.net/

(4) RedHat AS4 RGNS, HEH NI T RO LS
1.i386 REMHS 4-1:

88 441
wget http://blog.sl135.com/soft/linux/nginx_php/rpm/i386/1ibjpeg-devel-6b-33.1386.rpm
rpm -ivh libjpeg-devel-6b-33.1i386.rpm

wget http://blog.sl35.com/soft/linux/nginx_php/rpm/i386/freetype-devel-2.1.9-1.1386.rpm
rpm -ivh freetype-devel-2.1.9-1.1i386.rpm
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wget http://blog.s135.com/soft/linux/nginx_php/rpm/i386/1libpng-devel-1.2.7-1.1386.rpm
rpm -ivh libpng-devel-1.2.7-1.1386.rpm

II. x86_64 &G 4-2:
R 4-2

wget http://blog.sl35.com/soft/linux/nginx_php/rpm/x86_64/1libjpeg-devel-6b-33.
xXB6_64.rpm

rpm -ivh libjpeg-devel-6b-33.x86_64.rpm

wget http://blog.sl35.com/soft/linux/nginx_php/rpm/x86_64/freetype-devel-2.1.9-1.
xB86_64.rpm

rpm -ivh freetype-devel-2.1.9-1.x86_64.rpm

wget http://blog.sl35.com/soft/linux/nginx_php/rpm/x86_64/libpng~-devel-1.2.7-1.
X86_64.rpm

rpm -ivh libpng-devel-1.2.7-1.x86_64.rpm

3. [iEHM CentOS. RedHat & Hfth Linux &%)
TREFFELL:
AR BB FRIR A A AL E) 2009 4 09 A 18 HHEHIRER.
(1) WBARE 77 Ml T3 4-3:
13 4-3

mkdir -p /datal/software

cd /datalO/software

wget http://sysoev.ru/nginx/nginx-0.8.15.tar.gz

wget http://www.php.net/get/php-5.2.10.tar.gz/from/this/mirror

wget http://blog.sl35.com/soft/linux/nginx_php/phpfpm/php-5.2.10-fpm-0.5.11.4diff.gz
wget http://dev.mysqgl.com/get/Downloads/MySQL-5.1/mysql-5.1.38.tar.gz/from/
http://mysgl.he.net/

wget http://ftp.gnu.org/pub/gnu/libiconv/libiconv-1.13.tar.gz

wget "http://downloads.sourceforge.net/mcrypt/libmcrypt-2.5.8.tar.gz? modtime=
1171868460&big_mirror=0"

wget "http://downloads.sourceforge.net/mcrypt/mcrypt-2.6.8.tar.gz?modtime=
1194463373&big mirror=0"

wget http://pecl.php.net/get/memcache-2.2.5.tgz

wget "http://downloads.sourceforge.net/mhash/mhash-0.9.9.9.tar.gz?modtime=
1175740843&big_mirror=0"

wget ftp://ftp.csx.cam.ac.uk/pub/software/programming/pcre/pcre-7.9.tar.gz
wget http://bart.eaccelerator.net/source/0.9.5.3/eaccelerator-0.9.5.3. tar.bz2
wget http://pecl.php.net/get/PDO_MYSQL-1.0.2.tgz

wget http://blog.sl35.com/soft/linux/nginx_php/imagick/ImageMagick.tar.gz

wget http://pecl.php.net/get/imagick-2.2.2.tgz

(2) M blog.s135.com T# (LhEHaE, RAWESRY, SFTE Linux/Unix FEL Weet.
Curl 44 TERUTHMSE) , W 4-4: :
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8 4-4

mkdir -p /datal/software

cd /datal/software

wget http://blog.sl35.com/soft/linux/nginx_php/nginx/nginx-0.8.15.tar.gz

wget http://blog.sl35.com/soft/linux/nginx php/php/php-5.2.10.tar.gz

wget http://blog.sl135.com/soft/linux/nginx_php/phpfpm/php-5.2.10-fpm-0.5.11.diff.gz
wget http://blog.sl35.com/soft/linux/nginx php/mysql/mysqgl-5.1.38.tar.gz

wget http://blog.sl35.com/soft/linux/nginx_php/libiconv/libiconv-1.13.tar.gz
wget http://blog.sl35.com/soft/linux/nginx_php/mcrypt/libmcrypt- 2.5.8.tar.gz
wget http://blog.sl35.com/soft/linux/nginx_php/mcrypt/mcrypt-2.6.8.tar.gz
wget http://blog.sl35.com/soft/linux/nginx_php/memcache/memcache-2.2.5.tgz
wget http://blog.sl35.com/soft/linux/nginx_php/mhash/mhash-0.9.9.9.tar.gz
wget http://blog.sl35.com/soft/linux/nginx_php/pcre/pcre-7.9.tar.gz

wget http://blog.sl35.com/soft/linux/nginx_php/eaccelerator/eaccelerator-
0.9.5.3.tar.bz2

wget http://blog.sl35.com/soft/linux/nginx_php/pdo/PDO_MYSQL-1.0.2.tgz

wget http://blog.sl35.com/soft/linux/nginx_php/imagick/ImageMagick.tar.gz
wget http://blog.sl35.com/soft/linux/nginx_php/imagick/imagick-2.2.2.tgz

4.2 2% PHP 5.2.10 (FastCGI #3x)

(1) #/iF%% PHP 5.2.10 FRBRISC = E, B 4-5 Fiok:
K8 4-5

tar zxvf libiconv-1.13.tar.gz
cd libiconv-1.13/

./configure --prefix=/usr/local
make

make install

cd ../

tar zxvf libmcrypt-2.5.8.tar.gz
cd libmcrypt-2.5.8/

./configure

make

make install

/sbin/ldconfig

cd libltdl/

./configure --enable-1ltdl-install

make
make install
cd ../../

tar zxvf mhash-0.9.9.9.tar.gz
cd mhash-0.9.9.9/

./configure

make
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make install
cd ../

In -s /usr/local/lib/libmcrypt.la /usr/lib/libmcrypt.la

In -s /usr/local/lib/libmcrypt.so /usr/lib/libmcrypt.so

In -s /usr/local/lib/libmcrypt.so.4 /usr/lib/libmcrypt.so.4

In -s /usr/local/lib/libmcrypt.so.4.4.8 /usr/lib/libmcrypt.so.4.4.8
1ln -s /usr/local/lib/libmhash.a /usr/lib/libmhash.a

ln -s /usr/local/lib/libmhash.la /usr/lib/libmhash.la

ln -s /usr/local/lib/libmhash.so /usr/lib/libmhash.so

In -s /usr/local/lib/libmhash.so.2 /usr/lib/libmhash.so.2

ln -s /usr/local/lib/libmhash.s0.2.0.1 /usr/lib/libmhash.so0.2.0.1

tar zxvf mcrypt-2.6.8.tar.gz
cd mecrypt-2.6.8/
/sbin/ldconfig

./configure

make

make install

als LY

(2) 4743 MySQL 5.1.38 Fr & AIAREE I 4-6 i 7m:
K18 4-6

/usr/sbin/groupadd mysqgl

/usr/sbin/useradd -g mysgl mysqgl

tar zxvf mysqgl-5.1.38.tar.gz

cd mysgl-5.1.38/

./configure --prefix=/usr/local/webserver/mysql/ --enable-assembler
--with-extra-charsets=complex --enable-thread-safe-client --with-big-tables
--with-readline --with-ssl --with-embedded-server --enable-local-infile
--with-plugins=innobase

make && make install

chmod +w /usr/local/webserver/mysgl

chown -R mysqgl:mysqgl /usr/local/webserver/mysqgl

cd ../

IRARARLEIX & IR 45 2% LIB1T MySQL %t e, WHMATLAT LA . MmRIR R R AL PHP 3T
¥ MySQL ¥ FRFE, HefbiE ARS8 LI MySQL BB E, M4, LITILELIIAT.

1) & MySQL #4 FEAF i B %

mkdir -p /datal/mysql/3306/data/
chown -R mysqgl:mysgl /data0/mysgl/

2) LA mysql B P05 (4 5 4 B L B R :

/usr/local /webserver/mysqgl/bin/mysqgl_install_db
--basedir=/usr/local /webserver/mysgl --datadir=/datal/mysgl/3306/data
--user=mysqgl

3) 6% my.cnf Fd & X145
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vi /datal0/mysqgl/3306/my.cnf

WA 47T AR T
K 4-7
[client]
default-character-set = utf8
port = 3306

socket = /tmp/mysql.sock

[mysqgl]
prompt="{\u:blog.domain.com:) [\d]> "
no-auto-rehash

[mysqgld]

#default-character-set = utf8
user = mysqgl

port = 3306

socket = /tmp/mysgl.sock

basedir = /usr/local/webserver/mysql
datadir = /data0/mysqgl/3306/data
open_files_limit = 10240
back_log = 600

max_connections = 3000
max_connect_errors = 6000
table_cache = 614
external-locking = FALSE
max_allowed_packet = 32M
sort_buffer size = 2M
join_buffer_size = 2M
thread_cache_size = 300
thread_concurrency = 8
query_cache_size = 32M
query_cache_limit = 2M
query_cache_min_res_unit = 2k
default-storage-engine = MyISAM
default_table_type = MyISAM
thread_stack = 192K
transaction_isolation = READ-COMMITTED
tmp_table_size = 246M
max_heap_table_size = 246M
long_query_time = 1

log_long_ format

log-bin = /datal/mysql/3306/binlog
binlog_cache_size = 4M
binlog_format = MIXED
max_binlog_cache_size = 8M
max_binlog_size = 512M
expire_logs_days = 7

key_buffer _size = 256M
read_buffer size = 1M
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read_rnd _buffer_size = 16M
bulk_insert_buffer size = 64M
myisam_sort_buffer size = 128M

myisam max_sort_file_size = 10G
myisam max_extra_sort_file_size = 10G
myisam repair_threads = 1

myisam recover

skip-name-resolve
master-connect-retry = 10
slave-skip-errors = 1032,1062,126,1114,1146,1048,1396

server-id = 1

innodb_additional_mem pool_size = 16M
innodb_buffer_pool_size = 2048M
innodb_data_file_path = ibdatal:1024M:autoextend
innodb_file_io_threads = 4
innodb_thread_concurrency = 8
innodb_flush_log at_trx_commit = 2
innodb_log_buffer_size = 16M
innodb_log_file_size = 128M
innodb_log_files_in_group = 3
innodb_max_dirty pages_pct = 90
innodb_lock_wait_timeout = 120
innodb_file_per table = 0

[mysqgldump]

quick

max_allowed_packet = 32M

4) BIEEH MySQL 3R FE 1 shell B4
vi /datal/mysql/3306/mysql : : Al =
AR 4-8 FIAR CXEKAF % admin MEF 12345678 HT RSB LR WTF-
18 4-8

#1/bin/sh

mysqgl_port=3306
mysqgl_username=“admin”
mysqgl_password="12345678"

function_start_mysgl {)
{
printf “Starting MySQL...\n"
/bin/sh /usr/local/webserver/mysql/bin/mysqgld_safe --defaults-file=
/datal/mysqgl/${mysql_port}/my.cnf 2>&1 > /dev/null &
}

function_stop _mysqgl ()

{
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printf "Stoping MySQL...\n"
/usr/local/webserver/mysgl/bin/mysgladmin -u ${mysql_username}
-p$ {mysqgl_password} -S /tmp/mysgl.sock shutdown
}

function_restart_mysqgl ()
{
printf "Restarting MySQL...\n"
function_stop_mysgl
sleep 5
function_start_mysqgl
}

function_kill_mysgl ()
{
kill -9 $(ps -ef | grep 'bin/mysgld_safe' | grep ${mysgl_port} | awk '{printf $2}')
kill -9 $(ps -ef | grep 'libexec/mysqgld' | grep ${mysql_port} | awk '{printf $2}')
}

if [ "$1" = "start” ]; then
function_start_mysql

elif [ "$1" = "stop" ]; then
function_stop_mysgl

elif [ "$1" = "restart" ]; then
function_restart_mysqgl

elif [ "$1" = "kill" ]; then
function_kill_mysqgl

else

printf "Usage: /datal/mysql/${mysgl_port}/mysql ({startl|stop|restart|kill}\n"
fi

5) J&F shell BIART AT HUPR:
chmod +x /data0O/mysqgl/3306/mysql

6) A3 MySQL:
/datal/mysqgl/3306/mysgl start

7) Eid AT EREE MySQL RE 3 (%Tiﬁ)\%ﬁ%ﬁﬁ&@$)
/usr/local/webserver/mysql/bin/mysqi =u- root p -8 /tmp/mysql ‘sock

8) MIALLTF SQL EA, fI8— A AH root RHKA, (admin) R (12345678) :

GRANT ALL PRIVILEGES ON *.* TO 'admin'@'localhost' IDENTIFIED BY '12345678';
GRANT ALL PRIVILEGES ON *.* TO 'admin'@'127.0.0.1' IDENTIFIED BY - 12345578"_

9) (W) %1k MySQL:
/datal/mysql/3306/mysql stop -

(3) 44iFaesE PHP (FastCGI #x) , (L 4-9 Frok:
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8 4-9

tar zxvf php-5.2.10.tar.gz

gzip -cd php-5.2.10-fpm-0.5.11.diff.gz | patch -d php-5.2.10 -pl

cd php-5.2.10/

./configure --prefix=/usr/local/webserver/php
--with-config-file-path=/usr/local/webserver/php/etc
--with-mysgl=/usr/local/webserver/mysqgl

--with-mysqli=/usr/local /webserver/mysqgl/bin/mysgl_config
~-with-iconv-dir=/usr/local --with-freetype-dir --with-jpeg-dir --with-png-dir
--with-zlib --with-libxml-dir=/usr --enable-xml --disable-rpath
~--enable-discard-path --enable-safe-mode --enable-bcmath --enable-shmop
--enable-sysvsem --enable-inline-optimization --with-curl --with-curlwrappers
--enable-mbregex --enable-fastcgl --enable-fpm --enable-force-cgi-redirect
-~-enable-mbstring --with-mcrypt --with-gd --enable-gd-native-ttf --with-openssl
--with-mhash --enable-pcntl --enable-sockets --with-ldap --with-ldap-sasl
--with-xmlrpc --enable-zip --enable-soap --without-pear

make ZEND_EXTRA_LIRBRS='-liconv'

make install

cp php.ini-dist /usr/local/webserver/php/etc/php.ini

cd ../

curl http://pear.php.net/go-pear | /usr/local/webserver/php/bin/php

(4) $RHIFEE PHPS ¥ B, WRES 4-10 BoR:
£ 4-10

tar zxvf memcache-2.2.5.tgz

cd memcache-2.2.5/

/usr/local/webserver/php/bin/phpize

./configure --with-php-config=/usr/local/webserver/php/bin/php-config
make

make install

cd ../

tar jxvf eaccelerator-0.9.5.3.tar.bz2

cd eaccelerator-0.9.5.3/
/usr/local/webserver/php/bin/phpize

./configure --enable-eaccelerator=shared
--with-php-config=/usr/local/webserver/php/bin/php-config
make

make install

cd ../

tar zxvf PDO_MYSQL-1.0.2.tgz

cd PDO_MYSQL-1.0.2/

/usr/local/webserver/php/bin/phpize

./configure --with-php-config=/usr/local/webserver/php/bin/php-config
--with-pdo-mysgl=/usr/local/webserver/mysql

make

make install

cd ../
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tar zxvf ImageMagick.tar.gz
cd ImageMagick-6.5.1-2/
./configure

make

make install

cd ../

tar zxvf imagick-2.2.2.tgz

cd imagick-2.2.2/

/usr/local/webserver/php/bin/phpize

./configure --with-php-config=/usr/local/webserver/php/bin/php-config
make

make install

cd ../

(5) &4 php.ini X5
F I8 #H#/usr/local/webserver/php/etc/php.ini & extension dir = *./®
ﬁ%ﬂj@extension?dir =‘"/usr/chal/webseryer/php/1ib/php/extensions[no-
debug-non-zts-20060613/" N : ’

FEMATEHMELT LT, RERE, AR 4-11 ik

13 4-11

extension = "memcache.so”
extension = "pdo_mysgl.so®
extension = "imagick.so"

# & output_buffering = Off
1874 output_buffering = On

Haheoh: HHF TBSRE, ATHATLLT shell 654, H3h5 %t php.ini SXAERIME S,

R 4-12 Fi7r:

i

B 4-12

sed -i ‘'s#extension_dir = "./"#extension_dir =
"/usr/local/webserver/php/lib/php/extensions/no-debug-non-zts-20060613/"
\nextension = "memcache.so"\nextension = "pdo_mysqgl.so"\nextension =

*imagick.so"\n#' /usr/local/webserver/php/etc/php.ini
sed -i 's#output_buffering = Off#output_buffering = On#’
/usr/local /webserver/php/etc/php.ini

sed -1 "s#; always_populate_raw_post_data = On#always_populate_raw_post_data = On#g"

/usr/local /webserver/php/etc/php.ini

(6) ECE eAccelerator JNi# PHP:

mkdir -p /usr/local/webserver/eaccelerator_cache
vi /usr/local/webserver/php/etc/php.ini

# shift+g BRI EX B ARRE, MEUTRERFE, WARH 4-13 k.
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3 4-13

[eaccelerator]
zend_extension="/usr/local /webserver/php/lib/php/extensions/

no-debug-non-
eaccelerator.
eaccelerator.
eaccelerator.
eaccelerator.
eaccelerator.
.debug="0"
eaccelerator.
eaccelerator.
eaccelerator.
eaccelerator.
eaccelerator.
eaccelerator.
eaccelerator.

eaccelerator

zts-20060613/eaccelerator.so"

shm_size="64"

cache_dir="/usr/local /webserver/eaccelerator_cache"
enable="1"

optimizer="1"

check_mtime="1"

filter=""

shm_max="0"
shm_ttl="3600"
shm_prune_period="3600"
shm_only="0"
compress="1"
compress_level="9"

(7) GE www R4, LR blog.domain.com 1 www.domain.com B8/~ ftl = H148 FH
P EZF, Wi 4-14 Fow:

KB 4-14

/usr/sbin/groupadd www
/usr/sbin/useradd -g www www

mkdir -p
chmod +w
chown -R
mkdir -p
chmod +w
chown -R

/datal/htdocs/blog
/datal/htdocs/blog
www:www /data0l/htdocs/blog
/datal/htdocs/www
/datal/htdocs/www
www:www /datal/htdocs/www

(8) % php-fpm AL E X4 (php-fpm &% PHP #Tf— FastCGI HH 4T, W LAIFHEAE
F php.ini BB TS E /S php-cgi) -

£ /ust/local/webserver/php/etc/ H &+ €/ php-fpm.conf 3 {4

rm -f /usr/local /webserver/php/etc/php-fpm.conf
vi /usr/local/webserver/php/etc/php-fpm.conf

MAUTHE (MEELZE Nginx + PHP A TFREFER, K LLT M<value name=
"display_errors">0</value>i{ #j<value name="display_errors">1</value>, LA{# &7~ PHP #iR{f5 &,
AN, Nginx SHRFEHR 500 HZEBHIRTD) , WA 4-15 Fior:

18 4-15

<?xml version="1.0" ?>
<configuration>

All relative paths in this config are relative to php's install prefix
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<section name="global_options">

Pid file
<value name="pid_file">/usr/local/webserver/php/logs/php-fpm.pid</value>

Error log file
<value name="error_log">/usr/local/webserver/php/logs/php-fpm.log</value>

Log level
<value name="log_level">notice</value>

When this amount of php processes exited with SIGSEGV or SIGBUS
<value name="emergency_restart_threshold">10</value>

in a less than this interval of time, a graceful restart will be initiated.
Useful to work around accidental curruptions in accelerator's shared memory.
<value name="emergency_restart_interval'>lm</value>

Time limit on waiting child's reaction on signals from master
<value name="process_control_timeout”">5s</value>

Set to 'no' to debug fpm
<value name="daemonize">yes</value>

</section>
<workers>
<section name="pool">

Name of pool. Used in logs and stats.
<value - -name="name">default</value>

Address to accept fastcgi requests on.
Valid syntax is 'ip.ad.re.ss:port' or just 'port’' or'/path/to/unix/socket:
<value name="listen_address">127.0.0.1:9000</value>

<value name="listen_options">

Set listen(2) backlog
<value name="backlog">-1</value>

Set permissions for unix socket, if one used.
In Linux read/write permissions must be set in order to allow connections
from web server.
Many BSD-derrived systems allow connections regardless of permissions.
<value name="owner"></value>
<value name="group"></value>
<value name="mode">0666</value>
</value>
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Additional php.ini defines, specific to this pool of workers.
<value name="php defines">
<value name="sendmail_path">/usr/sbin/sendmail -t -i</value>
<value name="display_errors">l</value>
</value>

Unix user of processes
<value name="user">www</value>

Unix group of processes
<value name="group">www</value>

Process manager settings
<value name="pm">

Sets style of controling worker process count.
Valid values are 'static’' and 'apache-like’
<value name='style">static</value>

Sets the limit on the number of simultaneous requests that will be served.
Equivalent to Apache MaxClients directive.

Equivalent to PHP_FCGI_CHILDREN environment in original php.fcgi

Used with any pm_style.

<value name="max_children®>128</value>

Settings group for ‘'apache-like' pm style
<value name="apache_like">

Sets the number of server processes created on startup.
Used only when 'apache-like' pm_style is selected
<value name="StartServers">20</value>

Sets the desired minimum number of idle server processes.
Used only when 'apache-like' pm_style is selected
<value name="MinSpareServers">5</value>

Sets the desired maximum number of idle server processes.
Used only when 'apache-like' pm_style is selected
<value name="MaxSpareServers'>35</value>

</value>

</value>

The timeout {in seconds) for serving a single request after which the worker
process will be terminated

Should be used when ‘'max_execution_time' ini option does not stop script
execution for some reason

'0s' means 'off’

<value name="request_terminate_timeout">0s</value>

The timeout (in seconds) for serving of single request after which a php
backtrace will be dumped to slow.log file

'0s' means 'off’
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<value name="request_slowlog_timeout">0s</value>
The log file for slow requests
<value name="slowlog">logs/slow.log</value>
Set open file desc rlimit
<value name="rlimit_files">65535</value>
Set max core size rlimit
<value name="rlimit_core">0</value>
Chroot to this directory at the start, absolute path
<value name="chroot"></value>
Chdir to this directory at the start, absolute path
<value name="chdir"></value>
Redirect workers' stdout and stderr into main error log.
If not set, they will be redirected to /dev/null, according to FastCGI specs
<value name="catch_workers_output"syes</value>
How much requests each process should execute before respawn.
Useful to work around memory leaks in 3rd party libraries.
For endless request processing please specify 0
Equivalent to PHP_FCGI_MAX_REQUESTS
<value name="max_requests">102400</value>
Comma separated list of ipv4 addresses of FastCGI clients that allowed to connect.
Equivalent to FCGI_WEB_SERVER_ADDRS environment in original php.fcgi (5.2.2+)
Makes sense only with AF_INET listening socket.
<value name="allowed_clients">127.0.0.1</value>
Pass environment variables like LD_LIBRARY_ PATH
All SVARIABLEs are taken from current environment
<value name="environment">
<value name="HOSTNAME">$HOSTNAME</value>
<value name="PATH">/usr/local/bin:/usr/bin:/bin</value>
<value name="TMP">/tmp</value>
<value name="TMPDIR">/tmp</value>
<value name="TEMP">/tmp</value>
<value name="OSTYPE">$0STYPE</value>
<value name="MACHTYPE">SMACHTYPE</value>
<value name="MALLOC_CHECK_">2</value>
</value>
</section>

</workers>
</configuration>

(9) Ja3h php-cgi #72.
AT 127.0.0.1 #7 9000 %5 0, #HFEECA 200 (R RS BFAFEDT 3GB, ATLLRFRE 64 4 ik

E) ’ %F%WWW

ulimit -SHn 65535
/usr/local /webserver/php/sbin/php-fpm start

¥: /usr/local/webserver/php/sbin/php-fpm & H HAhZ ¥, fU¥E: startistoplquitirestartireload!

logrotate, &2 php.ini JSANEH php-cgi, EH INEE & X4F1EH reload.
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4.3 %% Nginx 0.8.15

(1) %% Nginx FrH pere FE:

tar zxvf pcre-7.9.tar.gz
cd pcre—7.9/

./configure

make && make install

cd ../

(2) %23%% Nginx:

tar zxvf nginx-0.8.15.tar.gz

cd nginx-0.8.15/

./configure --user=www --group=www --prefix=/usr/local/webserver/nginx
--with-http_stub status_module --with-http ssl_module

make && make install

cd ../

(3) fiE Nginx HE B %

mkdir ~p /datal/logs
chmod +w /datal/logs
chown -R www:www /datal/logs

(4) 6% Nginx B E .

1) fE/usr/local/webserver/nginx/conf/ B 3 * ] nginx.conf 3L :

rm -f /usr/local/webserver/nginx/conf/nginx.conf
vi /usr/local/webserver/nginx/conf/nginx.conf

MAUTHE, R 4-16 Fizs:
K13 4-16

user www WWw;
worker_processes 8;
error_log /datal/logs/nginx_error.log crit;
pid /usr/local/webserver/nginx/nginx.pid;
#Specifies the value for maximum file descriptors that can be opened by this process.
worker_rlimit_nofile 65535;
events
£
use epoll;
worker_connections 65535;
} .
http
{
include mime.types;
default_type application/octet-stream;
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#charset gb2312;
server_names_hash_bucket_size 128;
client_header_buffer_size 32k;
large_client_header_buffers 4 32k;
client_max_body_size 8m;
sendfile on;
tcp_nopush on;
keepalive_timeout 60;
tcp_nodelay on;
fastcgi_connect_timeout 300;
fastcgi_send_timeout 300;
fastcgi_read_timeout 300;
fastcgi_buffer_size 64k;
fastcgi_buffers 4 64k;
fastcgi_busy_buffers_size 128k;
fastcgi_temp_file write_size 128k;
gzip on;
gzip_min_length 1k;
gzip_buffers 4 16k;
gzip_http_version 1.0;
gzip_comp_level 2;
gzip_types text/plain application/x-javascript text/css application/xml;
gzip_vary on;
#limit_zone crawler S$binary_ remote_addr 10m;
server
{

listen 80;

server_name blog.domain.com;

index index.html index.htm index.php;

root /datalO/htdocs/blog;

#limit_conn crawler 20;

location ~ .*\. (phpiphp5)?$

{
#fastcgi_pass unix:/tmp/php-cgi.sock;
fastcgi_pass 127.0.0.1:9000;
fastcgi_index index.php;
include fcgi.conf;

location ~ .*\.{gifljpgljpegipnglbmp|swf)$
{

expires 30d;
}
location ~ .*\.{jslcss)?$
“{

expires 1h;

}

log_format access '$remote_addr - S$remote_user [$time_local]”$request”
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'$status $body_bytes_sent "S$http referer" '
'"Shttp_user_agent" Shttp_x forwarded_for';

access_log

}

server
{
listen

/datal/logs/access.log access;

80;

server_name www.domain.com;
index index.html index.htm index.php;
root /datal/htdocs/www;

location ~

{

.*\. (phplphp5) ?$

#fastcgi_pass unix:/tmp/php-cgi.sock;
fastcgi_pass 127.0.0.1:9000;
fastcgi_index index.php;

include fcgi.conf;

}

log_format wwwlogs 'Sremote_addr - Sremote_user([$time_local) "$request"
‘$status Sbody_bytes_sent "S$http_referer" '
'"Shttp_user_agent" Shttp_x_ forwarded_for';

access_log
}

server

{

listen 80;

/datal/logs/wwwlogs.log wwwlogs;

server_name status.blog.domain.com;
location / {
stub_status on;

access_log
}

off;

2) FE/usr/local/webserver/nginx/conf/ B % 81I#E fegi.conf SC4F:

vi /usr/local/webserver/nginx/conf/fcgi.conf

MALLTAZ, mH 4-17 Frs:

KRB 4-17

fastcgi_param GATEWAY_INTERFACE CGI/1.1;

fastcgi_param SERVER_SOFTWARE nginx;

fastcgi_param QUERY_STRING Squery_string;

fastcgi_param REQUEST_METHOD Srequest_method;

fastcgi_param CONTENT_TYPE Scontent_type;

fastcgi_param CONTENT_LENGTH $content_length;

fastcgi_param SCRIPT_FILENAME S$document_root$fastcgi_script_name;
fastcgi_param SCRIPT_NAME $fastcgi_script_name;
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fastcgi_param
fastcgi_param
fastcgi_param
fastcgi_param

fastcgi_param
fastcgi_param
fastcgi_param
fastcgi_param
fastcgi_param

REQUEST_URI
DOCUMENT_URI
DOCUMENT_ROOT
SERVER_PROTOCOL

REMOTE_ADDR
REMOTE_PORT
SERVER_ADDR
SERVER_PORT
SERVER_NAME

Srequest_uri;
$document_uri;
$document_root;
Sserver_protocol;

Sremote_addr;
$remote_port;
$server_addr;
$server_port;
$server_name;

# PHP only, required-if PHP was built with --enable-force-cgi-redirect

fastcgi_param

REDIRECT_STATUS

200;

(5) /33 Nginx:

ulimit -SHn 65535
Jusr/local /webserver/nginx/ sbln/ nglnx

4.4 EcEFHE3NE3 Nginx + PHP

H vi 45482847 7 3L H/ete/re.local:

vi“/ete/rc.logal

ERREHEMUT HE:

ulimit -SHn 65535
/usrilogaly webserver/php/ sbln/ php- fpm start
/usr/Tocal fwebserver/ngink/sbin/ nginx.

4.5 4k Linux Rix5%

A vi G ER4T ﬂ:)’Cﬁ:/ctc/sysctl conf:

vi /etc/sysctl conf .

EREBMUTAZ, R 4-18 FiR:

18 4-18

# Add

net.ipvé4.tcp_max_syn_backlog =
net.core.netdev_max_backlog = 32768
net .core.somaxconn = 32768

net .core.wmem default = 8388608
net.core.rmem _default = 8388608
net.core.rmem max = 16777216

65536
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net.core.wmem max = 16777216

net.ipvd.tcp_timestamps = 0
net.ipvd.tcp_synack_retries = 2
net.ipvéd.tcp_syn_retries = 2

net.ipv4d.tcp_tw_recycle = 1
#net.ipvd.tcp tw_len = 1
net.ipvéd.tcp_tw_reuse = 1

nec.ipvé4.tcp_mem = 94500000 915000000 927000000
net.ipv4.tcp_max_orphans = 3276800

#net.ipvd.tcp_fin_timeout = 30
#net.ipvd.tcp_keepalive_time = 120
net.ipv4d.ip_local_port_range = 1024 65535

fF R E SRR

/sbin/sysctl. -p

4.6 TEAREL Nginx BREZEITER T B E Nginx BLE

(1) &H/ust/local/webserver/nginx/conf/nginx.conf BLE X4 )G, WHITU T HSRERLE X
HREBIEH:
/usr/local/webserver/nginx/sbin/nginx ~t
MERFEERUTHEITER, HHARESFER:

the configuration file /usr/local/webserver/nginx/conf/nginx.conf syntax is ok
the configuration file /usr/local/webserver/nglnx/conf/nglnx conf was : tested
successfully ‘ : .

(2) XH, MAUTH4EE Nginx F#HES:
ps -ef | grep "nginx: master process" | grep -v "grep" .| awk -F [ ' {print $2}°
FH BRI Nginx E#ES, #lm:
6302

XA, AT LT G & BT S B0 1 Nginx B E SUHEAER:
kill -HUP 6302

B TAUX 4 RRA, K E] Nginx 9 pid 3CHF-

kill ~HUP “cat /usr/local/webserver/nginx/nginx.pid’
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4.7 RESXREMEIE Nginx BEHIBIZ

(1) B H A /usr/local/webserver/nginx/sbin/cut_nginx_log.sh:

vi /usr/local/webserver/nginx/sbin/cut_nginx_log.sh
BWMALLTHRZE, W 4-19 Fims:
K15 4-19

#!/bin/bash
# This script run at 00:00

# The Nginx logs path
logs_path="/usr/local/webserver/nginx/logs/"

mkdir -p ${logs_path}$(date -d "yesterday" +"%Y")/S$(date -d "yesterday" +"%m")/
mv ${logs_path}access.log ${logs_path}$(date -d "yesterday" +"%Y")/$(date -d
"yesterday" +"%m")/access_5(date -d "yesterday" +"%¥Y¥m%d").log

kill -USR1 ‘cat /usr/local/webserver/nginx/nginx.pid’

(2) & crontab, KRR 00:00 YI%| nginx Vel H&:

crontab -e

BWMALLT AR

00 00 * * * /bin/bash /usr/local/webserver/nginx/sbin/cut_nginx_log.sh
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FELE—E, BINCENBT Nginx 5 PHP (FastCGD) #%%%. BE 5. Nginx BT AT
5 pPHP ESE S, ELUARMH —LREESES. 2EHNH Nginx 5FHEK ISP
(Tomcat) « ASP.NET (Mono+FastCGI) . Perl (FastCGI) HIZESEE.

5.1 Nginx 5 JSP (Tomcat) £ Linux bRI&R%E. BEE

JSP (Java Server Pages) & Sun Microsystems A 8 B85 . WE AR —ERSS5B I —M3)
M TBAIRAE. ISP HiARE KM ASP R, BEREMSLNMIT HTML X (*.htm,*.html
thif N Java F2/F B (Scriptlet) 1 ISP #Rig (tag) , MR ISP X (*jsp) o M ISP FF K
i) Web SRS R, BEEEZE Linux FET, BAEEERMERERSE LIETT.

Tomcat & Apache #{F# 44 (Apache Software Foundation) J Jakarta I B 5 B —/MZL»
TH, 1 Apache. Sun FHAL—ERATRMAFKRFRME. HTH Sun NSS5NIE, &H
i Servlet #1JSP L3 £ HE7E Tomeat F A BAIL, Tomeat 5 SCRFRATHI Serviet 2.4 1 ISP 2.0
VL. KK Tomcat HAEH. Hheiae, MAGRSE, FHMHEF Java BFENEZHBR T
SRGEFRBEEIAR, EORN BRTHERRITH Web MRS 2. HITHWREBIRELE 6.0

www. TopSage.come Nginx: B Apache #9535 H4E Web IR# 5



62 S 5E Nginx 5 JSP. ASP.NET. Perl HLEE5RE

JDK (Java Development Kit) /& Sun Microsystems 41 %t Java JF & G (17 5 . B Java #E LISk,
IDK B4 A B Z ) Java SDK. JDK Z#4 Java (80, A Java iIZfTH 85, Java T
H A Java ZERHII2EPE . IDK R%4F Java (36— . M SUN ) JIDK 5.0 7F4h, $24E T2 RS 4E%
SKHMTIRE, HARABAWER, STMERAH TRKMERE.

5.1.1 Tomcat #1 JDK RyZE

#£ Linux £, BATEEE LS IDK. JDK 1.6 7] LIZELAF M iE T £
http://java.sun.com/javase/downloads/widget/jdk6.jsp

THIERE, Bk jdk-6ul7-linux-x64.bin ({3 BIER ATHAT, REIITIZFEF %3 IDK:
chmod +x jdk-6ul7-linux-x64.bin
. /jdk-6ul7-1linux-x64.bin

BEMEEI HHIER “Do you agree to the above license terms? [yes or no]” i, #i
A “yes” . ®IESERIE, PATLLFEA:
mv jdk1.6.0_17 /usr/local/jdk
vi /etc/profile

TEXAF KRB ML W2

JAVA_HOME="/usr/local/jdk"
CLASS_PATH="SJAVA_HOME/lib: SJAVA_HM/er/ 1ih*®
PATH=".: $PATH 2 SJAVA_HODE/bih "
CATALINA_HOME="/usr/local/tomcat®

export JAVA_HOME CATALINA_HOME

RIFFBH vi 7, PITUT @< EREEX:

source  fetc/profile

LZAER IDK 2 Ja, I LT S BR %4 Tomeat —BEHIAR A :

wget http://apache.freelamp.com/tomcat/tomcat-6/v6.0.20/bin/apache-tomcat-, |
6.0.20.tar.gz : : i ' '
tar zxvf'apache—tomcat;ﬁ.0.20.tar.gz
mv apache-tomcat-6.0.20 /usr/local/tomcat
cp -rf /usr/local/tomcat/webapps/* /data0/htdocs/www/
vi /usr/local/tomcat/conf/server .xml
4k appBase="webapps", &} appBase="/dataO/htdocs/www", 3L /data0/htdocs/www Ef

HERKIM TR E .
LG, A3 Tomecat, BRIAMIWT R 8080 i1

fusr/local/tomcat/bin/startup.sh

{& 1k Tomcat ATLMFER LA F fr -
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/usr/local/tomcat /bin/shutdown.sh

5.1.2 Nginx § Tomcat BB &

nginx.conf AL E 3 WA WA 5-1 FiR. EECESCHEF, ##& HTML MTT. B F . JS. CSS.
Flash %{f /] Nginx R4, DMERBIEWRMERE, XHY ER A jsp. do KIiER, i Nginx &
4% Tomcat HTTP RS- 28 R AL

5B 5-1

USEr wWww Www;
worker_processes 8;
error_log /usr/local/webserver/nginx/logs/nginx_error.log crit;
pid /usr/local /webserver/nginx/nginx.pid;
#Specifies the value for maximum file descriptors that can be opened by this process.
worker_rlimit_nofile 65535;
events
{
use epoll;
worker_connections 65535;
}
http
{
include mime.types;
default_type application/octet-stream;
charset utf-8;
server_names_hash_bucket_size 128;
client_header_buffer_size 32k;
large_client_header_buffers 4 32k;
client_max_body_size 300m;
sendfile on;
tcp_nopush on;
keepalive_timeout 60;
tcp_nodelay on;
client_body_buffer_size 512k;
Proxy_connect_timeout 5;

proxy_read_timeout 60;
proxy_send_timeout 5;
proxy_buffer_size 16k;
proxy_buffers 4 64k;

proxy_busy_buffers_size 128k;

proxy_temp_file write_size 128k;

gzip. on;

gzip_min_length 1k;

gzip_buffers 4 16k;

gzip_http_version 1.1;

gzip_comp_level 2;

gzip_types text/plain application/x-javascript text/css application/xml;
gzip_vary on;

upstream tomcat_server {

www.TopSage.caitt Noinx: B Apache 89515 Web 555



64 $#5&E Nginx 5 JSP. ASP.NET. Perl §RESEEH

server 127.0.0.1:8080;
}
server
{
listen 80;
gserver_name www.yourdomain.com;
index index.html index.htm index.jsp default.jsp index.do default.do;
root /datalO/htdocs/www;
if (-d $request_filename)
{
rewrite ~/(.*){[~/]1)$ http://Shost/$1$2/ permanent;
}
location ~ \.{(jspljspxido)?$ {
proxy_set_header Host Shost;
proxy_set_header X-Forwarded-For Sremote_addr;
proxy_pass http://tomcat_server;
}
location ~ .*\.(gifljpglipeglpngibmp|swf)$
{ .

expires 304;
}
location ~ .*\.(jslcss)?$
{

expires 1h;

}
access_log off;

}

Ja 3 Nginx:

/ usr/ 1oca1 /viebserver/nginx/sbin/nginx:

R Nginx & TE7RA, AT LM# A nginx -t 82 nginx.conf EEE)U*% HixRfa, {FH “kill
-HUP Nginx F##5” KB ERS Nginx.

Nginx 53hJ5, RTLAVFAIELF URL #) JSP T{&’Jﬂr?, *ﬁﬁ JSP ET?EEEIE :é

‘http*‘//www vourdomain, com/examples/:sp/ R R

5.2 Nginx 5 ASP. NET (Mono+FastCGl)
7£ Linux FyR%E. BEE

Mono #&—~ Novell A# (GERTZ Ximian) EHFHIHE . %IE W ERROE— RIS
FR#E ECMA (Ecma-334 1 Ecma-335) .NET TR, B# C #4F#HMILFEF (CL Bl Common
Language) $#4TFE (Platform) . SHMEA.NET A, Mono I B AMYATLLZEIT T Windows &
ZEW, 7T BUEAT T Linux. FreeBSD. Unix. Mac OS X #0 Solaris #/E R4 K, ANid, £84 Windows
i ASP.NET #2/%:iT# %] Linux+Mono ¥ & i A Ef—EBE. B
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Mono 5 B (€15 75 M3 1 http:/fwww.mono-project.com/, 17T LUE L Z M ¥ T ## Mono %
-

5.2.1 Mono Byt

7E CentOS 5 Linux (7: HETRIME 2 M R%) L, 1&IEAMHE 5-2 5543 mono:
18 5-2

yum groupinstall "Development Tools"

yum install httpd build-essential gcc bzip bison pkgconfig glib-devel glib2-devel
httpd-devel libpng-devel 1ibX1l1l-devel freetype fontconfig pango-devel ruby ruby-rdoc
gtkhtml38-devel wget

wget http://ftp.novell.com/pub/mono/sources/mono/mono-2.6.1.tar.bz2
tar jxvf mono-2.6.1.tar.bz2

cd mono-2.6.1/

./configure --prefix=/usr

make

make install

cd ../

M SVN it A %2 %% fastcgi-mono-server, WIS 5-3 fi7R:
48 5-3

export PKG_CONFIG_PATH=/usr/lib/pkgconfig/:/usr/lib/

yum install subversion

svn co http://mono-soc-2007.googlecode.com/svn/trunk/brian/FastCgi/
fastcgi-mono-server

cd fastcgi-mono-server/

./autogen.sh

make

make install

cd ../

Ll FastCGI A3\ /83) fastcgi-mono-server2, MUTAHLE 9001 ¥, MR H F H/datad/

htdocs/www/:

nohup /bin/sh /usr/local/bin/fastcgi-mono-server2 /socket=tcp:9001
/root=/datal/htdocs/www/ 2>&1 > /dev/null &

5.2.2 Nginx 5 ASP.NET (Mono+FastCGIl) HJEE

nginx.conf L& 3P AW 5-4 7. ZEBCHE M, #75 HTML ML, B A, IS, CSS.
Flash %8 F Nginx 402, DAER B EREEREE, 4 42 8 aspx. .asmx. .ashx. .asax. .ascx.
.soap, .rem, .axd. .cs. .config, .dll fJiEK, M Nginx 24 fastcgi-mono-server2 HEFEFAbHE .
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1B 5-4

user www Www;

worker_processes 8;

error_log /usr/local/webserver/nginx/logs/nginx_error.log crit;
pid /usr/local /webserver/nginx/nginx.pid;

#Specifies the value for maximum file descriptors that can be opened by this process.
worker_rlimit_nofile 65535;

events
{
use epoll;
worker_connections 65535;
}

http
{
include mime.types;
default_type application/octet-stream;

charset utf-8;

server_names_hash_bucket_size 128;
client_header_buffer_size 32k;
large_client_header_buffers 4 32k;
client_max_body_size 8m;

sendfile on;
tcp_nopush on;

keepalive_timeout 60;
tcp_nodelay on;

fastcgi_connect_timeout 300;
fastcgi_send timeout 300;
fastcgi_read_timeout 300;
fastcgi_buffer size 64k;
fastcgi_buffers 4 64k;
fastcgi_busy_buffers_size 128k;
fastcgi_temp_file_write size 128k;

gzip on;
gzip_min_length 1k;
gzip_ buffers 4 16k;
gzip_http_version 1.1;
gzip_comp_level 2;
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gzip_types text/plain application/x-javascript text/css application/xml;
gzip_vary on;

server
{
listen 80;
server_name www.yourdomain.com;
index index.html index.htm index.aspx default.aspx;
root /dataO/htdocs/www;

location ~ \.{aspx|asmx|ashx|asax|ascx|soapl|rem|axd|csiconfigidll)}?$ {
fastcgi_pass 127.0.0.1:9001;
fastcgi_param SCRIPT _FILENAME S$document_root$fastcgi_script_name;
include fastcgi_params;

}

location ~ .*\.(gifljpgljpegipng|bmplswf)$
{

expires 304;
}
location ~ .*\.(jslcss)?$
{

expires 1h;

}

access_log off;

}

JA 51 Nginx:
/usr/local /webserver/nginx/sbin/nginx

R Nginx & FIZITRE, AT EUMEA nginx -t #1 & nginx.conf B E X4 L4 R, #H “kill
-HUP Nginx F# 5" KFFERE Nginx.

Nginx B35, AR EA7E/data0/htdocs/www/ B K T F & —4 4 info.aspx ] ASP.NET ##
§t3Cff, LKA ASP.NET F/FRER EHIE1T:

cd /datal/htdocs/www/ :
wget http: //aspnetsy51nfo ‘googlecode. com/flles/aspnetsy51nfo revision_ 23 zip
unzip aspnetsysinfo-revision_23.zip

WL RV http:/fwww..yourdomain.com/finfo.aspx, MB—YIEH, WERKARME
5-1 F7R:
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#5-1 ihi8) ASP.NET BB REVEOAS

System Information

Name Value
Server Name localhost.localdomain
Server IP 192.168.1.2
Server Domain www.yourdomain.com
Server Port 80
‘Web Server Version nginx/0.7.27
Virtual Request Path /info.aspx

Physical Request Path

/dataO/htdocs/www/info.aspx

Virtual Application Root Path

/

Physical Application Root Path

/dataO/htdocs/www/

Operating System

Linux version 2.6.18-92.elSPAE (mockbuild@builder16.
centos.org) (gcc version 4.1.2 20071124 (Red Hat 4.1.2-42)) #1
SMP Tue Jun 10 19:22:41 EDT 2008 -- Unix 2.6.18.92

Operating System Installation Directory

.Net Version

2.0.50727.1433

.Net Language

Chinese (China)

Server Current Time

10-1-10 L 12 B 56 4~ 18 &

System Uptime -16.04:25:09.1510000
Script Timeout 00:01:50
Processor Information
Name Value
Processor 0 Intel(R) Xeon(TM) CPU 2.80GHz - 2793.466 MHz
Processor 1 Intel(R) Xeon(TM) CPU 2.80GHz - 2793.466 MHz
Processor 2 Intel(R) Xeon(TM) CPU 2.80GHz - 2793.466 MHz
Processor 3 Intel(R) Xeon(TM) CPU 2.80GHz - 2793.466 MHz

Memory Information

Name Value

Current Working Set 0 Bytes
Physical Memory Size 4152208 kB
Physical Free Memory Size 151736 kB
Swap Total Size 8385848 kB
Swap Free Size 7679308 kB
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5.3 Nginx 5 Perl (FastCGI) 7 Linux tH%%. &

Perl B—FMHAES, BVIKRTEIRE « KR (Larry Wall) , Perl B85 T 1987 12 B
18 HE#. Perl RELT C. sed. awk. shell scripting ZIR % HAMPEFE S M. SHAES—
B, Perl AEEHRFHMBEHIEREBITRE, EHHRESHEFHE Pl REITHD. XE
Bk Perl X T/ BI4RFE iR AR A POE A v 07 AN KBV H 82 RADRINABE R R T RE T
SYEEARN . Perl FERTEF B A BURISH SR, (T Perl RN4B.0 A . Perl BEAAKZHL
BAERGEBAT, WU EHRAARRERETS.

Perl 7] LUK A FastCGI F 5 Nginx At &3 .

5.3.1 Perl (FastCGI) HyZeit

7E CentOS 5 Linux &, FHATEBEUT P EEZE Perl (FastCGI) :

yum install perl*

perl -MCPAN -e 'install FCGI'

perl -MCPAN -e 'install FCGI::ProcManager’
vi /usr/local/bin/cgiwrap-fcgi.pl

RIEMAREY 5-5 R A&
K18 5-5

#!/usr/bin/perl

use FCGI;

use Socket;

use FCGI::ProcManager;

sub shutdown { FCGI::CloseSocket {($socket); exit; }
sub restart { FCGI::CloseSocket {$socket); &main; }
use sigtrap 'handler', \&shutdown, 'normal-signals’;
use sigtrap 'handler®', \&restart, ‘'HUP’';

require ‘'syscall.ph';

use POSIX gw({setsid);

END{) { }
BEGIN() { }
{
no warnings;
*CORE: :GLOBAL: :exit = sub { die "fakeexit\nrc=" . shift() . "\n"; };
}i

eval g{exit};
if (se) {

exit unless $€ =~ /"~fakeexit/;
}
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&main;

sub daemonize() {
chdir '/' or die "Can't chdir to /: $!";
defined( my $pid = fork ) or die "Can't fork: $!*";
exit 1if $pid;
setsid() or die "Can't start a new session: $!";
umask 0;

sub main {

$proc_manager = FCGI::ProcManager->new({ {n_processes => 32} );#FastCGI ##23

$socket = FCGI::OpenSocket {"127.0.0.1:9002", 10 }; #use IP sockets

#Ssocket = FCGI::0OpenSocket{ "/opt/nginx/fcgi/cgi.sock”, 10 )

; #use UNIX sockets - user running this script must have w access to the 'nginx’
folder!!

Srequest =

FCGI::Request{ \*STDIN, \*STDOUT, \*STDERR, \%req params, S$socket,

&FCGI: :FAIL ACCEPT _ON_INTR };

$proc_manager->pm_manage () ;

if (Srequest) { request_loop() }

FCGI: :CloseSocket {$socket) ;

sub request_loop {
while { $Srequest->Accept() >= 0 ) {
$proc_manager->pm_pre_dispatch();

#processing any STDIN input from WebServer (for CGI-POST actions)
$stdin_passthrough = '';
{ no warnings; Sreq len = 0 + $req params{’'CONTENT LENGTH'}; };
if { { Sreq params{'REQUEST METHOD'} eq 'POST' ) && ( $reg len != 0 ) ) {
my $bytes_read = 0;
while ( S$bytes_read < S$Sreq len ) {

my S$data = '‘';
my $bytes = read( STDIN, $data, { Sreqg len - S$Sbytes_read ) }:
last if ( Sbytes == |1 !defined(Sbytes) };

$stdin_passthrough .= $data;
Sbytes_read += Sbytes;
}

#running the cgi app
if {
{ -x Sreq params{SCRIPT FILENAME} )} && #can I execute this?
( -s Sreq params{SCRIPT_FILENAME} } && #Is this file empty?
( -r $Sreq params{SCRIPT_FILENAME} ) #can I read this file?
PR
pipe{ CHILD_RD, PARENT_WR ) ;
pipe{ PARENT_ERR, CHILD_ERR );
my $pid = open{ CHILD O, "-1" };
unless ( defined({$pid) ) {
print ("Content-type: text/plain\r\n\r\n®);
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print "Error: CGI app returned no output - Executing
Sreq params{SCRIPT_FILENAME} failed !\n";
next;
}
Soldfh = select (PARENT_ERR) ;
Sl =Yy
select (CHILD_O) ;
$1 = 1;
select ($oldfh) ;
if ( $pid > 0 ) {
close (CHILD_RD) ;
close (CHILD_ERR) ;
print PARENT WR $stdin_passthrough;
close (PARENT_WR) ;
$rin = $rout = Sein = $eout = '';
vec( $rin, fileno(CHILD_O), 1) =1;

vec( $rin, fileno(PARENT_ERR), 1 ) = 1;
Sein = S$rin;
Snfound = 0;
while ( $nfound = select( $rout = $rin, undef, $ein = $eout, 10 ) ) {
die *$!" unless $nfound != -1;
$rl = vec( Srout, fileno(PARENT_ERR), 1 ) == 1;
$r2 = vec( $rout, fileno(CHILD_O), 1) == 1;
$el = vec| S$eout, fileno(PARENT _ERR}), 1 ) == 1;
$e2 = vec| Seout, fileno(CHILD_O}, 1) == 1;
if ($rl) {

while ( $bytes = read( PARENT_ERR, Serrbytes, 4096 ) )} {
print STDERR S$errbytes;
}

if (1) {
Serr = §!;
die $!;
vec( S$rin, fileno(PARENT_ERR), 1 ) = 0
unless ( Serr == EINTR or Serr == EAGAIN );
}
}
if (sr2) {
while ( $bytes = read( CHILD_O, $s, 4096 ) ) {
print S$s;
}
if ( !defined(Sbytes) ) {
Serr = §!;
die §!;
vec( $rin, fileno(CHILD_O), 1 ) =0
unless ( Serr == EINTR or Serr == EAGAIN );
}
}
last if ( Sel || Se2 );

}
close CHILD_RD;

close PARENT_ERR;
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waitpid{ $pid, 0 );

else {

foreach S$key ( keys %$reqg params ) {
SENV{$key} = $req params{S$key};

}

——

# cd to the script's local directory

if { $Sreq params{SCRIPT_FILENAME} =~ /~{.*)\/["\/] +$/ ) {
chdir $1;

}

close (PARENT_WR) ;

#close (PARENT_ERR) ;

close (STDIN) ;

close (STDERR) ;

#fcntl (CHILD_RD, F_DUPFD, 0);
syscall( &SYS_dup2, fileno(CHILD_RD), 0 );
syscall( &SYS_dup2, fileno(CHILD_ERR), 2 );

#open (STDIN, "<&CHILD_RD");
exec{ $reqg params{SCRIPT_FILENAME} );
die("exec failed");

}

} else (

print ("Content-type: text/plain\r\n\r\n");

print "Error: No such CGI app - $reqg params{SCRIPT_FILENAME} may not exist or
is not executable by this process.\n":;

TR B8 4 AT 04T A B 3 2 51 32 4 Perl-FastCGl 352 . FastCGIL i# 12 B 315 , 3 M T 411 9002
7

chmod +x /usr/local/bin/cgiwrap-fcgi.pl
cgiwrap-fcgi.pl 2>&1 > /dev/null &

5.3.2 Nginx 5 Perl (FastCGl) RYELE

nginx.conf BCE U N AR 5-6 Frn. AERCE XM, #3 HTML BT, B Jr. JS. CSS.
Flash %} Nginx A2, DAEHERERIER, XY B4A b .perl. pl. cgi BIEK, B Nginx
45 Perl (FastCGI) #HFEXALIE.
K13 5-6

user wWww Www;

worker_processes 8;
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error_log /usr/local/webserver/nginx/logs/nginx_error.log crit;
pid /usr/local/webserver/nginx/nginx.pid;

#Specifies the value for maximum file descriptors that can be opened by this process.
worker_rlimit_nofile 65535;

events
{
use epoll;
worker_connections 65535;
}

http
{
include mime.types;
default_type application/octet-stream;

charset utf-8;

server_names_hash_bucket_size 128;
client_header_buffer size 32k;
large_client_header_buffers 4 32k;
‘client_max_body_size 8m;

sendfile on;
tcp_nopush on;

keepalive_timeout 60;
tcp_nodelay on;

fastcgi_connect_timeout 300;
fastcgi_send_timeout 300;
fastcgi_read_timeout 300;
fastcgi_buffer_size 64k;
fastcgi_buffers 4 64k;
fastcgi_busy_buffers_size 128k;
fastcgi_temp_file_write_size 128k;

gzip on;

gzip_min_ length 1k;

gzip_ buffers 4 16k;

gzip_http_version 1.1;

gzip_comp_level 2;

gzip_types text/plain application/x-javascript text/css application/xml;
gzip_vary on;

server

{
listen 80;
server_name www.yourdomain.com;
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index index.html index.htm index.pl index.perl index.cgi;
root /datal/htdocs/www;

location ~ \.(pllperllicgi)?$ {
fastcgi_pass 127.0.0.1:9002;
fastcgi_index index.cgi;
fastcgi_param SCRIPT_FILENAME S$document_root$fastecgi_script_name;
include fastcgi_params;

}

location ~ .*\.(gif|jpgljpegl|png|bmp|swf)$
{

expires 304;
}
location ~ .*\.(jsl|css)?$
{

expires 1h;

}

access_log off;
}

Ja3h Nginx:
/usr/local /webserver/nginx/sbin/nginx

W Nginx & FIBITRE, HATLLE nginx -t K17 nginx.conf B & X4 TLHHRE, 4 “kill
-HUP Nginx £S5 "” K FIFE/S Nginx.

Nginx E3h)E, FTLL{E/data0/htdocs/www/ H & T I —/N 404 test.cgi [ Perl WA ICHE, 3k

K E Perl BBFREE IEHIELT:

cd /datal/htdocs/www/
vi test.cgi

BMALLT A%

#1/usr/bin/perl
print "Content-type: text/html\n\n";
print "<html><body>Hello, world.</body></html>";

RIEW T test.cgi AT AT HLIR :

chmod -R 777 test.cgi

A 0 YA VT 18] http:/fwww..yourdomain.com/test.cgi, WMR—VIIEH, BRHAEMT:

Hello, world.

Scdt Nainx: BRFt Apache HE 14 Web K{faiy TopSage.com



5

Nginx HTTP ik 22k
FUR mACEE I AE B SR

6.1 TA=HESEIRENE

BEE M7 R B RER K, BERSBOLTFAREBABA/KIFRH, BAXHEELE
AR 0H R TAE, LAREVTENASKRQCEEE AT HRE, HEATLFEMNFR. MnfAE
TR EZ MBS MEREENLESENE, FZASHA—GREST. mHA
MB&EDRF RS EROEL. BRRZ 8, 7TLCRARESE RN ITE.

6.1.1 H1EE

HEHBREL EME B UK TAER I RESES, BERSBHEFENHH
fir, ERAT LIRS SME AR 55 TR At AR S5 28 O Bh . B KM ABTHEAR, BIMERIER
PRI DB RAEM PRI - GRS R, MEBCRTE K AR & 3880 B N 2% 7 1
Ko BWEHEEEBTHIEE N ERIRSHES], BERERNEEHSE, BRKEHRH
MRS5S FE. XA RS RO T DU B b BB IR RIE T AR EMLR PR .

6.1.2 REMKIE
KR FALHE (Reverse Proxy) ZIgUAAHERE K ESZ Intenet _FEREIEK, REEiEKE
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KEATME LRSS, MRS S LBRKNEREES Intemet HIERERNE P, M
AR BB XS FRI I — D IR E 2

BHORERS S, JEFRENHPEN Internet FEREER, & HWGEERERE 2%,
R AREEZKIEE] Web RS20 L1 hitp IESAEEIREBRS BT BTIMEMNE LR ENH
AEMEEHEHREMMERS SR, TERBRSF[EE RN Intemet EHEI B NAHE RIARS
%, MAREST Internet EZAZ P HLAIERY R —EE KRS, FUEER Web RERS
ARSI WS BT [RTE K 25— MUE RS SR A ACERS MM 48 _E (9 LT 1909 AR R 4%
B, XARERSHT AN R EARERS . WHARERS SNSRI A — Web REH, 5+
ERPILE BT AR AR T A — MR Web IREBMAFTEIFEMNEE . MRZLET, XK
KRB RAAAL AN A B SERE, P MIEESMIUEL CGL 12/, #RORTFAE W ERRY Web fRS-4% L.
et 2 AR R % B8 B F AR TR R BBOR, IXHRHER T Web IR B2k,

RIAAREE T AL 3807 A BB AR T 2R PSR, R AT LAZERIT K33 % o R H X A 7k
3 B RIARER THMEME VTR AR EHER, ERAQEREE DT R T4 AN MR
5 77 AR N BB X SNSRI I RE 7. RIHAT LASSE &I 07 AR BB M 22205 1) 77 3

6.2 FEILH Web 518388 H %

Web SBIHEHITEERS, THNEILME LN REHETA.

6.2.1 BPRFIHMEEFN

XR-MBAEER T, BEEZHE A DRBAFRLE. SRR SEERTT, R
HEHE. EATRE—SERET RV SHMEEFHEE L, flin: LERAEE, 0 6-1 Fr.

Cn
NN
st

A o WH WD L M

KRR B

BB PR N

R } 1 EaE | [ Bl il ] ; BYBA | | KEre 1

fﬁ)’i(ltfﬂ ﬁ’iﬂﬂ!fﬁ IRE OBel HEQM WEE(EZ umumz Ef(ﬂ!fﬂz
BTG  EREE  2%EN  TREE  GRME WRAE  WHFME3 EXAE3
BMeE IR okl PAEE RUARE REWEI TREAd BXem3
FRam  BERE  ETAN  EXWE BMeR  EIeE2 OHems pasm2
WRRE  HREE FEWE 2A4E  WRAE  EEed TRen: wamms
WRGA  AkEE T PRIAM ENeR BTad2  REem?  wmasmd |

6-1 ERRHEIINEISEHSI
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6.2.2 DNS #igA R

KE 842 M AR SR R — =B E 5 A B, X DNS #if), DNS JIz55 35 ##
BRI A AT, BN EREIAFK IP L, XPERSER T fa £ 0 S8t .

DNS ##HISAIERR, E—SAERMRS L, BLHEH.

B 6-2 AR — KR M ——enom KK 4Z Web BHLSM, XA apibz AT
—AN %84 ntp.apibz (EHLEN ntp) , FAZHLEMEZ LR A EF, iLH DNS #i#f
114.80.81.72. 218.75.4.130. 61.129.66.79. 61.153.197.226. 114.80.81.1. 114.80.81.69 7 4~ IP,
7 GRS SRR WA BINE .

T [ iAddress) 9} fiaomtes T e vwens
S e i e T
i [A(Address) v f2tsana0 "} 1o aphans

______

i [A(Address) v [61.12966.78 | feo Cpmons

| [A(Address)
i [AAddess) |

| [URL Redirect v [htp./imail googls com/a/api bz

6-2 DNS fiR53888) Web BERE
winseRusE, HATH Linux FH dig 4 EF ntp.api.bz 4 KA MHTHER, WA 6-1
PR
K 6-1

[root@localhost ~1# dig ntp.api.bz

; <<>> DiG 9.3.4-P1 <<>> ntp.api.bz

;i global options: printcmd

;; Got answer:

;; =->>HEADER<<- opcode: QUERY, status: NOERROR, id: 50025

;; flags: gr rd ra; QUERY: 1, ANSWER: 6, AUTHORITY: 5, ADDITIONAL: 4

;; QUESTION SECTION:
;ntp.api.bz. IN A

1; ANSWER SECTION:

ntp.api.bz. 1792 IN A 114.80.81.72
ntp.api.bz. 1792 IN A 218.75.4.130
ntp.api.bz. 1792 IN A 61.129.66.79
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ntp.api.bz. 1792 IN A 61.153.197.226
ntp.api.bz. 1792 IN A 114.80.81.1
ntp.api.bz. 1792 IN A 114.80.81.69

;7 AUTHORITY SECTION:

api.bz. 3592 IN NS dns4.name-services.com.
api.bz. 3592 IN NS dnsl.name-services.com.
api.bz. 3592 IN NS dns2.name-services.com.
api.bz. 3592 IN NS dns3.name-services.com.
api.bz. 3592° IN NS dnsb.name-services.com.

;; ADDITIONAL SECTION:

dnsl.name-services.com. 45929 IN A 98.124.192.1
dns2.name-services.com. 4665 IN A 98.124.197.1
dns3.name-services.com. 38315 IN A 98.124.193.1
dnsb5.name-services.com. 45929 IN A 98.124.196.1

;7 Query time: 1 msec

;; SERVER: 219.141.136.10#53(219.141.136.10)
;; WHEN: Sun Aug 16 17:34:43 2009

;: MSG SIZE rcvd: 300

BATTLURIL, HAMBTIER, ACKEEN IP. IRV ntp.apinz A ST R
Hep—A 1P £, TSRS 8% B 1.

B4R DNS %R ACHE, HE, DNS AEHEEEFRNHEBRS A,
1. ATEMHR

B —MEA DNS L GMER, MREFN—EMER/RE LR, RAFEKT R Z
MRS BRETERBASEMEN, XREFMABIBRERR. BIEM DNS hEEZRFEHH P,
{H¥E Internet b, #HRHAE . PIE SR HEARR AL K DNS FHAZRF T, WA VFRE,
DNS i ReHEMFELA P, EEEA. Fll, & DNS BFE—EER LR T A8y
A, BRMFAETEEDRIRA.

2. RS EREE

DNS SEBER AR BRI AREE, PREIREBHER, PERBRSFHH
REITRE, FEeMBEARBIFHRG B S HEIER, EESHAE M EREPEX GRS
& LRI

DNS &2 BB — 2 MEREMALN, 44 DNS RGBS CHENTHIEA2 ) 1P thit
RIS, XSIFHMAZ DNS REBHAAE—BRNEARGRNER G Web liFE8E, FH
Web %528 B K B4 .

WA, B P AT ENE S CRITEIEA R 1P RS, HBAF T ENSREE
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THEAZF) 1P LB R, TR L P X4k %3840 T MR T, X & R BORE Web
H 45 4% 1R 9 53 4 o AN 39 1

NEAHEARIBRERE: BILERFFENHMRE, MA/LGRSENFARE. AEBE
1%: EERNRSHLIEIFIFERD, MRERERSFIEBERE

Rlt, DNS ##77 A SCEH Tl M ERA R IRS SRR, Gl B RSISBER.
SUERS I TR 5 24 RS

6.2.3 M/tEHHIESE

037 DNS #ilfJsR =, —LEXS AT SEth Bk R IR 5 284038, SE IR A DU/-B )2 th ks
BRI RS AR TR .

R BB REM S IBM AFRE (1974 &, 254 SNA), LUSHALA T hiHgk
R EH DM BIEREMIN: Digital A5 K DNA, £EEFEK TCPIP %, LHMEBAREN
H7F, HEREEXAE IBM W4EH, DNE0EH IBM KR, RigSRMEMMNEERK. AT
RHETENMEN AR, ERfRELHLR 1SO T 1977 FRLT —ANE RS, EIENEHER
£, BETAETRENE, BEREHATNMBEREN, RAFRRLELBHEE (OSL

open system interconnection ).

RMERENZEGNTEIALE (TZRHE 6-3) . —ENEHIAREE, XEZES5
BB ETMX. hELEERR, UENAREFRNEE. 8—RAS ARG IE, &
JEIEEEAAER T 2. HERBIRAMAS A MEE. QRERE. NKE. HRE. S1F5E.
FoRBEMN AR .

OSI REMRIKEHE—F: YEE

YHEEAEYEEMESN, LR EFEALL. L. MEMEAAEEEREMEEEREE
BE—EREE. EHE TR, %5, REBENAZ RN, a4, stk
RSN, BRYBEENERAUERS, B 65088 2 SRS R I AN SR 8%,

OSI#BEWE_R. HIBHHRE

HiEGgE EN T EEHEBSINEZS5YEZ2Z MNEE. BRIE THIEEARTTENES
PR TR RRIE . TN PEE 2R B 2 B R B B AT A R 2 AR RO, {RIE T %
\RTEY. ERFEAHACE: YEhR 3 hk. BRI RN, REEE. HEnRE. EX%.
RN FREZMYHEN, TENEFCOHENET EAEBTRMT R e,

BB EU T ENAEHE: SDLC. HDLC. PPP. STP. misge%,
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OS| HEPME=E: MEE

REAFPEFERAZ _ENE=ZEMRR, FER, MRFEERLE—I5 P Hlk, Bh
PRI ARAT X (ARP) AESRHG I, AAXHRE =M.

W48 J2 BTN W (6] (O B B AT B ik HE, Bl GEE RS MAR. NEMERE.
I 55 i Bk % VT 36 B £ O A B SRk B — PR R AT R B R R, 4, BB LASCHL S
il PIBREEEE T RE.

M ZI K EEAELFE: 1P, IPX. RIP, OSPF %,
OS| BEMEME.: £HE

MR R OSI R P RERN R, ERME AN N ETHRERN, F— 1 in3l
WEER, BEIZHER. LAMERKRSRERERLERN, SHERRS, UHEHEZEN
BR; MANEERFSREREN, SRAETRIOITHE. B, CEELHEREWE)ZHEE
FIFAREHE RS, BEASERETREN. TROBREEH.

MBI EEANERHE: TCP. UDP. SPX &,

7E IP PhUER RSB IUE £ TCP ((ERMizFIthil) M UDP (A EEERHD FIEMHIUE.
TCP #1 UDP &8 ¥ 15, B 7 LAME— X 5N R B8 & WL N A Pl (Fl2n HTTP. FTP. telnet
%) . TCP/UDP i -5 ELEI MM B AT LUH M HALTFIA, DUEZBHLFHXHME R
XA ERE, XRE N E SRR,

OSIREMERE: 2ER

SERHRERMSEPHFHT RZFRIMEFER, FREKERE, CEREBFEREF
b, DAREAS P iR g AL T T R OE

OS| BEMERE: RTE

RTEBHEAREEEIRNMESNE, WELHREOSLE, SREK S BAREREN
BngE, ENENS iR, RRERTERINBERE. 55 RrBEEX B MITHRER
7 BFEATHIBGRES.

OS| BEMELE: MAE

TRk, DL LR MR RS 4R N PR AR P AR LU 1) PR IR 45 B0 B 11, BAE STAR A%
SCAE R T R SR R E B AL EE

R BN 48R E: Telnet, FTP. HTTP. SNMP % .
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OSI MR A 6-3 TR,

MAABHEEARBEHERIET OSI WK BNZERELE. BNUEHBHEE—1
Internet EAVEEM ) IP hELaRS A LA WERSAH IP sk, XK TCP BHEEKBNSMEH
Hep—A P P dhik, KRABIENEM. 7EELNBEZBRIA, A HEERBRTZ KN
A, —A Bt RARS 558 VIP (EHLIP, Virtual IP address) &K HEERQRAT B,
R BALAR IR AN B #9 IP kit . TCP BX UDP 3 15 F1— € i 7 B30 45 SR B%, ZEARS-3% IP F1 VIP
[HHEATH, ERURS BB D BT RS SRR ERETE K.

6-3 OS| MLEIERL

BLEABWEESNHERSOAR, BET -MXHRENSERSTA, G&5
HTTP [RE[BEMNA . FLERBYHERARBLMEREZMN HTTP Rk, MEMLAME XK
PATHBIIEAES

BB /AERE B &

1. BEN/E R RSB

B/ R AR E A AL AR E . F5 BIG-IP. Citrix NetScaler. Radware. Cisco CSS.
Foundry %775, XM= RMEAFE, mE/L+ATART. FEFHEKXM, KA F5 Network 2 7
) BIG-IP AEBEZ B FIP L (FEMNEE M, MERE) &%, 8% HiRN. BE. 5
B I, REW, RUEFR. PHEEFH, Hih, ZHENE,

B 6-4 £ —7k F5 BIG-1P SEE 5. #HaSM I B B R K, RiF Rk T FS BIG-IP
R LY/ R BT .

(1) A, Bk blog.s135.com BEATE] F5 BIFMR/A M ERLIP: 61.1.1.3 (vs_squid) ,
FEERM P TH RS2 (pool_squid) , ZMEBMTEEHWEELN Squid RE B
(192.168.1.11 #1192.168.1.12) .
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1.1 WO RHRMN

FiEER
TSR
3.1 BERMO. LT IPAhttp://192.168.1.248http://192.168.245.245 B v
BIARREAFS AEERA, WL '51*_9_@5“” P: 61 11,41 _FRF 12 blog.sl35.com

"""""""""""""""""" H (SNAT_all_server)

-IP WEB#
R5fti | poolApche D OSMRAEMIP: 61113 i Fs B'r?n 'S_Igf?flf)‘u
@y oot | CRBBSH: vs_squid) | i Pl
2%y 40l e T . : 2o ;o
X ryfiE S I mE R B ;
.168.1. .168.1.22 ¢ . . g
192.168.1.21 o 192.168.1.22 | | BBSRIP: 61112

JRU S .o A SR 1 (EFEVLAN: external) :
@ .......... S ey ) 3 pool squid \
: v H&irulesinyy v {

5 | pool Apche ~Dl AFARIP: 192.168.12 q- BT | 1e2. 153112
@ M “’.,ff_ﬁ.'f”."}f‘!'f_l?fe.',’!’.'l,, Wik aFs
i B T T I L squokar,
19,2,?,??123 192168.1.24 | ARAEHRUP: 192.168.1.3 ﬁ;,;,:,mApache

Tepngewm (;xmaamz VS_apache) &

B 6-4 F5BIG-IP L), BANIASENASENE

(2) @R Squid AR A, WLIEK FS (AR ERL IP: 192.168.1.3 (vs_apache) ,
BLIP FH —PELAMRS 251 (pool_apache_default) , 1% AR 25~ & % & H L Apache iR %
2% (192.168.1.21 1 192.168.1.22) , H{i%AEHL IP ILAS iRules MWK, W& V5] 550 — AR % 35
b (pool_apache_irules) , ZJR% a5l T FFFAL AP G E LM Apache 552§ (192.168.1.23 F
192.168.1.24) .

(3) B4, FTHELREBASAMSSIEM FS A S MM IP, HI192.168.1.2.
(4) FIEMEEIRA3EE s SNATIP il 61.1.1.4 V5 FLBEM .
2. WM A

W RS E AR MES A LVS (Linux Virtual Server) , fFEAELEERIFTE
SAERCBESTRET/E, IAECMEATNYE L SE L. LVS B—PMFFERZMSE, TR
UL LINUX F & B R R 5 8085 LVS SRR A 1P i BRI T AR R KRR
WA R HAELE, E KRGS BAR MRS S LT, BHES B3RER
MM, NE—ARSBHE—A SR, STHMEDRS S, BMRSBEHRN
gt P RERR, WAETAB SRR imAIRS FmAAETF. ik, ERITHEEEBREN
M. gt R R PR B A .

LVS s mmE 6-5 B,
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Database

., NetworkFile .
System

Distnbuted |
File System

Load Balancer Server Cluster Storage

6-5 LVS AEIEZLE

3. MLt RBAHE

BEM-CERBRBERLET HTTP kuE X, FK™MA Nginx. L7SW (Layer?
switching) . HAProxy %. Nginx (¥ 2 ) fQ3% 51 85 8 e 4% 1R 4F M ST RERE AL ML, PTAC & PERSR,
ATLAZRAEH). IP M4, URL WA, BUES LR 7 200 G0 IR & B M A 838 0, [RIE 8 32 5 Ja o
R 22RO HERO 2

6.2.4 Z&ZHXERE DNS TSRS AHMEAR

LR E 7 (www.sina.com.cn) AW, HEMEFREHET “B4& L X5 fE DNS #H7.
DNS #i#fl. PU/-CERBIEHI” EHoR. 6k DNS T a8 R ¥E FH - A1 i% B i) DNS R
S REHM, Rxf R —AMEZE KRBT BIARF K P .

Fltn. dbs B AE P Vel www.sina.com.cn B, TR DNS IRk 55 28 ff 87 2L 5 i g WL
B IP by XMAbERIE A i E www.sina.com.en B, SHEEHTRAL S MGEHLER IP b 4%
BMEH P YE www.sina.com.cn B, RUWMITBIEEMHLEN 1P £ 247 REE0H 7 Viw
www.sina.comen B, MBI MEBFEHER 1P L 2J#im. B0 EGEHP R
www.sina.com.cn i, SHMITRIRIBEIENIP L, 5%,

% DNS iyl 3 9 637 #8.45 ) DNS R 552§ 219.141.136.10, il i Linux F (1) dig #7477 AR IR,
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Vil www.sina.com.cn #EHTR] TILRHEERN L QRSB IP £, XETEH DNS BH7+DNS
BB RABAE, WA 6-2 Fir.

i3 6-2

[root@localhost ~]# dig www.sina.com.cn

; <<>> DiG 9.3.4-P1 <<>> www.Sina.com.cn

;; global options: printcmd

;; Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 46279

;; flags: qr rd ra; QUERY: 1, ANSWER: 18, AUTHORITY: 3, ADDITIONAL: 3
;; QUESTION SECTION:

;www.sina.com.cn. IN A

;; ANSWER SECTION:

wwv/.Sina.com.cn. 60 IN CNAME jupiter.sina.com.cn.
jupiter.sina.com.cn. 600 IN CNAME hydra.sina.com.cn.
hydra.sina.com.cn. 20 IN A 218.30.108.191
hydra.sina.com.cn. 20 IN A 218.30.108.192
hydra.sina.com.cn. 20 IN A 218.30.108.63
hydra.sina.com.cn. 20 IN A 218.30.108.64
hydra.sina.com.cn. 20 IN A 218.30.108.65
hydra.sina.com.cn. 20 IN A 218.30.108.66
hydra.sina.com.cn. 20 IN A 218.30.108.67
hycra.sina.com.cn. 20 IN A 218.30.108.180
hydra.sina.com.cn. 20 IN A 218.30.108.181
hydra.sina.com.cn. 20 IN A 218.30.108.182
hydra.sina.com.cn. 20 IN A 218.30.108.183
hydra.sina.com.cn. 20 IN A 218.30.108.184
hydra.sina.com.cn. 20 IN A 218.30.108.185
hydra.sina.com.cn. 20 IN A 218.30.108.186
hydra.sina.com.cn. 20 IN A 218.30.108.187
hydra.sina.com.cn. 20 IN A 218.30.108.189
;; AUTHORITY SECTION:

sina.com.cn. 72560 IN NS nsl.sina.com.cn.
sina.com.cn. 72560 IN NS ns2.sina.com.cn.
sina.com.cn. 72560 IN NS ns3.sina.com.cn.
;; ADDITIONAL SECTION:

nsl.sina.com.cn. 54070 1IN A 202.106.184.166
ns2.sina.com.cn. 73689 IN A 61.172.201.254
ns3.sina.com.cn. 57207 1IN A 202.108.44.55

;; Query time: 1 msec

;; SERVER: 219.141.136.10#53(219.141.136.10)
;; WHEN: Sun Aug 16 23:54:43 2009

;; MSG SIZE rcvd: 433
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¥ DNS Hiht % 536 5 M8 A DNS AR %588 202.106.0.20, #3d Linux TR dig $54 A LRI,
718l www.sina.com.cn BT R 7 AT MER— IP #hlik 202.108.33.32 &, X/BTHAGE
DNS f&#7+0U/-5 2 S E A AU AR A B, 1% IP Hbhhik 202.108.33.32 B I/-E2 BB #E
WAL ERL 1P, I4CHE 6-3 FoR.,
18 6-3

[root@localhost ~]# dig www.sina.com.cn

; <<>> DiG 9.3.4-P1 <<>> www.sina.com.cn

;: global options: printcmd

;; Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 65261

;; flags: gr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 0

;; QUESTION SECTION:
;WWW.Sina.com.cn. IN A

;; ANSWER SECTION:
WwWw.Sina.com.cn. 24 IN CNAME jupiter.sina.com.cn.
jupiter.sina.com.cn. 320 IN A 202.108.33.32

;; Query time: 2 msec

;; SERVER: 202.106.0.20#53(202.106.0.20)
;; WHEN: Sun Aug 16 23:58:10 2009

;; MSG SIZE rcvd: 71

6.3 Nginx S1&a% 5 & [ IR Ry BC B S

6.3.1 STEHY Nginx & [EKIERF
SEFH) Nginx & AMCEIR M 6-4 Fios.
KRB 6-4

USEr WwWw WWW;

worker_ processes 10;

error_log /datal/logs/nginx_error.log crit;
pid /usr/local/webserver/nginx/nginx.pid;
worker_rlimit_nofile 51200;

events
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{

use epoll;
worker_connections 51200;
}

http
{

include mime.types;
default_type application/octet-stream;

#charset utf-8;

server_names_hash_bucket_size 128;
client_header_buffer size 32k;
large_client_header_ buffers 4 32k;

sendfile on;
#tcp_nopush on;

keepalive_timeout 65;
tcp_nodelay on;

fastcgi_connect_timeout 300;
fastcgi_send_timeout 300;
fastcgi_read_timeout 300;
fastcgi_buffer _size 64k;
fastegi_buffers 4 64k;
fastcgi_busy_buffers_size 128k;
fastcgi_temp_file write_size 128k;

gzip on;

gzip_min_length 1k;

gzip_buffers 4 16k;

gzip_http_version 1.1;

gzip_comp_level 2;

gzip_types text/plain application/x-javascript text/css application/xml;
gzip_vary on;

#limit_zone crawler S$binary_remote_addr 10m;

HRHF B P 3R R AR RN F 4L

client_max_body_size 300m;

B AIRGE ) P b RO KT W, "TOASEMR A RS A BA LR P
client_body_buffer_si;e 128k;

#IRE SRS B A 6 AR B B ]S ARAR T F AR AL AR B BT 1]

proxy_connect_timeout 600;

HIEIE MG _FARSE IR S Bof S 0 18] _ LR S 2 HN B SR 4G HEAZ P SR AL 52
proxy_read_timeout 600;
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#5 35 IR S-S H0AB B AR B ) sk R A MR BT 1) P B SR TR A 35 5L SAS AR AT e B4
proxy_send_ timeout 600;

#RIPERE AR XAE AR AR P 64515 BvA 4 Nginx SATRMA T —& A BERE T R ME LT
proxy_buffer_size 16k;

#F) k. %3F Nginx G- £ AF 63U Buffer AR £ K E1H]
proxy_buffers 4 32k;

#4o R 2GR MMETT LA W95 £ K89 proxy_buffers EHfEHF*2
proxy_busy_buffers_size 64k;

#proxy %41 8T LAk a4 Ko

© proxy_temp_file write size 64k;

upstream php_server_pool (
server 192.168.1.10:80 weight=4 max_fails=2 fail_ timeout=30s;
server 192.168.1.11:80 weight=4 max_fails=2 fail_timeout=30s;
server 192.168.1.12:80 weight=2 max fails=2 fail_timeout=30s;
}

upstream message_server_pool {
server 192.168.1.13:3245;
server 192.168.1.14:3245 down;

upstream bbs_server_pool {
server 192.168.1.15:80 weight=1 max_fails=2 fail_timeout=30s;
server 192.168.1.16:80 weight=1 max fails=2 fail_timeout=30s;
server 192.168.1.17:80 weight=1 max fails=2 fail_timeout=30s;
server 192.168.1.18:80 weight=1 max_fails=2 fail_timeout=30s;
}

$FE—EBEM, BRI php_server pool XBREE
server
{

listen 80;

server_name www.yourdomain.com;

location /
{
o R B S BEE 502, 504, PATEMF4R, HHEFHERLL S upstream f H3g#red a4
F—GREB, EFRMIEHRS,
proxy_next_upstream http_502 http_ 504 error timeout invalid_header;
proxy_pass http://php_server_pool;
proxy_set_header Host www.yourdomain.com;
proxy_set_header X-Forwarded-For S$remote_addr;

access_Jlog /datal/logs/www.yourdomain.com_access.log;
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#H AR EAM
server
{
listen 80;
server_name wwwl.yourdomain.com;

#519 http: //wwwl.yourdomain.com/message/***3#it, B E4XIE message_server_pool iXZBAR
%8
location /message/
{
proxy_pass http://message_server_pool;
proxy_set_header Host Shost;
}

#F PR T /message/Z M http: //wwwl .yourdomain. com/***3#it, K @42 php_server_pool
TR KB
location /
{
proxy_pass http://php_server_pool;
proxy_set_header Host S$host;
proxy_set_header X-Forwarded-For S$remote_addr;

}

access_log /datal/logs/message.yourdomain.com_access.log;
}

#F ZAEREA
server{
listen 80;
server_name bbs.yourdomain.com *.bbs.yourdomain.com;

location /
{
proxy_pass http://bbs_server_pool;
proxy_set_header Host S$host;.
proxy_set_header X-Forwarded-For S$remote_addr;
}

access_log off;
}
}

Wi ERRE], BATDEE F) Ngink T 2/MEAL K AR EIE R A E K. Upstream 154
FF#E— 4 LAFE proxy_pass 1 fastcgi_pass 84 F A AKRERS S, BRANREIE T
%), Upstream BUR A1) Server ¥4 H TR E F iR G B LHRISE, RE[UZHRTLLE
—AMEE . —NIP Hikk. 3% 0SB UNIX Socket.

e server{...) BEHIENLA, W LLE proxy_pass F fastcgi_pass 154 BTk mACER
upstream R 5% B84 .

kbt Nainx: BRf¢ Apache #9514 4 Web B 45w . TopSage.com
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proxy_set_header #§4 F T7E ) R ML 5 5% Web FR4588 K v SKIYs in 4155 (1) Header
LER.

LJE Web FR%-58 HH B ETHARIERIENET, FHBIEVRIN Header 3k{% 8 Host, Fi T4
SERAEAE, XPEEN Web IRS5-28 A4 AR IRAZ R A AREE 5 1 7 5K s 9 — S R P AR AL 2L

FHREAREJE, J&% Web IR%-2% (UL PHP A6 i A RE B #:ifid$_SERVER["REMOTE_
ADDR" |/ BRFKWAEFHESL P T, #id$_SERVER["REMOTE_ADDR"ZRE {14 & Nginx L
HIEIRSEAH IP. XK, #EEILTE Nginx & R CHERRER N Header 3k B X-Forwarded-For,
ik J5 3% Web k%588 (UL PHP 44D fE#Siliil$_SERVER["HTTP_X_FORWARDED_FOR" |3k Hi %
R P CSE 1P,

6.3.2 Nginx 1% 5 R EKEIZINE . BEMTHE

. BAMIAE, S2iEshZE PHP S5 FM %) PHP Web %528, itEFR. BA.
JavaScript, CSS. Flash ZVjjla] Squid 2847 Ik 55 2% -

TEME Nginx AEHE 5 kAR 87, FATE % kF —F NetScaler 255410/ )2 1%
HAT AL W] SEIR S B Y, ik 6-6 Fraw.

PR % B i B
TEHE. A

LR ﬁ
hitp: ifwww.abe.com

Content H
e | | BBONRRAD: 4 i e e
w] AoschomSBIN | hmEwe e1102 B _
npan,  (EHEHE: cosquid) I Content Switching !n i
. EREIP B T TR . v (EEEENURLY o B EIP
£4Scuidi S HEr) -
et N | anmaa E
HEERE. . ! ‘
HAEBR) o BT R waieedd | | Skt ;  Saudz
= ii‘ f__”“'""‘" Erd et S0 'ﬂmnam EiNetScaler 5
| 1 WebREH B O KPRy U AP 19218812 5 : :
Dol st mImSE: e web) e
U ARANFRARR SQuUROP. IR ERApacheBRIP

i U mmmkie: 10216813
i1 MySOLABMAME (select) o\ pigmgs: ve_mysal i

| MySOLRBIRME cinsen. update. delete) H %
i ; N iNetBealdAT ey Sl ERER]
: : S P (nsmysql-—-slive.pl)
| N e R
Jxn B i B e
“5' 3] 5 g
- MySQLER (IinoDB) i
N

o | ‘.“.

MySOLAE | Mrlsm:

lﬂas i replication )

6-6 NetScaler AFIIEZIEH EER D EALREED

www.TopSage.Coliét Noinx: A Apache 895 1 AE Web R
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NetScarler -2 B3 %& ZFET TCP 1, "LLAHT Web Server. MySQL £(3EFE. HE4ERR
S BERBHET TCP REB/MAEINE . Neginx K-LERRDE N E HTTP. BRI, &8
5 SCIL Web Server. HRAFRRE 23HMEINAT. 7F Web IREMBEHN A+, TLURT Nginx 5%
B, REMHAE NetScaler LEH BB M ThEE. W F LU LK NetScaler S8 E4eH),
FATATLLA LUF Y Nginx AU BI3RH R KR # Web IRF S84y, Wk 6-7 Fizm.

RAE
il elelehe el H -~ hitp: /iwww.abc.com
: SN IP:61.1.1.2 ;
: nginx.conf B & ' e
D GrewriteBARRA W AR - 1 7
(ﬁJ?EPHPiEiRﬁﬁJS server ;A
ApachefR ZREBE) 1 | J HEE
"""""""""""" 1 listen 61.1.1.2:80; . i H
Pt : ' L i (BHEFEMURLS |
hEE | server_name www.abc.com; : ¢ HSquUBERE) ¢
vl
WebfiE 3% #8148 3 5
i ARMIP192.168.1.2 : Squidj1 Squid;2
& ! nginx.conf BL ; : N
! ¢ (WebfBSE RBHAMMMH) : | i  Squid hostigfi:
| server : {192. 168.1.2 www.abc.¢om
. ‘ . :
l ikl ; leton 192.168.1.2:80; D | Squid . WK NginR SRS
4 \ server_name www.abc.com; ;
Eﬁ b . [ | :
=N
SN S B Squid B B
Memcached RTF RIS % cache_peer i) % &Webifl

(Mif: sessionFH)

6-7 Nginx RAREARISEDBRIERAIIE

6.4 Nginx $f1219#%89 HTTP Upstream &1k

Upstream B3R Z Nginx FUEEIE K EEMBIR, TRM T — MR I7 iR IR WNE IR
IP Z (A a5 AR &5 2% A, FFrTLix Emk SR TRERE.

KRB0 6-5 FizR:
KB 6-5

upstream backend ({
server backendl.example.com weight=5;
server backend2.example.com:8080;
server unix:/tmp/backend3;

}

server {

SEd¥ Noinx: B Apache 89551 BE Web ERMvw. TopSage.com
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location / {
proxy_pass http://backend;
}
}

6.4.1 ip_hash$#%

ip_hash

¥&¥k: ip_hash
BRIAfH: none
{FFI3F4E: upstream

L3RI 2 GBI N RS B[S BIERS, ip_hash T4 REBEEN T ik IP KIFKE
HlFEREMBR -6 ERRESE L X, SXKAENIP AP ERR Web IRF [ A LB
RE, BRIz AR AR URL, BRIE U RIFEE G5 Web IRE28 A. IR AXH ip_hash
184, BEREENIP WA EER Web fRE 8 A LBR)S, BUjRZE MM URL, HH
Bedl e M B /5 3% Web IR$28 B, C, -k, BITHFPEXJS SESSION 5 BRI RAERSSHE A L
#, B, C, - L®H, XNHLSRTAFRER.

¢ FH ip_hash 54 TEMIEE RS RM AENE, TR LERREBSERBINIERE,
MR A B BERFINIERD, MARERRREENESHEERRIER. FLl, mEEHR
(3N A5 R FH Bl 45 25 Re 85 3 SESSION L, i 2B B3R A /5 i ik 45 2% 1) SESSION FEZ 73k
# Nginx R ip_hash 53,

MBFHRE BTN EM Negin REIE (DA ip_bash) PRI —EREE, fRUAHE
FRICA “down” , TIANEEHEMECE I Mld BUE R 1% 5 I iRk 55 28 1015 B AR BIi 6-6:

KB 6-6

upstream backend {
ip_hash;
server backendl.example.com;
server backend2.example.com;
server backend3.example.com down;
server backend4.example.com;

}

X, BEkHN 4 & 55RE TR, kR backend3.example.com (#R124 “down” ) J&, Nginx
R 4 BIREB[/HITHRH . MBEBETBER “server backend3.example.com” X417, Nginx &
SHRE 3 ERFSB[HATEHER, FRREEFH 3 backend].example.com K% P i IP 75 Wl BE4E 4
#% Fl backend2.example.com fk %538 1=, JRFE I SESSION B4 KK .

www.TopSage.Calit Nginx: KA Apache 895 1AE Web %58
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6.4.2 serverig%

server

&% server name [parameters]
ZRIN{E: none

{FFHER8E: upstream

ZiE4 H TR E RGBS ATHTMSH ., REBULFTATLLE—gE. —4 1P #hk.
¥ 1115 8, UNIX Socket.

ERmRSSEHRLZIE, TTLRUTSH:
weight = NUMBER—— &R B IR 8 H0AVE, WEHEMR, #ARINE A RiFkEEs.
WREH BWENE, MARIMUE 1.

max_fails = NUMBER——7E 2% fail_timeout $§ 7 (1A 8] Py X Ji5 it AR 45 2% 17 =R 5 Ui w3,
SRR B fE AR 45 s ik R R AR IR R (404 BHRBRSN)  MIFRE AR, WMBREHE
WE, MHBRIAE 1. WAEE 0 KR AIXTHTE.

fail_timeout = TIME——7E £ [ 241 max_fails ¥ B 1 RMOKEE, &5 KA.
PRICIRS B A K ABLIRE, HT ip_hash 84
backup——{UAXZEAE backup 55284 #B 5 HLELE M MR RA 5 H

B

upstream "backend: {
server backendl.example.com weight=5; : p s, 05
‘server 127.0.0.1:8080 max_fails=3 fail timeout=30s;
server unix:/tmp/backend3;
}

down

6.4.3 upstream iE<

upstream

¥&¥%: upstream name { ... }

BRIA{H: none

f#EFIFREE: hup

%354 H T8 E 47T LAZE proxy_pass 1 fastcgi_pass T4 AR RS2, BRAKIFL

st Nainx. IR Apache 89514 VWeb SRANW. T opSage.com
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BE T AW, AT

upstream backend { -
server backendl.example.com weight=5;
server 127.0.0.1:8080 max_ falls 3 fail_timeout= 305,
server unix:/tmp/backend3;

}

6.4.4 upstream XL E

M Nginx 0.5.18 JRATF 44, TTLASZH#EA log_format 154 % B A EKN, AEKAPATLUEM
h, #lm:

log_format timing 'S$remote_addr - Sremote_user {[$time local] Srequest °*
'upstream_response_time Supstream_response_time '
'‘msec Smsec request_time Srequest_time’;

log_format up head '$remote_addr .~ $remote.user. [$time local] S$request '
‘upstream http_content_type Supstream http_ content_type’;

upstream BIRIFAH U TR R
. $upstream_addr
4b32 1% K ) upstream R 55 25k,
$upstream_status
Upstream i 55 35 HIN EORZS
$upstream_response_time
Upstream R 55 2 M NI ] (BF), AN LLESHESH%.
$upstream_http_$HEADER
E£EH HTTP m&;&r‘ E, 15' ﬁ

Supstream_http_] host™

6.5 Nginx f1# %R F [ S W]

WK Web MRS BBERMLIE—, MAABWBHEREBUALTHRT, EEMAFTT
M. WIS U] RAT, EARMEERREEYT. mERRE & Nginx HBIERS S, 4
RS AR AR, WaSBEAFMEEETR . Hit, NFERHEG L LK Neinx 8%
Meosas, LAMEHEBSHTH.

www.TopSage.comy Nginx. A Apache #9215 Web IR 5
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MHlE ] A — R ES M IP (WFRES IP) HRELIA, 2T Linux/Unix K IP 5125
Ao B EATRET LB APM: F—FHT{—8EREBM—EREREE, EXEEL
TERFHBAE —NAWEL P, REABIIHIRS, HAEREFBLTZHRRE, BERSER
AR, RRIRSBH[EFEE RS B/IELIP, RUABIHERS: E-HHLABWEABINE
REBELTEIIRS, FEHE—NAWEM P, REABINERS, YHP—RFBRE
MR, H—ERSH/FEREWERS BB P, B—RHTXBAENL, HHELE—ERE
B[AETZHRRES, RA{T —EREBROOABIELER . F_HIAFESHA-IANIP, £
HOSESLWIPRE S ME—HERMN (xoyo.com) £ EIIFHINER, REBELEEERTEMR
ERES [/ T LR ABIIELHE.

(1> www.yourdomain.com 3% Z AT B IP61.1.1.2 L.

(2) EEEART, EN61.1.14 HEEHIIP61.1.1.2.

/sbin/ifconfig eth0:i1 61.1.1.2 broadcast 61.1.1:255 Hetmask 255.
/sbin/route add ~host 61.1.1.2 dev eth0: 1,
"/sbln/arplng —I eth0: -c 3 <g- 611102 61 L 1 i

(3) /1 www.yourdomain.com (FEHIIP 61.1.1.2) ELBriFRIFEENL 61.1.1.4, TUHHL

61.1.1.5 Wit F=RRES.

(4) INREHL61.1.1.4 KAEHEE, & 61.1.1.5 BE/LSHANEETERIP 61.1.12, 588
485, K% ARPing 145 IDC K2 M M Sk H MAC Hbiit.
‘/sbin/ifconfig eth0:1 61,1.1.2 broadcast: 61 hie 255 netmask 255 . 55
/sbm/route add —host 61, :1.1.2°dev éth0s1.
/sbln/arplng =1 -ethl =c. 3-8/ 61 1142611 1 b
(5) X&t, F A5 www.yourdomain.com (L IP 61.1.1.2) SEBR L1h R B2 &4 61.1.1.5,

M SERABEREB SR H, @87 RIWE. BBIRME 6-8 Fix.

AP |
AR 61414

E—;@r

6-8 —BFNE—EENNIRRBZHR

£HRRIP
g 6@ 61.1.15

_ REARPingf,
i BIFMACHIL |

SL4¢ Noinx: BR# Apache #9251 8¢ Web AW .TopSage.com
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55b, M7 AT AR T VRRP B B P Keepalived BAFILI.
Fo_MAR:
(1) www.yourdomain.com 348 if DNS #f##r BRI IP 61.1.1.2 f1 61.1.1.3 k.

(2) EEHBRT, REEO61.1.1.4 g8 ER 1P 61.1.1.2, JRE28©61.1.1.5 Y2 ERL 1P
61.1.1.3. HEg5E1THAME 6-9 .

/ x
- i e
B " (ONSEiam M ERIP)

BEBOHXP
AF: 61114

BHHOUEP
R: 61115
ﬁ!iﬁl £ 10

LiEAR Plngﬂ
BI#MAC:

|Dcz\mmg 61.1.1.1

. B6-9 REARIERSBOETMRBHI (EERT)

HFIREBRD61.1.1.4 EHATU T4

/sbin/ifconfig eth0:1 61.1.1.2 broadcast 61.1.1.255 netmask 255.255.255.0 up '
/sbin/route add -host 61.1.1.2 dev eth0:1
/sbin/arping -I eth0 -¢ 3 -s 61.1.1.2 61.1.1.1

EMRS8@61.1.1.5 EHITLL T4

/sbin/ifconfig eth0:1 61.1.1.3 broadcast 61.1.1. 255 netmask 255.255. 255 0 up .
/sbin/route add -host 61.1.1.3 dev eth0:1
/sbin/arping -I eth0 -c 3 -s 61.1.1.3 61.1.1.1

(3) F ik www.yourdomain.com (HEfL IP 61.1.1.2 1 61.1.1.3) £k7 L £4#E4#% DNS ##
WHBEREHERESE HEREFOLTEDRE.

(4) MRS BHOREMRE, REBOBE/LDHANEERFBONEMIP61.1.12, 5B
S48, HRIE ARPing B4 IDC H2 MR S<KIH MAC Hisik. XA, REBOFRINIE 61.1.1.2
A 61.1.1.3 AR IP, HEKSG 5181777 AW 6-10 Fizr.

WWW. T‘GpS@e coﬁﬁ? Nginx: B Apache 895 14 5E Web ﬁf#
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/// 91‘“[5*27?15]

- (DNS$€1ﬁJi§AJﬁ§u1P) \

REBEOTP B
AR 61114

BEBQRRP
NR: 61.1.15

BHMBREED SEHBRSRO

RiEARPiIngf,
EMACHb I o

IDCARME: 61.1.1.1

E6-10 HI—BAIIERIBALBREINETER

RS 3®61.1.1.5 EHATUT R4

/sbin/ifconfig eth0:1 61.1.1.2 broadcast 61.1.1,255 netmask 255 255,255.0 up
/sbin/route add -host 61.1.1.2:.déweth0:1. :
/sbin/arping -I eth0 -c 3 -s 61:1.1.2 Gl.l,l.l

BAVFTLAE A shell HA, REIE -MA AN BIHEHEE.

LAY 6-7 A4 1 (nginx_hal.sh) , #FEFE Nginx HENE RS 2O:

1B 6-7

#1/bin/sh
LANG=C
date=${(date -d "today" +"$Y-%m-%d %H:¥M:%S")

function_bind_vipl{)

(
/sbin/ifconfig eth0:hal 61.1.1.2 broadcast 219.232.254.255 netmask
255.255.255.192 up
/sbin/route add -host 61.1.1.2 dev ethO:hal

}

function_bind_vip2{()

(
/sbin/ifconfig eth0:ha2 61.1.1.3 broadcast 219.232.254.255 netmask
255.255.255.192 up
/sbin/route add -host 61.1.1.3 dev eth0O:ha2 "’

Sa¥ Nginx. B A Apache 895 1458 Web iﬁﬁlw_TopSage' com
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function_restart_nginx()

{
kill -USR1 “cat /usr/local/webserver/nginx/nginx.pid"
}
function_remove_vipl{)
{
/sbin/ifconfig eth0:hal 61.1.1.2 broadcast 219.232.254.255 netmask
255.255.255.192 down
}
function_remove_ vip2{)
{
/sbin/ifconfig eth0:ha2 61.1.1.3 broadcast 219.232.254.255 netmask
255.255.255.192 down
}
function vip_arpingl{)
{
/sbin/arping -I eth0 -¢ 3 -s 61.1.1.2 61.1.1.1 > /dev/null 2>&l1
}

function vip_arping2 ()
{ f
/sbin/arping -I eth0 -¢ 3 -s 61.1.1.3 61.1.1.1 > /dev/null 2>&1

bind_time_vipl="N";
bind_time_vip2="N";

while true

do
httpcode _ripl="/usr/bin/curl -o /dev/null -s -w %${http code} http://61.1.1.4"
httpcode_rip2="/usr/bin/curl -o /dev/null -s -w %{http_code} http://61.1.1.5"

if [ x$httpcode_ripl == "x200" ];
then
if [ $bind time_vipl == "N" ];
then

function_bind_vipl
function_vip_arpingl
function_restart_nginx
bind time_vipl="Y"
fi
function_vip_arpingl
else
if [ $bind_time vipl == "Y" ];
then
function_remove_vipl
bind_time_vipl="N"
fi
fi

www. TopSage.catt Noinx: R Apache #9512 8¢ Web %2
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if [ xShttpcode_rip2 == "x200" ];
then
if [ S$bind_time_wvip2 == "¥Y" ];
then
function_remove_vip2
bind_time_vip2="N"
fi
else
if [ $bind_time_vwvip2 == "N" ];
then
function_bind_vip2
function_vip_arping2
function_restart_nginx
bind_time_wvip2="Y"
fi
function_vip_arping2
fi

sleep 5
done

7E Nginx FEHHRE BOKHAL RS RIEB1T:
nohup /bin/sh ./nginx_hal.sh 2>&1 > /devMull &

AT 6-8 fiA 2 (server2.sh) , #IE7E Nginx ABIIHIRE BO:
K 6-8

#1/bin/sh
LANG=C
date=$ (date -d "today" +"%Y-%m-%d $%H:%¥M:%5")

function_bind_wvipl()

{
/sbin/ifconfig ethO:hal 61.1.1.3 broadcast 219.232.254.255 netmask
255.255.255.192 up
/sbin/route add -host 61.1.1.3 dev ethO:hal

}

function_bind_vip2()

(
/sbin/ifconfig eth0:ha2 61.1.1.2 broadcast 219.232.254.255 netmask
255.255.255.192 up
/sbin/route add -host 61.1.1.2 dev ethO:ha2

}

function_restart_nginx()
{

kill -USR1l ‘cat /usr/local/webserver/nginx/nginx.pid’
}
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99

function_remove_vipl{)

/sbin/ifconfig ethO:hal 61.1.1.3 broadcast 219.232.254.255 netmask

/sbin/ifconfig eth0:ha2 61.1.1.2 broadcast 219.232.254.255 netmask

{

255.255.255.192 down
}
function_remove_vip2 ()
{

255.255.255.192 down
}
function_vip_arpingl()
{

/sbin/arping -I eth0 -c¢ 3 -s

}

function_vip_arping2{()
{
/sbin/arping -I eth0 -¢ 3 -s

bind_time_vipl="N";
bind_time_vip2="N";

while true
do

61

61

httpcode_ripl="/usr/bin/curl -o
httpcode_rip2="/usr/bin/curl -o
if [ x$httpcode_ripl == *x200"
then
if [ $bind_time_vipl == *“N"
then

function_bind_vipl
function_vip_arpingl

function_restart_nginx

bind_time_vipl="Y*
fi
function_vip_arpingl
else

.1.1.3 61.1.1.

.1.1.2 61.1.1.

/dev/null -s
/dev/null -s

1:

1:

if [ $bind_time_vipl == "Y" ];

then
function_remove_vipl
bind_time_vipl="N*

fi
fi
if [ x$httpcode_rip2 == "x200" ];
then
if [ $bind_time_vip2 == *¥Y" ];
then

1 > /dev/null 2>&l

1 > /dev/null 2>&1

-w ${http_code} http://61.1.1.5"
-w ${http_code} http://61.1.1.4"

www.TopSage. COPREE Nainx: B Apache 895 M6 Web IRE#
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function_remove_vip2
bind_time vip2="N"
fi
else
if [ $bind_time_vip2 == "N" ];
then
function_bind_wvip2
function_vip_arping2
function_restart_ngink
bind_time_vip2="Y"
fi
function_vip_arping2
fi

sleep 5
done

£ Nginx J\ﬁzi’]ﬁlﬁﬁ%%%@'%ﬂfﬂﬁiE%F “lfi
:nohup /b1n/sh ../ne
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Nginx ] Rewrite HiJll| 5S¢4

7.1 {1+ 42 Nginx B9 Rewrite #{1

Rewrite 3 (9 Th A #E 2 S2HL URL BOE S, Nginx 9 Rewrite $1UISKF PCRE (Perl Compatible
Regular Expressions) Perl # 2% IFE N ZIAXFEZEETMMILES, W REFHE Nginx § Rewrite )
i, 7E4RIF Nginx 280, FUE4FLE PCRE &,

IEMRZER (FE3L: Regular Expression) 7EVEHHLEIZES, BIF—HR#HRRITAE R
I EFEANPERN K F R RENERFSR . BYHENREXHA TR ENREN B
BEHEBMEETERD . EXEGEPENHE (B3EHD RN ERES
WS HHEETIF. 20 #4240 248, Warren McCulloch 5 Walter Pitts #4414 2 45 i #9022 7T 4
RN T R B A0 B BhE I T . 20 4D 50 SR, BFEFRMNFESS « BUR - WEEFRRRZ A EN
RENBEEFSRHRREER. | - ZYIEEFSRETINGESE QED, RER Unix £
Jith e ed, BTN grep. Bk, EMZREHEZ 4 H T & F Unix 3L Unix T HE,
Bl Perl.

BId Rewrite UM, ATLASCHLAITEAT URL. MRIEARERM URL F REFEE. #l, —
S{EH MVC HERMEFRE— A D, LA Rewrite RSEHL. —L63h75 URL Ml % yde
FERA HTML, {EFERSIHME, HFHE Rewrite kA, —SiTFHREW, HEZHHIE
URL, ZEBRFEFIHH URL £, 07 LUE Rewrite RALE.

www.TopSage.ComYt Nainx: B Apache 895 145¢ Web 58
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7.2 Nginx Rewrite #1M#E X35 <

Nginx Rewrite #5515 4F if. rewrite. set. return, break %, H P rewrite £EXBHR
4. —AME B Nginx Rewrite M REZEINF .

rewrite .2/b/{.*)\. html /play.php?video=5$1 break;

mE ML if FR), AEIF:
if (1~f $request filename) . .

{

rewrite

"—/img,/‘(.*)s .]site/shost/:i;xﬁages/sl last;

7.21 break §%
W#B¥£: break
ERIME: none
3R server, location, if
ZIRSHER R TR AT NE, AFELE rewrite 154 .

AT

if ($slow) (-
limit_rate 10k;
whreaks ot
Yoo

722 if %
B if (condition) { ... )
ERIMH: none
f# IR server, location

LA TRE - MEREBRE, MBRLAMGHE, NIITKESHKIER. if IBEARHF
BE, PIHFEANEZMH&EMILE .

DUF 45 BRI DARE S O A
(D) REZ, HRMERE: TFFE", HEEMU 0 FHRHFRFE;

SLdt Nginx: JRFE Apache 895 15 Web RREEW. TopSage.com



7.2 Nginx Rewrite FI|#8%$E< 103

(2) ZEWRAUMGH “=” GRFREF) M “1=" (RFAET) BEA;

(3) FENREZEALE A LMER “~*” 5 “~” 155,

(4) “~” FERARRXFRNGFRILA;

(5) “~*" FERIFAXSKNGEEILA (B0 firefox 5 FireFox ZILAH]) ;
(6) “1~" F1 “1~*" FESHMERRIEFM “~7 o “1~*” MR, RAADILE;

(7) “£” F0 “1f7 FSRAMSCH R T

(8) “-d” M “1-d” FRAWHFREFE:

(9) “-e” F “l-e” FIRAWI R HREEFE:

(10) “-x” R “1-x” FIRFIWI A REATHAT.

A EMREXRATUERFTES “0” A, HEMTLUASEHRZEST £$9 iR, ~EIwmAR
14 7-1 7R
KB 71

if ($http_user_agent ~ MSIE) {
rewrite ~(.*)$ /msie/$1 break;

}

if ($http_cookie ~* "id={[";] +)(?2:;18)" ) {
set $id $1;
}

if ($request_method = POST ) {
return 405;

}

if ('-f $Srequest_filename) {
break;
proxy_pass http://127.0.0.1;
}

if ($slow)
limit_rate 10k;
}

if ($invalid_referer) {
return 403;

}

if {($args "~ post=140){
rewrite ~ http://example.com/permanent;

}
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APIRES 7-1 &, B AIAERS invalid_referer {E B valid_referers 34421,

7.2.3 return %

#Ei%: return code
ERIN{E: none
1HFHEFBE: server, location, if

%384 T EFN AT HF IR BEER SRS E F iiv. RS E LA X LE: 204, 400,
402~406, 408, 410, 411,413, 416 J 500~504. Bt4h, FEVRHERZSTS 444 5 LA K%L Header 3k
BT R IER:.

A, WG URL B “.Sh” 1 “ Bash” 452, NRELRASD 403:

location ~ .*\. (shlbash)?$
{
return 403;

}
T, BAVREMANE return 154 T HRREH.
204 No Content

R 5525 RN KB T 43K, BEAUR EHEMSEAAZE, HEAEREIEH T HKITER. MmN
EIl S AL HR R LA, IR BRI BCEHE I LE B . WRFAEXELIER, MM 5HEKR
HOAE BAH IR o

R I W A%, AR H B ST AR R R B R T iR SR T, AN AR SO LR
IR, BV ARV B I BRBE T BT AR R R 24 4 A A B A P ) S A E S AL B SR

400 Bad Request

BT REEERER, SANEREESRS SR, FRIEETER, TUWE AN ZER R
AR

402 Payment Required
ARSI A T R >R mT /e 49 75 K i T B 9 o
403 Forbidden

R4 38 ELEMIER, (HREANITE. 5401 WNAFKR, 5 058RIEHF A RERAHEM
Bh, T EIXAMEREANZBEEERE . MRXARE— HEAD K, MHRSHFLEREI
TERA AR BEBIAT, BRI A AR R . SRS BT LLRE— 404 M4

Skt Nginx: JRf¢ Apache 89 1 AE Web RgRww. T opSage.com
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B, BUEAFHEULE ik B E .

404 Not Found

ERAM, FRTAEBAINRERERS S LEN. BHEBRBESTFAPXMREEE
R R R K AN . BRAARE SR ANTERG I, B2 410 WRARDE H1IH 2R (B L8 4 3T
BB HLE A, DR AMART, M S aT LAk (it hik . 404 X ARSI 2 N H
T YIRS S AR RO A SRR, SERAHBE ANy BT .

405 Method Not Allowed
T SRAT P IE R BB R A G FIE R TR . M SR [ —4 Allow k{5 &,
R CAZR 7t 4 AT B VR BRI 4 52 B T SR T VA AU 3R

%-F PUT, DELETE VA IR&45 LR URBEAT BHE, DN E 93 1Y R AR 25 25 A1
A FRERINTLE TSR BRiFRT7E, X FHRIE R SR E 405 4R

406 Not Acceptable

TSR IO BHR 1 A AR PE DR SRR I Ao, AT TRV A M 1 SE

BRAEIXRE— HEAD &K, 75NE0R SN 2 1R [b] — 5 7T LAk A2 S ST 48 M bk #%
B 3G I SEAR R Bt SR I S . SEARRIRRNE Content-Type kA X HIGEAREIRGE .
D A AT LURBE A 2 B B 5 B8 D) AT 1R e . (B, VEROIR A B M E k2K 13 3)
HHEIIFRE

408 Request Timeout

R & ERE RS ST AR R A e — M E SR B A . 25 ] LABt I
KARZX R LT E L.

410 Gone

BHERINBIRENR S 3. LCEAF AR, B BAAE R DA R HbE . XHEFPIROUN 244
WHRAAMEN. IRATEE, M EEERGBIVREN % ) in N S 7E RS P VRl E MR B 16 101X
AHEEE S A RS BAMERIER X ORUATRRAN, BN 404 R,
BRARBAMT B, 75 XA WA R A AT R AT

410 WS H B EER B Rt B R e M, BRI PRIl I, FHIRS
H|IMEESFERERAX N PRI HER DM PR XRFMERN . MERSHREE.
B, 410 MNABBA TRME S RES RS SE S L, BREBTEMNANBRECLARTH.
MR, BREBEFHKARTHBZEEIACA'410 Gone', LLKETERIMACE KN, 5
ERRTREFBARTE .
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411 Length Required

MR I/IELTERH E X Content-Length kEMFL FERIFKR. RN T REFERHEBHK
FERIF S Content-Length k2 J&, &/ Al LRI ZEK.

413 Request Entity Too Large

M523 TE 4 A B M RTTE K, BN IZIERIBA M SEASEE RMET T RS 28 B AR s b 28 1Y
WH. ERERT, RSB/ LRAER UK P imdk R IXER.

MEXARAEZ M, RSN LR E—A Retry-After Ik, LA A01% P un o] LA7E
% /iR LUE BT =R

416 Requested Range Not Satisfiable

WREKRPEAET Range &Kk, I H Range P8 MATMEIE T EAS LR BENTH
WEAES, FERPNEEEX If-Range Kk, 2ARE BN ZLIRME 416 RE.

N Range AR FNERE, BARXMFREEIEERIGER AR EENEF 6
BB 7T SRRENKE. REBHENLTERE 416 REMBHFE R, €%F—4 Content-Range

SEfhk, AUFEHLAHRENKE. AWM B ZEILFH mulipart/byteranges £ A K
Content-Type.

500 Internal Server Error

M5 BRBE T —NAREIRPRE, BT ERIETRIEROLE . —BoRE, XN AE
MLTEMR S A AR A A L.

501 Not Implemented

R 2528 AN LR HRTTER TR ERIE A D8 BRS/ARRAERK T, FEEEEH
SHEFT IR K .

502 Bad Gateway

B W RRARE TIERREF/EZRXPITIERS, M EHFRS B EWR BTN

503 Service Unavailable

BTG aT R AR S RS BRI, RE /LR LELEFE K. XMMRAERIERN R, HEBE—B
RIS R E . INRREE IR E], AP T A —1 Retry-After Sk DAFRIAIXANE
IREFIA]. WNSREH L HIXA Retry-After 58, AR 5N 2 LAEIE 500 mpy TG EE .

HE: 503 REBHFEHARERERFSELHENMELRAFEAE. FERSEISTLE
FEEHE RS,
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504 Gateway Timeout

YE 2 W R BRACER T Ve AR 55 28 2P AT I K I, R BRI M LiF RS 85 (URL #5iEH AR ST
2%, ¥ltn HTTP. FTP. LDAP) SAfBIRS-2% (fFlin DNS) W E| My .

. R RS 2 7E DNS B HIR T IT £ 1R[] 400 3 500 4% .

7.2.4 rewrite 3%

#&ik: rewrite regex replacement flag

ERIME: none

fEFFFH%E: server, location, if

SRS MIEREAKREE M URL, REBHFRH. 8RR E ST RIBUFERAT .
ERESREX AN BEEA M. WRREEN EHL, RNZEA if #6, R80T

if (Shost ~* www\.(.*)) {
set S$host_without_www $1;
rewrite ~(.*)$§ http://Shost_without_www$l permanent; # $1 contains '/foo', not
'www.mydomain.com/foo'
}
R B DL http/HF 3k, KA 301 8¢ 302 BhE#ET URL EE M.
rewrite ¥§4 W55 — IS EUN flag F7id, HFH flag FRicHE .
o last—#f34TF Apache Bf[LIFRIE, RARTEMK rewrite;
o break—ARKMMITEEMRSE, LiUCES, NP UCEC S i)
o redirect—i%[A] 302 Ihnff B E A, FWEASHbLAE & B BESE 5 () URL Hhdit,
o permanent—iR[A] 301 K ATEE [, KA IER: S BoRBEEE JF /0 URL Hudk.

UL ERIARIEH, last F1 break AISRSEHI URI ES, 3% a3HhEA4H URL HulikAR38, (HZEMR
%233 U il B2 4 T A . redirect A1 permanent FIESCHL URL Bki%, HlAseihntfs Bx
Bk#% J5 1 URL k.

last #1 break FRic M SEEIAEIML, H-HZ MFAMMZER], [ alias F5H LA last
frid, f#H proxy_pass f§4 B Z A break #7ic. last FRiCEEA S rewrite M ITSEEESG, 2%
FCPEERY server(...... RS EFT RACIE K, T break Frid WAEAFMNITER TR, KIEILER, N
FUCACEmE AN . Bl AU XBHRN, BibZu{Ef break #ric, H last #Ric S SBILIEHR -

WWW,TOPS@&C@"‘# Nginx: BRC Apache 895 456 Web fEF 78
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location /cms/ {

proxy.pass http://test.yourdomain.com;

rewrite . *~/cms/ ( LPNLhEmdS" /cems/index. html -break;
; S : ;

M, —RRAER location H (HP location /{......} ) EREIETE server FHE T HRE rewrite HLI,
HEFE A last #7128, ZEIEM location 7 (4840 location /ems/{......}) » W4 break #FiC. #Yim:

rewrite “(/download/.*}/media/ (.*)\..*$ Sl/n1p3/$2.mp3 last;
rewrite *(/download/. *) /audlo/( *)Nia*S 81 /mp3/$2. ra last; s
return  403; . :

location /download/ { I R
rewrite ~{/download/. *)/medla/( NILRS $1/mp3/$2.mp3 - break;
rewrite At/download/ . *) /audio/ (i * )\ *¥S 61 /mp3/$2 . ra . break:
réturn’ 403 ‘

}

WRBPHHA URI F5HSE (BI3lapp/test.php?id=5 Z 25/ URD), BRABR TF&HS
¥WESM R B S L, %TM@Q&%&%%K%mrmﬁ%%&ﬁ—@@
rewrite: "/users/( )& /show'>user.$1'> last, i

THEHBRITEEE —TF, Rin%ric i E245i2 1 URL Bk X 5-

rewrite’ “/test (.*J$ http://www.yourdomain,com/home permanent;

Vil http:/fwww.yourdomain.com/test?id=5 3L 301 Bh¥E 5/ URL it http:/fwww.
yourdomain.com/home?id=5

rewrite *~/test(.*)$ http://www.yourdomain.com/home? permanent;

Vi Al http:/fwww.yourdomain.com/test?id=5 £t 301 Bk# 5K URL bk http/fwww.

yourdomain.com/home

e WAEFESC A )k, EAIREATEEE AMENRERE, hasfERE o B4
FRAGEL, A TEBAME, ENRERBMEHILES, NiZHNE]S (HEL5]S) 8. t
i, EHELILLUT I URL:

/photos/123456
EHE [
/path/to/photos/12/1234/123456.png

ALAUTHE GEBRXEIE) .
rewrite ‘/photos/([0-91 {2})(10-9]1 {2})({0-9) {2h* '
/path/to/photos/$1/5162/$15283.png;- Eh
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725 set S
k. set variable value
EXIA{H: none
SR server, location, if
EHRASHTEX—1MTE, HATEME. TEMETRAXE, RERIATENBKS.
AT

set $varname 'hello’;

7.2.6 uninitialized_variable_warn %

1E¥%: uninitialized_variable_warn onloff
ERiAE: uninitialized_variable_warn on
{HF¥R5E: http, server, location, if

ZIRSHTFREKHAER X T RAUZENESFER, BRAEATTE.

7.2.7 Nginx Rewrite AILLHZIR /T E

7 if. location. rewrite J§4 4, FILMEAUTEREE:

e Sargs

¢ S$content_length
¢ Scontent_type

¢ $document_root
¢ $document_uri

e $host

e S$http_user_agent
¢ S$http_cookie

e $limit_rate

e S$request_body_file
¢ S$request_method

e S$remote_addr

www. TopSage.comyt Nginx: JR# Apache BB 14 Web R4 5%
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s $remote_port

e S$remote_user

e S$request_filename
e S$request_uri

e S$query_string

e $scheme

e S$server_protocol
e S$server_addr

e $server_name

® S$server_port

e Suri

7.3 PCRE ENFRERIE.

Perl [EM3RE30YE B T Henry Spencer 5] regex, B C&H LT PCRE (Perl 2¢IENIFIA
3\, Perl Compatible Regular Expressions) , —/Hi Philip Hazel J¥ %11, A1R LB T RFTERIH
[ . 7 Nginx [f] rewrite $§4 11874, “rewrite regex replacement flag” 2 "1 ] regex il i i) /2 PCRE
IENZiER . # 7-1 REE PCRE F G T R HAEEN L L EF0OhIThif— e 8IIE.
R 7-1 PCRE ENIRXIEE—NR
FE 5%

HT—AFHFRA-NMRFH, A—MRLFH, 3-8 A, X—ANdEHHEL
. #lde, W7 ER-AMRATHE. FF W KR V@ N BER 4

ERMANFH P T2 E, o RZET RegExp #F £64 Multiline Ak, MLEf “n” 3

“r ZEMEE
s ERMAFH S REE, wREET RegExp %469 Multiline Bk, $LLIELHE “\n” K
“r Z R E
* ERATd e FRAEXEANR S A, o, zo*fER “2” & “zoo” . *%#F(0,)
. ERA @ FREX—AHR LR, Flde, “zo+” FEIAL “z0” A “zoo” , {ERFLEE “2” .
+H0T(1,)
: B AT @ &) FRA KT AR —K, Fldo, “do(es)?” TrALA “do” K “does” ¥4 “do” . ?
’ F4F(0,1)

& iF F A E SR AEAT — A SRR (44,7, (0], {n,}, (n,m))/E @A, ERMEXAIERLEG. £
9 REBXATR VW ERAREAFHE, MAGR AR NATIS e E il &oF
HE, flde, HFEHSE “o000” , “0+? BEEREA 9" , @ “o+” HFEEF “0”

bt Nginx: IR Apache #9751 4 Web MW, TopSage.com
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B4

ik

n A& AR, BREAHTH K, Fliv, “of2])” FiLEE “Bob” F# “o” , {2&%4%
& “food” FE#®EA o

nA-ANEfEY, ZVBEMR K. Bldo, “of2,)” RELEE “Bob” ¥4 “o” , {24LEAL
“foooood” FHIATA 0. “of{L,}” FMT “o+” . “o(0,}” MFMT “o*”

mfrnHHAEFEY, £F ne=m, RV BRI AERS R mKA, #lde, “of{13) #HE
B “fooooood” PFHIFZA o. “o{0,1}” FMT “0?7” . FEFEAETHHAEZE L4
AT

EEKR “n” ZIMYTTENTHE, BEROIE 0" ENOIETTFH, #FHEAE “L\n)”
A X,

(pattern)

e Bt pattern FFREGX — PR Be, ATHEERAG AT vAM = £ 69 Matches £4-4§%), A& VBScript
% 4% | SubMatches &4, £ JScript ¥ M4Z/A$0...$9 Bolt. 2 EERIESFH, HEA
LV

(?:pattern)

Pt pattern {2 REWM EAesE R, LA HX R —ANIERR A, RITFEBHLER-A.
BABR R FRAOERMES—MEXGEN NS EA 6. Flde: industr(2:ylies) 3t 2 —
A~ pb'industrylindustries' #_ /8] 8544 & & X,

- (7=pattern)

EETE, AEFTEE pattern 9 FH B F ML ERERFHE., X2 —AERREHR, 4
HAH, ZFREREALAERKRBAEMHEMA. #ld0, “Windows(?=9598INTI2000)” %t I &
“Windows2000” F#) “Windows” , {2 RAEEA. “Windows3.1” F4) “Windows” . Fi&
FHHEFH, LA, AAERLES, ARAERMEEGRE—RER, IREZMNE
EMEHTHZE T4

(?!pattern)

A& FE, EEITRER pattern MFF ST RRFXFTH S, X2 -MERRTR,
CHAH, HAERAMKRBUABEA. 4 “Windows(?195198INTI2000)” 4% I At
“Windows3.1” T “Windows” , 12 REEEEL “Windows2000” F 45 “Windows” . Fi&
RHHFH, LA, A ANEREALEE, ARBE—KRERZE ZIFHTF—RERHH
£, RFRRMNOUESHEGFHZEF4

xly

Rt x &y, #lde, “zifood” FEILEL “2” &K “food” . “(zifood” M) PLAL “zobd” & “food”

[xyz]

["xyz]

FHES. ERACESHEZT—ANAFH. Hlde, “[abc]” TUALE “plain” T4 “a”
REFHEE. RRACSGEETH. #ldn, “[tabc]” THAEH “plain” T4 “p”

[a-z]

. BRBIEEANEEFTR. bldo, “[az]” TALE “a” %] “2” LR AHIE

["a-z]

3|
FEFH
HEE, REATAESERERAQEEFH. Fldo, “[az]” Tk ERETRE
“a” 3| ‘2" LEANEETH

\b

RE—ANEFBR, CHRRBEEEATHRAGEE, Flde,  “er\b” TEAEE “never” T 44
“er” , {RRELILAE “verb” T4 “er”

Wwaop%gecﬁf Ng/nx: e Apache Wr;%—ﬁ‘ﬂaf Web iﬁ%ﬁ’#
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8
=i Bmr
\B EfIELEAR.  “en\B” #LILAL “verb” T “er” , {2RELIEEL “never” T4 “er”
x FEAed) x 459 6@42%*1%:«?, 4w, M EAL—A Control-M RE &, x #9A4 A A-Z K
azZ—, FW, FcAH-AMELH < FH
\d T —AF FH. F0-F0-9]
Ef—A kS F T8/, FHT09]
\f EE—ANRTH, FHTx0c F\cL
\n L —ANRAT4F. F 4 F\x0a fo\c)
\r Ef—ARERF. FMTF%0d F\cM
\s EEAAMEA T4, QHEESE S, RTAHE. FHFNAANY]
\S EERAEFEZAFH. FH-FIMNnGY]
\t ER—A41 &, FH Tx09 Foicl
W I EL—A& B4R, FM-TO0b F\cK
\Ww LB @46 F X AN £ F 4. FMT “[A-Za-20-9_]"
W EERATFTE LA TR, FMHT “[*A-Za20-9_]
e B n, 9 nhHoc i SV, + X RS UALTARLAAIET K. Hlde, “x41”
AL “A” . “%041” BIEMHTF “w04” & “17 . ERAEKFTAER ASCI %
_— g num,k—ﬂ-‘f’ num A —ANEES. ARG EEL T A, Flde, (N7 RELHNELE
8 E FHF
“ R— AN AR BB AL R ZHES 0 MRIRGTFAEX, W HRE
M. TR, R o ANBMEFO~T), B nH—AANBHEEE
FFR—ANE RS AR DA BT AL e R\om ZHE VA nm AR FAEX, 2 nm
\nm AEE A Ram LA EVH o MERGFREX, B 0 Y —ANEHRIXF m e 55 A,
T RATE G R AR HL, F o fm EAHNEHKF0~7), B\nm LAk H] 4 U4E nm
\nml Jo R n AANBHHF(0~3), B mAel HAANGHEHF0~7), N EHERANZEH 4L nml
n AL n, % nA—AA 4 ATt 8F KT Unicode F 4. #140, \u00A9 I EARAR K

% (©)

7.4 Nginx 89 Rewrite #1145 L4

XA E AR, EERFIREA PHP XX L, &R T WordPress % MVC £5# 11 7R

BERA:
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113

if (!-e $request_filename) {
rewrite */(.*)$ /index.php last;
}

% Hx¥e 3% abc.domian.com/sort/2 => abc.domian.comfindex.php’?aét=sort&name= abe&id=2:

if ($host ~* (.*)\.domain\.com) {
set $sub_name $1;
rewrite “~/sort\/(\d+)\/?$ /index.php?act=sort&cid=$sub_name&id=$1 last;

H Xt #/123456/xxxx -> /xxxx?id=123456:
rewrite ~/(\d+)/(.+)/ /$27id=%1 last;’

WMRE i 1E w588, WEE M #/nginx-ie HXT:
if (Shttp_user_agent ~ MSIE) ({
rewrite *(.*)$ /nginx-ie/$1 break;
}
LV 24N B 3%

location ~ */(cronl|templates)/ {
deny all;
break;

¥ 1115 1] BA/data T3k (19304«

location ~ *~/data {
deny all;
} .

T R AR A ) BT B 4 A I 14D«
location ~ .*\.(gifljpgljpeg|png|bmp|swf)$

{
expires 304;
}
location ~ .*\.(jslcss)?$
{
expires 1h;
}

W29 H 3 F 0S5 8% — AN S0 fjob-123-456-789.html $5 [7]/job/123/456/789.html:

rewrite ~/job-([0-9]1+)-([0-9]1+)-([0-9]+)\.htmlS /job/$1/$2/jobshow_3%3.html last;

EViial Llshy flv. .mp4d b 3CHF4 R4 URL Hubk:

location ~ .*\.(sh|flv|mp4)?$ { return 403; }

#3& F T Zend Framework (1) 5 #L0):

if (Srequest_uri ~* "~/pay(.*)")
{

www.TopSage.comt Nainx: JFt Apache 897514 5E Web fE% 5
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set ‘$var_pay. _public f1';
Y : - . i E
if ($reguest uri ~* *.*\.(jslicolgif|jpglpnglcss)s")

c =

‘get ~$var;p§y+public ‘0

¥ Sl e
if ($var_pay_publié. ~ '1')
{ . = G ,‘i e
‘A to*y$ Jpay/index.php last;
} .
Bo-blog 1% PHP MR ARG hFHSESHN, g 7-2 fis:
KB 7-2
if (!-x $request_filename)
{

rewrite ~/post/{[0-91+)/2([0-91+)2/2([0-9]1+)2/2%
/read.php?entryid=$1l&page=$2&part=5$3 last;

rewrite ~/page/([0-9]1+)/{([0-91+)/?$ /index.php?mode=$l&page=5$2 last;

rewrite "~/starred/{[0-9]+)/2([0-9]1+)?/?$ /star.php?mode=$l&page=$2 last;

rewrite “~/category/{([~/1+)/2([0-91+)2/2([0-9]+)2/?$
/index.php?go=category_S$l&mode=$2&page=53 last;

rewrite "~/archiver/{([0-9]1+)/{[0-91+)/2([0-9]1+)2/2([0-9]+)2/2$
/index.php?go=archive&cm=81&cy=52&mode=$3&page=54 last;

rewrite ~/date/([0-9]1+)/{([0-9)+)/([0-91+)/2([0-9)+)2/2([0-9]+)?/°?$
/index.php?go=showday_$1-5$2-$3&mode=54&page=55 last;

rewrite ~/user/{[0-9]+)/?$ /view.php?go=user_$1 last;

rewrite ~/tags/{([~/]1+)/?2{([0-9]+)2/2([0-9]+)2/2$
/tag.php?tag=$l&mode=82&page=53 last;

rewrite “~/component/id/{[0-9]+)/?$ /page.php?pageid=51 last;

rewrite ~/component/ (["~/]+)/?$ /page.php?pagealias=$1 last;

#Force redirection for old rules

rewrite ~/read\.php/{[{0-9]+)\.htm$ http://Shost/post/$1l/ permanent;

rewrite ~/post/{([0-91+}\.htm$ http://Shost/post/$1/ permanent;

rewrite ~/post/{[0-9]+)\_([0-9]+)\.htm$ http://$host/post/$1/$2/ permanent;

rewrite ~/post/{[0-9]1+)\_([0-9]+)\_([0-9]+)\.htm$
http://Shost/post/$1/$2/$3/ permanent;

rewrite ~/index\_{[0-9]+)\_{[0-9]+)\.htm$ http://Shost/page/$1/$2/ permanent;

rewrite ~/star\_{[0-9]+)\_{[0-9]+)\.htm$
http://$host/starred/$1/$2/ permanent;

rewrite "~/category\_{([0-9]+)}\.htm$ http://Shost/category/$1l/ permanent;

rewrite “~/category\_{[0-9]+)\_{[0-91+)\_([0-9]+)\.htm$
http://Shost/category/$1/$2/%$3/ permanent;

rewrite ~/archive\_{[0-9]+)\_{[0-9]1+)\.htm$
http://%host/archiver/$1/$2/ permanent;

rewrite ~/archive\_{([0-9]1+)\_([0-91+)\_{[0-91+)\_([0-9]+)\.htms$
http://S$host/archiver/$1/$2/$3/$4/ permanent;

rewrite ~/showday\_([0-91+)\_{[0-9]+)\_{[0-9]+)\.htm$
http://$host/date/$1/$2/33/ permanent;

rewrite "~/showday\_{[0-91+)\_{[0-9)+)\_([0-91+)\_([0-9]1+)\_{[0-9]1+)\.htms
http://Shost/date/$1/$2/$3/$4/$5/ permanent;

SEd% Nginx: BUR Apache 895 15 Web REAw. TopSage.com
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#Filename alias
rewrite ~/{[a-zA-Z20-9_-1+)/2{[{0-9]+)2/2{[0-9]1+)?2/?$
/read.php?blogalias=$1&page=$2&part=$3 last;

% Referer /5 BB 58, EWT:

location ~* \. (gifljpgipnglswflflv)$ { -
valid.referers none: blocked WWW.. yourdomaln com * yourdomaln com,
if ($invalid. referer)  {: :
rewrite */(.*) http://www. yourdomaln com/blocked html
}

7.5 Nginx 5 Apache B Rewrite # M SZ{53F bt

7.5.1 & EAY Nginx 5 Apache Rewrite M

—fIER T, RIS Nginx #1 Apache Rewrite LUK BIAK, HA FRERSEL#HA. Fl:
Apache Rewrite ¥, AT

RewriteRule */(mianshilxianjing)/$ /zl/index. php‘>name~$l [1]
RewriteRule -*/ceshi/$ /zl/ceshi:php [L]
RewriteRule */(mianshi): (fa~zA-Z1+)/$ /2l/ihdex. php”na.me—$l 32 [L]
RewriteRule - ~/pingce ([0~91*)/$ /zl/pingce.php?id=$1:[L]:

Nginx Rewrite #LA, XASWT:

rewrite ~/(mianshi|xianjing)/$ /zl/index.php?name=$1 last; =
rewrite “/ceshi/$ /zl/ceshi.php last;

rewrite */(mianshi)_([a-zA~Z]l+)/$ /zl/index. php”name_$l $2 1ast
rewrite ~/pingce([0-91*)/$ /zl/pingce.php?id=$1 last;

Hr L LRI Er LLE B, Apache 9 Rewrite L2 4 Nginx (] Rewrite R, 3 518 {8 #.: Apache
ffJ RewriteRule ¥§4 % & Nginx ] rewrite ¥4, Apache FI[LIFRIC AR Nginx [ last #7ic, A
HHEALZE.

R Apache K Rewrite U2k Nginx £ Rewrite /G, {#8 nginx -t SRR
nginx.conf HCEXHHIEESR (FERKFESIIEND , BMATUZRELKMMLETS. W

PLF ) Nginx Rewrite $L & RE B4R
rewrite ~/([0-9]1{5}).html$ /x.jsp?id=$1 last;

MESISHMERT:
rewrite "~/ ([0~9](5}).html$" /x.jsp?id=$1 last;
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Apache 5 Nginx (1) Rewrite HUU#E URL Sk i 405 1 X 51«
Apache Rewrite #{0, WIF:

RewriteRule ~/html/tagindex/([a-2zA-Z]+)/.*$ /$1/ [R=301,L]

Nginx Rewrite #LM, wWIF:
rewrite “/html/tagindex/([a-zA-Z]+)/.*$ http://Shost/$1/ permanent;

PLEREIH, FA1EZ ], Nginx Rewrite FIUAESBRIEINT “hep://Shost” , XRZETE
Nginx HEKH].

F4h, Apache 5 Nginx [f) Rewrite #7E4E ft A FR A B X A, #lh0:

Apache Rewrite ¥E0J, @IF:
RewriteRule ~/user/login/$ /user/login.php?login=1&forward=http://%${HTTP_HOST} ([L]

Nginx Rewrite B, @1
rewrite “/user/login/$ /user/login.php?login=1&forward=http://Shost last;

i, BAKNA Apache 55 Nginx Rewrite HUH—LET) GEARRISRAELURIFR S FRICHTNERR:

Apache ff] RewriteCond fi§ 4 %} W Nginx £ if 54>

Apache fJ RewriteRule 454§ I Nginx ff] rewrite 74
e Apache [FI[RIFFICHF M Nginx ] redirect #xict

e Apache I[PIFRICXS M Nginx ) last Fric;

¢ Apache [FI[R,LIFRIE*T R Nginx (¥ redirect #5ic;

* Apache [P LIFRICXS R Nginx fJ last $Ric:

e Apache [J[PT,LIFRIC X} B Nginx [ las #xic;
R E "I Rewrite BN, #5503 F— 15 iR H).

752 SiFEEREAGRIA, HiEa—E2E

Apache Rewrite #RII, X540 TF:

RewriteCond %{HTTP_HOST} 1~(.*?)\.aaa\.com$ [NC]
RewriteCond %{HTTP_HOST} 17192\.168\.1\. (.*?)$
RewriteCond %{HTTP_HOST} {~localhost$
RewriteRule *~/(.*)$ http://www.aaa.com [R,L]

Nginx Rewrite ¥UIE0H 7-3 FroR:
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KB 7-3
if ($host ~* ~(.*?}\.aaa\.com$)
{

set $var_tz '1';

if (Shost ~* 7~192\.168\.1\.(.*?)$)
set $var_tz '1';

if ($host ~* ~localhost)
set $var_tz '1l';

if ($var_tz !t~ '1"')

rewrite ~/{(.*)$ http://www.aaa.com/ redirect;

SUVERE (R Uy i Ak, HoAwI — Bk B hitp./fwww.aaa.com.

7.5.3 URL ZEE 5k EAERFMET

Apache Rewrite 30U, {XREINF:

ProxyRequests Off

RewriteRule ~/news/{(.*)$ http://server.domain.com/$1 {P,L]
Nginx Rewrite #E), fRAS40TF:

location /news/
{

proxy_pass http://server.domain.com/;
}

7.5.4 38ZE URL Z45MaY URL i#1T Rewrite Bk%E

Apache Rewrite #10UJ, {CREnT:

RewriteCond %${REQUEST URI} !~/xiaoqu/admin/.*

RewriteCond %{REQUEST URI} !“/xiaoqu/map/.*

RewriteCond $%{REQUEST _URI} !~/xiaoqu/accounts/.*
RewriteCond %{REQUEST URI} !{~/xiaoqu/ajax/.*

RewriteRule ~/xiaoqu/(.*?)/{.*?)/ /xiaoqu/$2.php?name=$1 [L]

Nginx Rewrite ¥ a4FS 7-4 F7R:
KB 7-4

if ($request_uri ~* "~/xiaoqu/admin/.*")

WWW-Top%ge.cé:Fﬁf Ng/'nx: EYff‘Apache 9:/7/;57_7%5? Web 5E§#
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set S$var_xiaoqu_admin '1‘';
if ($Srequest_uri ~* "~/xiaoqu/map/.*")
set $var_xiaoqu_admin '1°';
if (Srequest_uri ~* ""~/xiaogu/accounts/.*")
set $var_xiaoqu_admin '1';
if ($Srequest_uri ~* ""/xiaoqu/ajax/.*")
set $var_xiaoqu_admin '1';
if ($var_xiaoqu_admin t~ '1')

rewrite ~/xiaoqu/(.*?)/{(.*?)/$ /xiaoqu/$2.php?name=$1 last;

755 HABBEAESHNERRITH

Apache Rewrite #RU, 30T

RewriteCond. % {HTTP_.HOST} ~{.*?)\.domain\.com$

RewriteCond. ${HTTP_HOST} {~gita\.domain\.com$

RewriteCond %{DOCUMENT_ROOQOT}/html/zhuanti/secondmarket/%$1/index.htm ~£
RewriteRule ~/wu/$ /html/zhuanti/secondmarket/%$1/index.htm [L]

Nginx Rewrite FLW ARG 7-5 BroR:
K1 7-5

if (Shost ~* ~{.*?)\.domain\.com$)
{
set $var_wupin_city $1;
set $var_wupin '1l';
if (Shost ~* ~gita\.domain\.com$)
set $var_wupin '0';
if {!1-f Sdocument_root/html/zhuanti/secondmarket/Svar _wupin city/index.htm)
set S$var_wupin '0°';

if ($var_wupin ~ '1')

rewrite ~/wu/$ /html/zhuanti/secondmarket/S$var _wupin_city/index.htm last;
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—EeiE BAEE AL M FEEE R Web N, WRKH PHP SFEMAIE S L4, BR
AT, BRI ARRN. MEERE ERZIRE, FERNRETIBLSRA, KRERBRAIEM
ELHIRSB/ARAFIXENA . KA Nginx BHRAIIXE Web N, 7EMERE_ EXRERIHK
R3RE, KR RS SFEEE, HATERARE R L& IR 55 28 s 4E A o

EYE —A Nginx B3R, REME Nginx HIFC E M. Nginx BB 0 EE Sk 4 #64) : main
(£REE) . server ERIFEHAELE )  upstream ( F T i [ 4CHE | S8 HAHECE ) A location
(BRITEREE) , 8208 ETAES . main 2 HES KR ILAMFTE 4 server &4

IS EEA TR EEMENIHS . IP %50, upstream fIFE4 H T8 B &K 1 408 & 5 i IR 55 58
HI L8 location #4r H TICECM B E (Hltn, REZF “/” . “/images” , &%) . location
&8k server #MIHE4, T server #i4r & 4kK main #4154 upstream BEAS4kA& TR
AL EMERSY . EF B CMSKRES, ATHEEN M.

8.1 Nginx R #EIA

Nginx FIHEBARESE{R Apache BRI, AT A MBHRERE FSE4%iF3 Neinx 1 =3
ATPAT SO .

Nginx #3R7T 3 Fi i fa:

WWW.TGpS@e.ﬁNng“ A Apache 895 M GE Web fEH 5%
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(1) Handlers (ZbFAEHR) —F T4 HTTP &k IF HH A&,
(2) Filters (I3 EH) ——H Tl %€ Handler it N

(3) Load-balancers (M) —IH L T— BN En kS RfEEn, &0
JEim ARG 28 IR HTTP K K B 1255 4%

) Nginx K% 04 R E R B AR S 285, AT LLA] Handlers AbBBEE G H IR HFE
Nginx % H B EAE AR &3 n— 28 R VGRS, 7T RLH Filters XX IEARER, Nginx %R EEE
BREEMNARN, AR B HEr e N — RFREEE,

TR, BAINE Nginx BRI ERFE.

& P R 1% HTTP 14 3K 2l Nginx [k 4% 2% —Nginx T8 & SO AL R F — NS IE N a3
BR—- RPIYERPERE — G BIRMS S (RIDREHBLT) BB BEAT B IHTH &b
BRI — DI PR b — 58— L AR S A R 45 5 N SRR R — IR E OB AT R EEER
NEIBE =R~ N MR~ B R B G R RR G & i

BRAE L F4F, 7 LAEETE Nginx 9LV FAIE, 7ERL0nt BT R L ThaE:
(1) HRFRBCE AT

(2) HIEEE location 1 server #84F BLH AL #4> E — MR E IR 40,
(3) 3 Nginx #liRL 2 FER 5 FIBCE B

(4) ¥ Nginx VIR L EHLH S (L EHIRO)D FIEER

(5) % Nginx #2R#2 M E 5 EN IS P E S I,

(6 % Nginx ¥IAIL AL AL E S B

(7) %4 Nginx #H bR ENEE 508 B ACE S 0T

(8) X4 Nginx I E#HFE (master) FFEARS;

(9) H—AMHMTEBHE (worker) FFUGRT;

(10) H—DTE#FRIE

(11 HEFHERB,

(12) k¥ HTTP K

(13) 3 HTTP [B18 13k 5k ;

(14) € HTTP [E15 1) & 4T
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(15) EF— G E%IRS AR

(16) ¥atk B )E i iRk 45 38 iR K i ;
(17) EFHWBALEE iR 52 iR
(18) ALFXR A &k 45 25 B R I ;
(19) SERLS Ja k5 SR HIAE E AT .

8.2 Nginx £ E LK

XETAS, “Hello World” JLFEEER T IIGREFESHE—MEH ., “Hello World” #2
AR RETENUE R Bt “Hello World” CGEEN “tHF, REF! 7 ) XITEFHNTHE
B, —BCR#, XEF—MitENEREESHREL, RERNREF, BETEYIFE
BRIBE—NMEF. BA, EX—1, BRI FRE—ANEN KRR HE “Hello Word” ) Nginx
Kk, fESERRh 7RIS S Nginx fik.

8.2.1 Hello World BT 5% 3

(1) PATU TSR —MER, HEZERKAHE RN Nginx k.

mkdir -p /opt/nginx_hello_world
cd /opt/nginx_hello_world

(2) Fif6I8 Nginx BRI TE R E XM (BFRH config) -

vi /opt/nginx_hello_world/config

MRIGMALLUT AAFHRFRH:
ngx_addon_name=ngx_http_hello_world_module
HTTP_MODULES="$HTTP_MODULES ngx_http_hello_world_module”

NGX_ADDON_SRCS="$NGX_ADDON_SRCS $ngx_addon_'dir /ngx_http_hello_world_module.c*®
CORE_LIBS="$CORE_LIBS -lpcre"

(3) G Nginx HHRF) C P XA (AFREH “ngx_http_ R ZFK_module.c” , AR
B, SO LFR S ngx_http_hello_world_module.c:

vi /opt/nginx_hello_world/ngx_http hello_world_module.c

WG IS 8-1 BrR AR FHRFR T
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15 8-1

#include <ngx_config.h>
#include <ngx_core.h>
#include <ngx_http.h>

static char *ngx_http_hello_world(ngx_conf_t *cf, ngx_command_t *cmd, void *conf) ;
static ngx_command_t ngx_http_hello_world_commands([] = {
{ ngx_string("hello_world"),

NGX_HTTP_LOC_CONF | NGX_CONF_NOARGS,

ngx_http_hello_world,

0 r

O ’

NULL },

ngx_null_command
Yi

static u_char ngx_hello_world[] = "hello world";

static ngx_http _module_t ngx_http_hello_world_module_ctx

"
—

NULL, /* preconfiguration */

NULL, /* postconfiguration */

NULL, /* create main configuration */
NULL, /* init main configuration */

NULL, /* create server configuration */
NULL, /* merge server configuration */
NULL, /* create location configuration */
NULL /* merge location configuration */

}i

ngx_module_t ngx_http_hello_world _module = (
NGX_MODULE_V1,
&ngx_http_hello_world _module_ctx, /* module context */
ngx_http_hello_world_commands, /* module directives */

NGX_HTTP_MODULE, /* module type */
NULL, /* init master */
NULL, /* init module */
NULL, /* init process */
NULL, /* init thread */
NULL, /* exit thread */
NULL, /* exit process */
NULL, /* exit master */

NGX_MODULE_V1_PADDING
};

static ngx_int_t ngx_http hello_world_handler (ngx_http_request_t *r)

St Nginx: JRf Apache 8975125 Web Ry, T opSage.com
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ngx_buf_t *b;
ngx_chain_t out;

r->headers_out.content_type.len = sizeof{"text/plain®") - 1;
r->headers_out.content_type.data = (u_char *) "text/plain®;

b = ngx_pcalloc{r->pool, sizeof{ngx_buf_t)};

out.buf = b;
out .next = NULL;

b->pos = ngx_hello_world;

b->last = ngx_hello_world + sizeof{ngx_hello_world) :;
b->memory = 1;

b->last_buf = 1;

r->headers_out.status = NGX_HTTP_OK;
r->headers_out.content_length_n = sizeof{ngx_hello_world);
ngx_http_send_header(r) ;

return ngx_http_output_filter(r, &out);
static char *ngx_http_hello_world(ngx_conf_t *cf, ngx_command_t *cmd, void *conf)
{

ngx_http_core_loc_conf_t *clcf;

clcf = ngx_http_conf_get_module_loc_conf (cf, ngx_http_core_module) ;
clcf->handler = ngx_http hello_world_handler;

return NGX_CONF_OK;
}

(4) T# Nginx JEFSES, FHK hello world FEERGRiZF I A, WAL 8-2 FiR:
HB 8-2

wget ftp://ftp.csx.cam.ac.uk/pub/software/programming/pcre/pcre-7.9.tar.gz
tar zxvf pcre-7.9.tar.gz

cd pcre-7.9/

./configure

make && make install

cd ../

wget http://sysoev.ru/nginx/nginx-0.8.14.tar.gz

tar zxvf nginx-0.8.14.tar.gz

cd nginx-0.8.14/

./configure --prefix=/usr/local/nginx --add-module=/opt/nginx_hello_world
make

make install

www.TopSage.cb#Voinx: Rt Apache #iZ1EsE Web IR% 5§
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(5) Bo& nginx.conf, 7E server EAHIMLLF R -
locatien = shello {
hello.world;
}

(6) A5 Nginx, FRBEERVTI http:/flocalhost/hello, #t7] LLFE F4R S &) Nginx Hello World
FEREH AISCF “Hello World” .

8.2.2 Hello World #&k 947

(1) 7 ngx_http_hello_world_module.c {33!, ngx_command_t & ¥ H T & X B &H#kES
FIERA$4H ngx_http_hello_world_commands, 4% 8-3 Bk,

13 8-3

static char *ngx_http hello _world{ngx_conf_t *cf, ngx_command_t *cmd, void *conf);

static ngx_command_t ngx_http hello_world_commands([] = ({

{ ngx_string{"hello_world"},
NGX_HTTP_LOC_CONF | NGX_CONF_NOARGS,
ngx_http_hello_world,

0,
0,
NULL },

ngx_null_command

EHAT, B—INSH ngx_string("hello_world")AIEL BIRTIFH, RRETHETH, K
RUE ngx_strt, 2% RIRHEAT F1F R SEHIL

TER: ngx_str_t A RBEHFHHEN data RAMRRFHF B AKEER len B4 L. Nginx
XA SRR T .

BLMBHARRERSAEREXHAENT — M ERR %N, TREDT, 2MER
u “|” B]%}F:
NGX_HTTP_MAIN_CONF

R IS REEH T BAER

a4 HIULE server TN E R BETEN:
154 HILFE location AL E #or &-EVEH;
84 HBLLE upstream BB ¥ 40£A R,
REBESE

NGX_HTTP_SRV_CONF

NGX_HTTP_LOC_CONF

NGX_HTTP_UPS_CONF

NGX_CONF_NOARGS
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BAEAN 1 MBH
BN 2 MBS

NGX_CONF_TAKEI1

NGX_CONF_TAKE2

oooooo

HBAEN T SHG

NGX_CONF_FLAG—#54 A 1 M /R B

NGX_CONF_IMORE—#§4EDEN 1 MSH:

BAELEAN 2B

5B =TS ¥ ngx_http_hello_world 2 —MEIARY. ZEIHEHE 3 M-

&1 ngx_conf_t ZHIKMITRE, BEFNESFHEMEIRMSE.

1614 24 A7 ngx_command_t 45 #IEHTEE .

TR [ 52 SCELRAC B 45 H A R 4 .

BIRSHA T EF Nginx RICERFNERESRRERS . server THERE R/ EL

NGX_CONF_TAKE7

NGX_CONF_2MORE

ngx_conf_t *cf

ngx_command_t *cmd

void *conf

location {7 B AL E 4+ (f#il NGX_HTTP_MAIN_CONF_OFFSET. NGX_HTTP_SRV_CONF_
OFFSET. NGX_HTTP_LOC_CONF_OFFSET) .

FHHMSHEATRERSNERFEGOERBNMIE. BABSH B NULL. XH,

6 NSHIMBETTE, WHAEEA ngx_null_command 5% 1.

(2) ¥R static u_char  ngx_hello_world[] = "hello world";i&#]), M&EXTHTHHEE

F i WA F R B A A.
(3) ngx_http_module_t fi >k 5& X 45# 1A ngx_http_hello_world_module_ctx, M{LH 8-4 fi7x.
{18 8-4
static ngx_http_module_t ngx_http_hello_world_module_ctx = {
NULL, /* preconfiguration */
NULL, /* postconfiguration */
NULL, /* create main configuration */
NULL, /* init main configuration */
NULL, /* create server configuration */
NULL, /* merge server configuration */
NULL, /* create location configuration */
NULL /* merge location configuration */

da
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##2 ngx_http_module_t £k, BEREZRHETIH, HARCEINBSWEENESHELE.
— R 44 4 ngx_http_<module name>_module_ctx. X£55K# 5| FHAHE:

preconfiguration——7E i ABC B /T A A :
postconfiguration——7E A B & J5 1A A 5

create main configuration——7E IR 2 R BN A (i, RS RFMEERAMED ;

init main configuration—EX KR4 MEENBH (W, WERNRAEH
nginx.conf IEB|REE )

create server configuration——7E 6l B HE 40 F 4L A8 4 OBC B A A
merge server configuration——5 2 R4 L E-& FH A

create location configuration——8Y & A B 784 A B MR A
merge location configuration——5 E N E & FF A .

XEFHSEAR, KBETEMNMNEgE. 1B 85 BEXANEHWBENE X, #A
http/ngx_http_config.h, HRE]LUE B J& 14 A AH R i [=] 1 ek 4

A 8-5
typedef struct
ngx_int_t {*preconfiguration) {ngx_conf_t *cf);
ngx_int_t {(*postconfiguration) (ngx_conf_t *cf);
void *(*create_main_conf) (ngx_conf_t *cf);
char *(*init_main_conf) (ngx_conf_t *cf, void *conf);
void *(*create_srv_conf) {(ngx_conf_t *cf);
char * (*merge_srv_conf) (ngx_conf_t *cf, void *prev, void *conf);
void * (*create_loc_conf) (ngx_conf_t *cf);
char * (*merge_loc_conf) {(ngx_conf_t *cf, void *prev, void *conf);

WRANFRELRE, "TLLRE AN NULL, Nginx 25T

(4) ngx_module_t & X 514k ngx_http_hello_world_module, 4 8-6 A7

KB 86

ngx_module_t ngx_http_hello_world _module = {
NGX_MODULE_V1,
&ngx_http hello_world_module_ctx, /* module context */

ngx_http hello_world _commands, /* module directives */
NGX_HTTP_MODULE, /* module type */

NULL, /* init master */

NULL, /* init module */

NULL, /* init process */
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NULL, /* init thread */
NULL, /* exit thread */
NULL, /* exit process */
NULL, /* exit master */

NGX_MODULE_V1_PADDING
}i

XA R4 %44 ngx_http_<module name>_module. BREFHERHFENEMIES
BT S, A —EEERE CRHERE. BHIR, %% . XMERME CRITEHELE
KEREH e R o .

(5> [ R3] ngx_http_hello_world, 4> AL, H—FIRE\IXA Location LB EMN “#
0 GERIE, RENE S E— A K ngx_http_hello_world_handler, 4 8-7 iR

g 8-7

static char *ngx_http_hello_world(ngx_conf_t *cf, ngx_command_t *cmd, void *conf)
{
ngx_http_core_loc_conf_t *clcf;

clcf = ngx_http_conf_get_module_loc_conf (cf, ngx_http_core_module) ;
clcf->handler = ngx_http_hello_world_handler;

return NGX_CONF_OK;
}

(6) ZE K H ngx_http_hello_world_handler, 12 Hello World #HR LS. SE
ngx_http_request_t *r, A] LAiEIRATIV] 6 B2 7 i L S A A BRI MBI L3, SR

r->headers_in 1 r->headers_out.

b->pos = ngx_hello_world; Bl A EHMH BIANZ, ngx_hello_world A FHMEZ Bi#L static
u_char ngx_hello_world[] = "hello world";iZH]E X HH FHRHESEE P mi HEKFHE “hello
world” , WML 8-8 FToR.

K e-8

static ngx_int_t ngx_http hello_world_handler (ngx_http_ request_t *r)
{

ngx_buf_ t *b;

ngx_chain_t out;

r->headers_out.content_type.len = sizeof("text/plain") - 1;
r->headers_out.content_type.data = (u_char *) *text/plain";

b = ngx_pcalloc{r->pool, sizeof (ngx_buf_ t));
out.buf = b;

out.next = NULL;
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b->pos = ngx_hello_world;

b->last = ngx_hello_world + sizeof (ngx_hello_world);
b->memory = 1;

b->last_buf = 1;

r->headers_out.status = NGX_HTTP_OK;
r->headers_out.content_length_n = sizeof (ngx_hello_world) ;

ngx_http_send_header (r) ;

return ngx_http_output_filter(r, &out);

WL EAR, HEEEEEET WSS~ £ Negink B3R Nginx FIEEHIF R K
MARIERT, WEERNERE Nginx B, RTERAPBMELFE. WREBNE, ATLZH
Evan Miller 4i 5 ] {Evan Miller's Guide to Nginx Module Development) (http://www.evanmiller.org/

nginx-modules-guide.html) REUE % 1115 &.
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[ JF I NCACHE Bih

9.1 {42 Web &7

Web RAFALT AR Web IR% A3 M%7 2 A, SR U519 —> URL i, Web ZE7F RS 4%
SEEH Web JRESF[IREZRMBMARE, RF, BT MERBRN, W0RV7 R B ZAHF R
URL, Web ZFR& S EHEMENASE i, MARBAERSSFRERFER. Web ZFME
KT AR Web IRas. BHEERNRE, Bb T MBIER, &7 7R KmENERE, H5E
TR .

Web 7R85, B2 4% M EH Squid Cache (fEIFR A Squid) , TATERZEMuEh{FH .
Squid & —MRATH B B H (GNU B AIVFANE) HMRIEEARE 2851 Web ZHFME 28, Squid
HITZME, MERPITURS S HIRTE cache IR 5 28I SEIERRIZ 3 Web RS MHE,
BN —HAKLEMEBFEMEFTHERN . WL REMIAMMEEER, BT ERRER DML
4, FEEEE A M. Squid F R FLE Unix —ERRLKIBIT.

ITE, HTARA Nginx [ proxy_cache 54 FFUA S FF Web BAFARSE . F4h, FIRM 4 Nginx 7F
KW NCACHE #3kt, 88537 HF Web Z1FRS, BT Squid AEER 4 FIH £#% CPU KRR,
HEE L Squid .
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9.2 Nginx A Web &7k 55

Nginx M 0.7.48 JRFF46, SCHF T K40 Squid MIZEFDIEE . XAMEFRE URL MAHKRH & H1F Key,
F mdS BYEXS Key HHATREA, BEIRES DX 1G4 HRBR1E, AIMBEFNBRELAZERA.
B AT AR R URL 58, [ At 30RF 404/301/302 IXAERAE 200 HRARS . B4R H T8 7 1) Nginx Web
ZFRE REeAEE URL SURAS R E I HARTE], AZR2E4U Squid #) PURGE #84, FTahiEks
EEFTE, B, Wid—%E =71 ngx_cache_purge #ikR, T LAFERRTEE URL HIZEAT.

W EENCLEESHIEFA Nginx [ proxy_cache kL H, +afE, #EL
BT Squide FEIHEEL, Nginx B4 H%& Squid FTiiA K Web BT MEINEE. FRIEE URL £
FHIhAE. MrEMERE L, Nginx Xt £# CPU MAA, ML Squid 7. 5o, EREAE., HE
W, BERE. RSB YUEEE. E5. AN L, Nginx i Squid AR E . XEH
—& Nginx FUARIRER “HEBERFZR" 5 “Web BHFRFR” KL

Nginx ] Web 28 £k 45 = B i proxy_cache K5 A& M fastegi MR SELMAL, ATEMAT
RARERN, MNEHRNBRERSH/IITERST, 5EEEMH T FastCGl KIEIARTFHITES. W
FERIVReEA E—#.

9.2.1 proxy_cache t8x$%

1. proxy_cache $§%

7&y%: proxy_cache zone_name;
ERIAMH: None

{FH¥F3E: http, server, location

ZHe AP TR BWAMNEAF D M #{# ., zone_name FI{E A proxy_cache_path 54 BIE HIEF
X £ #K.

2. proxy_cache_path 5%

iB¥%: proxy_cache_path path [levels=number] keys_zone=zone_name:zone_size [inactive=time]

[max_size=size];
ERIAE: None
{HF#3E: http
ZHEAHATREEF AR, =EIWT:
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proxy_cache_path /data0O/proxy_cache_dir levels=1:2 keys_zone=cache_ones:
500m inactive=1d max_size=30g;

HEROZIE S R BETE hup ARENACE, levels i@ 4B FFAEMWE hash HE, H—ZHFEN
I N8, R R 2 AN TR, (RAF I SU 4 & 24 bl/data0/proxy_cache_dir/c/29/b7£54b2df7773722d-
382f4809d65029¢; keys_zone ZHHIK N EXNMEFF XL 4, 500m &N FE 28 K/ K SOOMB;
inactive ff] 1d FRWNREFFEIRLE | RWBAEB VIR, KPR max_size i) 30g RIEHMEES
7] %4 30GB.

3. proxy_cache_methods $§%

i&¥%: proxy_cache_methods [GET HEAD POST];

ERIN{E: proxy_cache_methods GET HEAD;

{¥FH¥F5E: hitp, server, location

R4 M T W E WL HTTP 77k, BUAZFF HTTP GET/HEAD J5¥%, N4 #F HTTP POST
Tiiko

4. proxy_cache_min_uses 154

i&¥k: proxy_cache_min_uses the_number;

ERIA{H: proxy_cache_min_uses 1;

{#FIER8E: http, server, location

IR TR EEFNB/MER K, BIAER 1.

5. proxy_cache_valid %

iG#%: proxy_cache_valid reply_code [reply_code ...] time;

FRIA{H: None

{#FFFBE: http, server, location

%R H T XA RLREMR S URL R ERFRMEFE, Fln.

proxy_cache_valid 200 302 10m;
proXy_cache_valid 404 lm;

WHE 200, 302 IRAH URL 2877 10 408, 404 WRA&M URL 2247 1 48h.

proxy_cache_valid 5m;

MARADR RGN, EEEEEFNE, WAH 200, 301, 302 RZEMH URL 847 5 4.

proxy_cache_valid 200 302 10m;
proxy_cache_valid 301 1h;

www.TopSage.comNainx: A Apache 897514 Web %
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proxy_cache_valid any 1m;
NEF BB EFPREN, SHREEANHEA 124,
6. proxy_cache_key 5%
¥&¥%: proxy_cache_key line;
ERIAfH: None
{EF3R3E: http, server, location

ZIEA SRR E Web 72/ Key {8, Nginx #R3% Key {8 md5 PAHEMEETE . —HARIEShost
(34> . $request_uri GERMEESE) HAFBH S Y proxy_cache_key. FlaM:

proxy_cache_key "Shost:$server_port$uri$is_args$Sargs";

9.2.2 proxy_cache F2E R {l

E—Fd, BRATCENE T proxy_cache MM KIE L5, DI KE — proxy_cache K55
.

(D &%, BMNEHBKOUF PR, #5 =75 ngx_cache_purge B4R F % 3% Nginx 1,
KRR € URL MEFF, wBIAHS 9-1 Bz,

B 9-1

ulimit -SHn 65535

wget ftp://ftp.csx.cam.ac.uk/pub/software/programming/pcre/pcre-8.00.tar.gz
tar zxvf pcre-8.00.tar.gz

cd pcre-8.00/

./configure

make && make install

cd ../

wget http://labs.frickle.com/files/ngx_cache_purge-1.0.tar.gz
tar zxvf ngx_cache_purge-1.0.tar.gz

wget http://nginx.org/download/nginx-0.8.32.tar.gz

tar zxvf nginx-0.8.32.tar.gz

cd nginx-0.8.32/

./configure --user=www --group=www --add-module=../ngx_cache_purge-1.0
--prefix=/usr/local/webserver/nginx --with-http stub status_module
--with-http_ssl_module

make && make install

cd ../

(2) K5, ER—SXRTRIEFNMEFER, 954t proxy_temp_path. proxy_cache_path
HSREBEZETHRRZ.
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E: WMEERENEFRDLICA R —HEAFX, TEEIX.

mkdir -p /datal/proxy_temp_path
mkdir -p /datal/proxy_cache_path

(3) Nginx BECE XM (nginx.conf) : X EHENH gif\ jpg. jpeg. png. bmp. swf. js. css
Y1 A . Flash, JavaScript. CSS X7 /8 Web 8%, HAMXMHARER, RO 9-2 Bz,

18 9-2

User WwWwWwW Www;

worker_processes 8;
error_log /datal/logs/nginx_error.log crit;
pid /usr/local/webserver/nginx/nginx.pid;

#Specifies the value for maximum file descriptors that can be opened by this process.
worker_rlimit_nofile 51200;

events

{

use epoll;
worker_connections 51200;

}

http

{

include mime.types;

default_type application/octet-stream;

#charset utf-8; "

server_names_hash_bucket_size 128;
client_header_buffer size 32k;
large_client_header_buffers 4 32k;

sendfile on;
#tcp_nopush on;

keepalive_timeout 30;
tcp_nodelay on;

#/4: proxy_temp_path # proxy_cache_path #§& #3812 LA E R —4 K

proxy_temp_path /data0O/proxy_temp_path;

#I8 & Wweb B AR £ AkH cache_one, NAELER Ko H 500MB, § ShiFta2it 1 RILH #5198 4948 H4048,
ARHE HER KA 30GB.

proxy_cache_path /dataO/proxy_cache_path levels=1:2 keys_zone=cache_one:200m
inactive=1d max_size=30g;

www.TopSag e. c%'ﬂf]Ng/hx: BRA Apache 8975 M85 Web fRE#



134 B 9E Nginx ¥ Web Z77BR 55 5 57 R M #0758 NCACHE 42

upstream my_server_pool {
server 192.168.1.2:80 weight=1 max_fails=2 fail_timeout=30s;
server 192.168.1.3:80 weight=1 max_fails=2 fail_timeout=30s;
server 192.168.1.4:80 weight=1 max_fails=2 fail_timeout=30s;
}

server
{
listen 80;
server_name my.domain.com;

location /

{
proxy_set_header Host S$host;
proxy_set_header X-Forwarded-For S$remote_addr;
proxy_pass http://my_server_pool;

}

location ~ .*\.(gifljpglJjpeglpng|bmp|swi|js|css)$
{

#1£ ) web # 4K cache_one

proxy_cache cache_one;

#2F IF] HTTP R AL A5 B R 6942740 18]
proxy_cache_valid 200 304 12h;
proxy_cache_valid 301 302 1m;
proxy_cache_valid any 1m;

#3% B web # A4 Key 11, Nginx 1R4E Key 1 mds A G454, ERIE 958, URI. #8404
4R Key.
proxy_cache_key Shost$uri$is_argsS$args;

#EERE, FPERASRIRSS
proxy_set_header Host S$host;
proxy_set_header X-Forwarded-For Sremote_addr;
proxy_pass http://my_server_pool;
}

#R Tk A, Bik—A URL # http:// my.domain.com/test.gif, itz
http://my.domain.com/purge/test .gif TrAKRIZ URL 4942 4.
location ~ /purge(/.*)

-

b

#RERAFEE S TP & TP A TukiTie URL 4.4

allow 127.0.0.1;
allow 192.168.0.0/16;
deny all;

proxy_cache_purge cache_one Shost$1$is_args$args;
}

access_log off;
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9.2.3 fastcgi_cache tHx15%

1. fastcgi_cache 5%

185 fastcgi_cache zone_name;
ERIME: off

{f F{ER8E. http, server, location

B4 H TR BEWA SR IS4/, zone_name B fastcgi_cache_path 3548 BN 1+
X 4R,

2. fastcgi_cache_path 5%

& 1k: fastcgi_cache_path path [levels=number] keys_zone=zone_name:zone_size [inactive=time]

[max_size=size];
BRIAMA: None
fFR#E: hitp
ZRSH TRESRFHNFRERE. THWmT:

fastcgi_cache path /datal/fastcgi_cache dir levels=1:2 keys_zone=cache_ocne:500m
inactive=1d max_size=30g;

HERIZIES RAETE http #RBNEE, levels ITE ZEFTHAEMWE hash BR, F—EFBXN
1 M7, B82FA 2 A~FF, FAAMXH LS Bl/data0fastegi_cache_dir/c/29/b7f54b2df-
7773722d382£4809d65029¢; keys_zone SEFR WX NEHFX S, 500m 15 AN FEFT KD
% S00MB; inactive ] 1d 5N REFEHIEE | RNEE BTN, B MER: max_size ¥ 30g 15
WAL 52 77 2 5] 4 30GB.

3. fastcgi_cache_methods $§4%

¥ fastcgi_cache_methods [GET HEAD POST];

ERiAMH: fastcgi_cache_methods GET HEAD;

{FFZA55: http, server, location

g4 H T BS L HTTP /7%, BRAZ A7 HTTP GET/HEAD J7i%, A& HTTP POST
Ttk

4, fastcgi_cache_min_uses 5%

YE&¥:: fastcgi_cache min_uses the_number;

www TOpSage %ﬁivgfﬂX . BRFE Apache BIZTEEE Web R% 3
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ERINE: fastcgi_cache_min_uses 1;

{F & http, server, location
ZRSHTREZFNRPMEARE, BIMEN L.

5. fastcgi_cache_valid $§%

1&y%: fastcgi_cache_valid reply_code [reply_code ...] time;
ERINE: None

{EFFEE: http, server, location

ZIES H T RAFREHRSHEH URL WEAFKZEFH T, 0.

fastcgi_cache_valid 200 302 10m;
fastcgi_cache_valid 404 1im;

BE 200, 302 RE K URL 877 10 204F, 404 JRAH URL 2277 1 4y4h.

fastcgi_cache_valid 5m;

WMEAETRSE, HEBTEFENE, WRFE 200. 301. 302 RAEM URL 817 5 4.

fastcgi_cache_valid 200 302 10m;
fastcgi_cache_valid 301 1h;
fastcgi_cache_valid any 1m;

SEE PR BEREE, 2HRERFEFEN 1 4.
6. fastcgi_cache_key 5%

iEk: fastegi_cache_key line;

ERINE: None

ff FHFAHE: http, server, location

%IE4 HRIRE Web 471 Key {8, Nginx 1R Key 16 mdS W B FMEETE . — AR HE FastCGI
IRE-FRMHBLFNR O, $request_uri GERHER) BB AN fastcgi_cache_key. ii:
fastcgi_cache_key 127.0.0.1:90008request_uri;

9.2.4 fastcgi_cache FE& 1l

L=, BAIEENAT fastcgi_cache FIHIKIELSHE, MARE — fastcgi_cache fI55
iR

(D 8%, EF—2XTRIEFRNMEFEX, 274 fastcgi_temp_path. fastcgi_cache_path
BAREZFRT.

L4t Nginx: ZRFE Apache #9514 EE Web W TopSage.com



9.2 Nginx 89 Web &7 % 137

VE: BIAMRERENEFRR UL FE -, TRELIX.

mkdir -p /data0/fastcgi_temp_path
mkdir -p /datal/fastcgi_cache_path

(2) Nginx L& XM (nginx.conf) : X¥ &N gif. jpg. jpeg. png. bmp. swf. js. css
f{) }. Flash. JavaScript. CSS 3CHFFJa Web &7, HALXHFARS, ~EIWAH 9-3 Frix.

K593

user www Www;

worker_processes 8;
error_log /datal/logs/nginx_error.log crit;
pid /usr/local /webserver/nginx/nginx.pid;

#Specifies the value for maximum file descriptors that can be opened by this process.
worker_rlimit_nofile 51200;

events

{

use epoll;
worker_connections 51200;

}

http

{

include mime.types;

default_type application/octet-stream;

#charset utf-8;

server_names_hash_bucket_size 128;
client_header_buffer_size 32k;
large_client_header_buffers 4 32k;

sendfile on;
#tcp_nopush on;

keepalive_timeout 30;
tcp_nodelay on;

#i%: fastcgi_temp_path #» fastcgi_cache_path {5 & 693842 L ME R —4 K

fastcgi_temp_path /datal/fastcgi_temp_path;

4 E Web A R £ #H cache_one, AFHEAZIE K )3 500MB, B Shifkit 1 RIGA#MF P 64 A48,
H A% A28 KN 30GB.

fastcgi_cache_path /dataO/fastcgi_cache_path levels=1:2

keys_zone=cache_one:200m inactive=1d max_size=30g;
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upstream my_server_pool {
server 192.168.1.2:80 weight=1 max_fails=2 fail_timeout=30s;
server 192.168.1.3:80 weight=1 max_fails=2 fail_ timeout=30s;
server 192.168.1.4:80 weight=1 max_fails=2 fail timeout=30s;
}

server

{
listen 80;
server_name my.domain.com;
root /datal/htdocs;

location ~ .*\.(php!php5)$

{
#1#8 web %4 R cache_one
fastcgi_cache cache_one;

#2T R HTTP K AL A1 B R F 4948 A0 18]
fastcgi_cache_valid 200 10m;
fastcgi_cache_valid 301 302 1h;
fastcgi_cache_valid any 1m;

#% E web 4489 Key 14, Nginx R4% Key 1 mds B G444 A4, X EIRE “FastCGI IRE-%4y 1P,
0. HRE URT” 44 A& Key.
fastcgi_cache_key 127.0.0.1:90008request_uri;

#FastCGI -5

fastcgi_pass 127.0.0.1:9000;
fastcgi_index index.php;
include fcgi.conf;

}

access_log off;
}
}

9.3 FRMIFIREHFIIH——FT Nginx By NCACHE
P 51 2% 15 Z 4t

NCACHE #Z#7F Nginx ) Web REBEUMBRRMNEFERLE, BIIRAEWFE™
. NCACHE &5 KImHER/EN Nginx f—4 HTTP AHRBHITHFRE, FHASARNHFERBEY
MSEAMMTY R, /BRI, wTRABEF T RMER, REMSBREE. BERER
BEEMEERIEM. DIEKT R, Negix NEFERERCEARRBEBBLERT, Fik, &
AII3REX T Nginx FIAR#ZLHS, FH3E CACHE oA+, B T4 KK NCACHE.
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NCACHE & 5 Iifig 3 A3k, HAH &M SQUID M5EEMIIREMIT RIELR, EEANREHE
RFC #3%T CACHE #i2HHiid. NCACHE 5S¢4 —E @ HlLifrf, ol Lk R B E .
FHEHH. KHEKE. KEMBHFEK, EAFEGRNEE, FMHFEILRNE 2NN, IHH
REFHFRBARES.

NCACHE 2.0 fiRA, RAEA— 52481 Nginx BT RAMAE K, M4 K NCACHE
ARFHTTRE, EHEFRENLREMECE.

NCACHE 3.0 fii4s, A% 2.0 AR TARKMSUHE, N XAMEFAFAREGENERE
X, MREL MMAP — /KU, 7TERPUT SR A EEFEE, mRERSEKNTIR
SEMRLER RN Z B ENTE R, X5 VARNISH ZF M RIERA —3M, KAEST 10 g, HE
AR A RS ¥ 64 4% Linux §1 FREEBSD &4 .

9.3.1 NCACHE 15 py %t

NCACHE HEESHRIF Nginx B, ¥ B4 d Ngink. NCACHE #5258 8 i A KX
ncache-3.1.64, HETi%RA R ¥ 64 7 Linux 1 FREEBSD #{EZ& %, ncache-3.1.64 BEHEIFA
nginx-0.6.x RFRA, HEIEAHA nginx-0.7.x+ nginx-0.8.x M4,

Fif, FA1# ncache-3.1.64 44 %3 nginx-0.6.39, LHY 9-4 FroR:
K18 9-4

mkdir -p /datal/software

cd /datal/software

wget http://ncache.googlecode.com/files/ncache-3.1_64_linux.tar.gz

tar zxvf ncache-3.1_64_linux.tar.gz

wget http://sysoev.ru/nginx/nginx-0.6.39.tar.gz

tar zxvf nginx-0.6.39.tar.gz

cd nginx-0.6.39/

./configure --prefix=/usr/local/webserver/ncache --add-module=. . /ncache --user=www
--group=www --with-http_stub_status_module --with-http_ssl_module

make && make install

9.32 NCACHEEBEMXHH®HE

£ 2 Bl B 3 {4/usr/local/webserver/ncache/conf/nginx.Conf, X 9-5 FizR:
Hi8 9-5

user www www;

worker_processes 4;
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worker_rlimit_nofile 20480;
error_log logs/error.log;
events

{

use epoll;

worker_connections 81920;

http
keepalive_timeout 10;
ncache_max_size 24;
proxy_buffering off;
ncache_dir /datal/cache_file 60;#the file for storage, 60G
ncache_dir /data2/cache_file 60;
hash_index_dir /datal/ncache_index;#v3.1,you need to define the index file
position
auto_delete_file on;#enable the auto delete file
ncache_ignore_client_no_cache on;
upstream backend
{
server 10.0.0.1;
}
sendfile on;

send_timeout 10;

client_header_timeout 10;

tcp_nodelay on;
log_format main 'S$proxy_add_x_forwarded_for - Sremote_user [$time_locall]’
'"Srequest" $status Sbytes_sent !
'"Shttp_referer" "S$http_user_agent" $remote_addr';
include "mime.types";
default_type text/html;
server

{

server_name .blog.sina.com.cn;
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listen *:80;

set $xvia "blog.sina.com.cn";

set $proxy_add_agent "Mozilla/4.0 {compatible; MSIE 6.0; Windows NT 5.1;
NginxCache)*®;

access_log logs/blog.sina.com.cn-access_log main;

location /

{
if (Srequest_method ~ "PURGE")

{
rewrite {(.*) /PURGES$1 last;

ncache_http_cache;
error_page 404 = /fetch$request_uri;

add_header Sina-Cache $xvia;

location /ncache_state

{
ncache_state;

location /fetch
{

internal;
proxy_pass http://backend;
add_header Sina-Cache $xvia;

proxy_hide_header User-Agent;
proxy_set_header User-Agent S$proxy_add_agent;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded for;

location /PURGE/
{
access_log logs/purge.blog.sina.com.cn-access_log main;
internal;
allow 10.55.37.0/24;
allow 10.69.3.0/24;
allow 10.49.10.0/24;
deny all;
ncache_purge;
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9.3.3 NCACHE RyEIR4EP
1. JE1T NCACHE
/usr/local /webserver/ncache/sbin/nginx

2. &1L NCACHE

kiliail -9 nginx

3. BRR4ETFRY Shell B

#! /bin/sh

kill -9 ‘ps auwxlgrep nginxlawk '{print $2}'°
killall -9 nginx

rm ../logs/ncache_index

echo "" > ../logs/error.log

rm /datal/ncache_file

rm /datal/ncache_file

rm /data2/ncache_file

rm /data3/ncache_file

4. &TEF NCACHE K7

curl "http://127.0.0.1/ncache_state"

9.34 NCACHE FinNARREFHLE

(1) 440 HTTP Header 3k “Cache-Control: max-age=F4$1" RIZFHIZEFT A, MRAHEE
BARETF.

(2) BN AYERS 28Kk i% NCACHE ] HTTP #3E, &4UHH “Content-Length” Header

(3) NCACHE (7R A LA S AL, ST max-age=MIFEUEFEE A 5580, Wk
max-age /NT 1 74, NCACHE ¥ SN ENRE K 1 4.

(4) AR HNRE, STEFRNER 2 AMER KL 20% N A EEEFHEE.
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Nginx ¥

Nginx 7£ B A 5148 B 3k o1 p 07 B B R BRI 4 A =28 Nginx & AR5 571 3358128 W 35 N
%], Nginx+PHP/JSP 2535 3 B %4 . Nginx EFA5 M A Web RGN H £ N, FAIHK
T—8 % 2009 £ 9 A, A Nginx {E4 Web IRE 2RI S5

1. {€/H Nginx i&{T PHP (FastCGI). JSP 12/FRI M4

WRIEE (Wttp:/fv.sina.com.cn/) : nginx/0.7.62 + PHP

£ WIEEMN (http:/fwww.xoyo.com/) : nginx/0.8.15 + PHP 5.2.9

& W RiHFH (http:/fwww.iciba.com/) : nginx/0.6.32 + PHP
NEFAR (http:/fwww.6.cn/) : nginx/0.7.21 + PHP
Discuz! B figis (http:/fwww.discuz.net/) : nginx/0.7.59 + PHP/5.2.10
KEEM Chttp:/fwww.ganji.com/) : nginx/0.7.62 + PHP/5.2.8
HAOBATIE (http://passport.sohu.com/) : nginx/0.6.37 + JSP
M8 %E (http://blog.163.com/) : nginx/0.7.59 + ISP

AAR (EEKARD  (http:/frenren.com/) : nginx/0.6.32 + ISP

2. £ Nginx {EREKIE. MNTIRAOME

FRBEEORSEE (http://interface.video.sina.com.cn/) : nginx/0.5.35
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FRTEE (http:/fblog.sina.com.cn/) : nginx/0.7.62
YUPOO #ifit Chttp:/fwww.yupoo.com/) : nginx/0.5.35
SRR P s Chttp://my.xoyo.com/) : nginx/0.8.15
G (http:/fwww.douban.com/) : nginx

3. /A Nginx iE{T887s HTML T3, E K. FLV iL3RE ML
W 5% Chttp://news.163.com) : nginx/0.6.36

B 6 M (http:/fwww.kub.com/) PRS- 28: nginx/0.5.36
MEFEE (hitp:/fwww.xunlei.com/) : nginx/0.6.31

F4EM RSS iT A4 (http://rss.xinhuanet.com/) : nginx
BRI Chttp:/fwww.qq.com/) : nginx/0.6.39

FroCa I P F R 4528 Chttp://img1.kaixin001.com.cn/) : nginx

TWRFIR I W5, BRETME, T2 EHaa K KE Web 2.0 Mih, #HEEH
{8 Fl Nginx /545750 B ) Web RS- 28 R0 Nginx KFHUR Apache Z #. T, HA1#ikss
EEFREG], MHE—T Nginx 76 E P %042 W35k o 15 F

10.1  Nginx & XI5 52 H351E3E W vk 5z A =41

10.1.1  Nginx S I &E#IRIER I B

2008 “Ef)F IR #E % (v.sina.com.cn. you.video.sina.com.cn) 7R % 2 EFF M ERE
BEHBH AR, HHFKARRMIRE . BERGSFEFDRMNEN MH WAL FERE
#| v.sina.com.cn fl you.video.sina.com.cn 34, KM Squid AT ERF, REB/IHELEE
HHLE . ZhA MRS 2348 X interface.video.sina.com.cn 34, WA OMRS 2, FEH kL
i BRI EFBME & B Flash PR M RUEEER . SHIBAM™ . SMBE1E™
M2 H .

O R%8 EE XA FS BIG-IP B4 DU/-G/2 OB M AL Hebl, % 4 & Nginx & AR
FHITNZE S BIIE, X 4 & Nginx RFFFIWT URL, #ATH4H, X/E4HK 3 4 Web RS54
BT LERBHE . FSBIG-IP b X FF-LEABHE, BLE, BT —3Xf F5BIG-IP ERFHFIRME
ANFEdh, R HTEREY FS BIG-IP R K CPU %R, T FS BIG-IP JUEAE#H#H & TR
FRALEE, FERMBFERAD, FTLL, 7EHNR, FS5BIGIP —BA AR ARG .
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F5 BIG-IP J5 3 3 4] Web IR %538, MEA—#, B 140N FEERMREE, HARRKEE
F R PHP+Memcached IR 45; 35 2 415 CPU HERIRE S, TEHERWE CPURIE: F34H
MR FERRE SR, AICRHESERME, EXEATRAA. BEEER.

X35 10-1 2FRBEEEZ O RF /A Nginx AENERE, RO URL S4RE . HEINE
R%:

18 10-1

user www www;

worker_processes 10;

error_log /datal/logs/nginx_error.log crit;
pid /tmp/nginx.pid;
worker_rlimit_nofile 51200;

events

{

use epoll;

worker _connections 51200;

http

include conf/mime. types;
default_type application/octet-stream;

charset gb2312;
server_names_hash_bucket_size 128;
keepalive_timeout 15;

sendfile on;
tcp_nopush on;
tcp_nodelay on;

#% 1 #8320 H.: Memcache A% (EFH)

upstream count.interface.video.sina.com.cn {
server XX.xXx.xx.55:80;
server XX.XX.Xx.58:80;
server Xx.xx.xx.47:80;

}

#% 2 4R O bl SMERIBEMEIE RS

upstream data.interface.video.sina.com.cn {

www.TopSage?‘%ﬁig"”X" R Apache 8951 6E Web ARS8
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server XxX.Xx.xx.59:80;
server XX.XX.Xx.64:80;
. server XxX.XX.xXx.48:80;
}
$F 3o TEEEES. YEX. #ETG

upstream log.interface.video.sina.com.cn {

server XxX.xXX.XxX.72:80;
server XX.XX.xx.49:80;

server
(
listen 80;
server_name interface.video.sina.com.cn;

location / {
proxy_redirect off;

#/5 3549 Web REBTvAi#if X-Forwarded-For 3KBR 7 A5 TP
proxy_set_header X-Forwarded-For Sremote_addr;

## URL #4744, % 141: Memcache #8%X (&)

if {(Srequest_uri ~ ""“\/app\/count\/*)

( proxy_pass http://count.interface.video.sina.com.cn;
;f {(Srequest_uri ~ "~\/app\/online\/")

( proxy_pass http://count.interface.video.sina.com.cn;
;f ($Srequest_uri ~ "~\/interface\/user\/getLoginGap.php")
{ proxy_pass http://count.interface.video.sina.com.cn;
}

#3 URL #4740, % 2 48 SMEnRubaiR A
if ($request_uri ~ "~\/crossdomain.xml®")
(
proxy_pass http://data.interface.video.sina.com.cn;

if {(Srequest_uri ~ "\/interface\/client\/topvVideoClient.php")
( proxy_pass http://data.interface.video.sina.com.cn;

if {(Srequest_uri ~ "~\/interface\/common\/")

{ proxy_pass http://data.interface.video.sina.com.cn;

if {$request_uri ~ "~\/interface\/randplay\/randplay.php")

{ proxy_pass http://data.interface.video.sina.com.cn;

foafly 2 Nginx; EYfeApache ﬁr;%'_ﬁéf WQWTop%gecom



10.1 Nginx RERES A FHEMIEN AR 149

if ($request_uri ~ "~\/interface\/topic\/suggTopic.php")
proxy_pass http://data.interface.video.sina.com.cn;
if ($request_uri ~ "~\/interface\/uploadClient\/")
proxy_pass http://data.interface.video.sina.com.cn;
if (Srequest_uri ~ "*\/interface\/xml\/")
proxy_pass http://data.interface.video.sina.com.cn;

if (Srequest_uri ~ ""\/outinterface\/")

(
proxy_pass http://data.interface.video.sina.com.cn;
}
#3 URL #7540, H 34 A EEER
if (Srequest_uri ~ "~\/interface\/flash\/")
{ .

proxy_pass http://log.interface.video.sina.com.cn;
}
if ($request_uri~""\/interface\/playrank\/playrank2008_10.php")
{

proxy_pass http://log.interface.video.sina.com.cn;

}
#3% URL #H474040, Hfbda: ks, SETEHFALHRES URL

proxy_pass http://log.interface.video.sina.com.cn;
}

#7238 &K
log_format count '$remote_addr - Sremote_user [$time_local] $request '
‘"Sstatus” Sbody_bytes_sent "$http_referer" °

'"Shttp_user_agent" "S$http_x_forwarded_for"';
TR E
access_log /datal/logs/interface.log count;

FRHFEF R KRR A F I
client_max_body_size 10m;

#ERF RAIZE T A P il RO F T4 "ToATRR A IR G B A B4R P
client_body_buffer_size 128k;

#3RUE S IR BB AR A AR BT B 18]S ARAR T F 4o S AR R 8]

proxy_connect_timeout 600;

HEIR G _ ARG RS- B L a8 _JL 5 SR MG e MR AL R
proxy_read_timeout 600;

ww,TcpS@efﬁ‘f‘ﬁ'gf"’* B Apache B9/ 1 AE Web MR 7
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#/5 WIS BB RAE EAE B ] st R AL B IR 2 A S IR S B3 0L AR R AT A ¢ 23R
proxy_send_timeout 600;

#XIEH ARG R AN R QRAR 7 49548 LA Ngink SHATALRI AT _— R R E4010 A
T A5 QT
proxy_buffer_size 8k;

#B) L 4F Nginx REEANMAH A Buffer RAM S XTH
proxy_buffers 4 32k;

#3m R R GARIEH EMETT LA Wi . X4 proxy_buffers BH#FE*2
proxy_busy_buffers_size 64k;

#proxy % &8 A K

proxy_temp_file_ write_size 64k;

10.1.2  Nginx 51 #3%7E & WLiHE M H 898 B

g L EERM (www.xoyo.com) H, Fim ) BIHHE RS 2% K AR Z Nginx, & Nginx ik
FRA—H, AHEHERNABIE RS, HEARIERSBZBLTEIRE, SEFE—
MNAPERL IP, FEANBHERS R, AHF—EREB[/REWEN, F—EREBZEREN
BRI 45 B B R IP. XA T KATEA N HIFE N 6 E.

RHS 10-2 £ Nginx B EES LEEMFHEE (nginx.conf) :
g 10-2

user wWww Www;
worker_processes 8;

error_log /datal/logs/nginx_error.leog crit;
pid /usr/local/webserver/nginx/nginx.pid;

#Specifies the value for maximum file descriptors that can be opened by this process.
worker_rlimit_nofile 51200;

events

{
use epoll;
worker_connections 51200;

}

http
{

SE4t Nginx: BRFE Apache 895 MEE WebW_TopSag e.com
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include mime.types;
default_type application/octet-stream;

#charset utf-8;

server_names_hash_bucket_size 128;
client_header_buffer size 32k;
large_client_header_buffers 4 32k;

sendfile on;
#tcp_nopush on;

keepalive_timeout 30;
tcp_nodelay on;

fastcgi_connect_timeout 300;
fastcgi_send_timeout 300;
fastcgi_read_timeout 300;
fastcgi_buffer size 64k;
fastcgi_buffers 4 64k;
fastcgi_busy_buffers_size 128k;
fastcgi_temp_file_write_size 128k;

gzip on;

gzip_min_length 1k;

gzip_buffers 4 16k;

gzip_http_version 1.1;

gzip_comp_level 2;

gzip_types text/plain application/x-javascript text/css application/xml;
gzip_vary on;

limit_zone anti_attack S$Sbinary_remote_addr 10m;

FRHFE P FARORRAEA L F T

client_max_body_size 300m;

#E A RREE A P SRR K FIH TUBEM A ARSI RS £
client_body_buffer_size 128k;

#3R/5 IR BB 00 AT 1Y R A ARAR AR S AR B B 1]

proxXy_connect_timeout 600;

HER ARG FARE RS B AL R LSS RHAZ T iR R
proxy_read_timeout 600;

#/5 S0 IR - B3 MBI AR B 1) sk R AEALR B H) 2 R B SRR 5 B A T AT o 44dB
proxy_send_timeout 600;

$RBHRE AR _XNEAE K RRER P 6515 Lot Ngink ST AR _—BAZHAG T REEHT
proxy_buffer_size 16k;

www.TopSage. ﬁ'ﬁ‘% Nginx: BFe Apache 893 1E8E Web REH
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#F] £ 4&F Nginx RAEANR A Buf fer BRAM $ KENH
proxy_buffers 4 32k;

4o R B AR BHE ST A 9 B K49 proxy_buffers B ##fHF+2
proxy_busy buffers_size 64k;

#proxy %A416 8t A6 K

proxy_temp_file write_size 64k;

WA

proxy_temp_path /data2/proxy_temp_path;

proxy_cache_path /data2/proxy_cache_path levels=1:2 keys_zone=cache_one:2000m
inactive=1d max_size=5m;

upstream my_server_pool {
server XxX.xXxX.xx.1:80 weight=1 max_fails=2 fail_timeout=30s;
server XX.xXxX.xx.2:80 weight=1 max_fails=2 fail_timeout=30s;
server xXX.xX.xxX.3:80 weight=1 max_fails=2 fail_timeout=30s;
}

upstream php_server_pool {

server Xx.xx.xx.4:80 weight=1 max_fails=2 fail_timeout=30s;
server XxX.xx.xx.5:80 weight=1 max_fails=2 fail_timeout=30s;
server Xx.xx.xx.6:80 weight=1 max_fails=2 fail_timeout=30s;
server XxX.xx.xx.7:80 weight=1 max_fails=2 fail_timeout=30s;
server XxX.xx.xx.8:80 weight=1 max_fails=2 fail_timeout=30s;

upstream bbs_server_pool {
ip_hash;
server XX.xXX.x%X.9:80 max_fails=2 fail_timeout=30s;
server xXX.xx.xx.10:80 max_fails=2 fail_timeout=30s;
server XX.XX.xx.11:80 max_fails=2 fail_timeout=30s;
server XX.xx.xx.12:80 max_fails=2 fail_ timeout=30s;

}

upstream cms_server_pool (
server XxX.XX.XX.13:80 weight=1 max_fails=2 fail_timeout=30s;
server Xx.xx.xx.14:80 weight=1 max_fails=2 fail_timeout=30s;
}

upstream pic_server_pool {
server XxX.XxX.xx.15:80 weight=1 max_fails=2 fail_timeout=30s;
server XX.xx.xx.16:80 weight=1 max_fails=2 fail_timeout=30s;

}

upstream xoyohimsg_server_pool ({
server XxX.XxX.xx.17:3245;
server XX.xxX.xx.18:3245 down;

}

#xoyo . com ¥4 H4EE) www . xoyo . com
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server

{
listen 80;
server_name XOyoO.COm;

rewrite ~/(.*) http://www.Xoyo.com/ permanent;

access_log /datal/logs/xoyo
}

# /8 P &2 BTTPS/SSL Aag 3l I,
server

{
listen 443;
server_name my.XOyO.COm;

ssl on;

ssl_certificate my.xoyo.com.
ssl_certificate_key my.xoyo.

location /

.com_access.log;

crt;
com.key;

{
proxy_pass http://php_server pool;
proxy_set_header Host my.Xoyo.com;
proxy_set_header X-Forwarded-For S$remote_addr;
}

access_log /datal/logs/my.xoyo.com access.log;

}

+B A IRSB, FEBEFFER TR GRS E

server

{

listen 80;
server_name pic.Xoyo.com;

location /cms/
{
proxy_pass http://cms_server_pool;
proxy_set_header Host pic.xoyo.com;
proxy_set_header X-Forwarded-For S$remote_addr;

location /
{
proxy_pass http://pic_server_pool;
proxy_set_header Host pic.xoyo.com;
proxy_set_header X-Forwarded-For S$remote_addr;

access_log /datal/logs/pic.xoyo.com_access.log;

www.TopSage.Gt‘?ﬁ‘i Nginx: BXFE Apache #9514 88 Web IRE
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MG E TR, BATHLG A4
#limit_zone media S$binary_remote_addr 10m;
server

{
listen 80;
server_name media.xoyo.com;

location /

{
proxy_pass http://cms_server_pool;
proxy_set_header Host Shost;
proxy_set_header X-Forwarded-For Sremote_addr;

valid_referers none blocked www.xoyo.com *.xoyo.com www.kingsoft.com
* kingsoft.com www.kingsoft.cn *.kingsoft.cn;

if (Sinvalid_referer) {

rewrite */ http://www.Xoyo.com;

}

access_log /datal/logs/media.xoyo.com_access.log;

}

# “ULEEAIT webIM Fdbord AMMH, HLOREHF HTTP REB
server
{

listen 80;

server_name hi.xoyo.com;

# BRI —F S L oy S M Ak il &R HTTP RS-
location /recmessage.Xxoyo
{
proxy_pass http://xoyohimsg_server_pool;
proxy_set_header Host Shost;

location /

{
proxy_pass http://php_server_pool;
proxy_set_header Host S$host;
proxy_set_header X-Forwarded-For Sremote_addr;

access_log /datal/logs/hi.xoyo.com_access.log;

}

#IE A HHH, HTBA. Flash. JavaScript. CSS. #4 HTML #4T web %4
server {
listen80;

server_name bbs.xoyo.com *.bbs.xoyo.com bbs.xoyo.kingsoft.com;

Stht Nginx: BRFE Apache 89S BE Web ’WN.TopSage. com
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location /

{

}

proxy_set_header Host Shost;
proxy_set_header X-Forwarded-For S$remote_addr;
proxy_pass http://bbs_server_pool;

location ~ .*\.(gifljpgljpeglpng|bmp|swf|js|css|html|shtml)$

{

proxy_cache cache_one;

proxy_cache_valid 200 10m;

proxy_cache_valid 304 1m;

proxy_cache_valid 301 302 1h;
proxy_cache_valid any 1m;

proxy_cache_key $host$uri$is_argsS$args;
proxy_set_header Host S$host;

proxy_set_header X-Forwarded-For Sremote_addr;
proxy_pass http://bbs_server_pool;

log_format bbs 'Sremote_addr S$host Sremote_user [$time_local] "Srequest"'

'$status $body_bytes_sent "Shttp_referer® '
'"Shttp_user_agent" S$http_x_forwarded_for';

access_log /datal/logs/bbs.xoyo.com_access.log bbs;

}

#EIEMAF A RIE, FR4) Tk A 256KB/ %)
server{
listen 80;
server_name att03.bbs.xoyo.com att02.bbs.xoyo.com att0l.bbs.xoyo.com;

location /

{

}

#FRB T HIkE 4 256KB/

limit_rate 256k;

proxy_pass http://xx.xx.xx.19;
proxy_set_header Host S$host;

proxy_set_header X-Forwarded-For Sremote_addr;

access_log off;

}

HHEITH SNS AR, FEGE X —ERFSE L, HsTEA . Flash. JavaScript. CSS #47Web 44K
server(

listen 80;

server_name hu.xoyo.com *.hu.xoyo.com;

location /

{
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proxy_pass http://php_server_pool;
proxy_set_header Host S$host;
proxy_set_header X-Forwarded-For Sremote_addr;

}

location ~ .*\.{gifljpgljpeg!pngibmp!{swf|jsicss)s$
{
proxy_cache cache_one;
proxy_cache_valid 200 10m;
proxy_cache_valid 304 1m;
proxy_cache_valid 301 302 1h;
proxy_cache_valid any 1m;
proxy_cache_key $host$uri$is_argsS$args;
proxy_set_header Host Shost;
proxy_set_header X-Forwarded-For S$remote_addr;
proxy_pass http://php_server_pool;
}

location ~ ”~/admincp.php
{
$ERE ST F—6MEB L
proxy_pass http://xX.xxX.xxX.4;
proxy_set_header Host S$host;
proxy_set_header X-Forwarded-For Sremote_addr;

}

access_log /datal/logs/hu.xoyo.com_access.log;
}
}

10.2 Nginx+PHP 2 Wik 57 Fi = 451

10.2.1 Nginx+PHP #ZE&LHEMN CMS & A4t H aY5

& UIEER CMS KA RZKA PHP R'E, HEFFRI MVC HESE, AR MVC #E3—H,
15 8 —iF sk &b 3 A\ /application/cmsmanage/index.php, EHEIEMT, Nginx HECE W HEHE T -
WMRXHAGFLE, WEH Rewrite (EE) 35— A\ 3 4/application/ cmsmanage/index.php 1.

MVC & Model () | View (FLE) . Controller (¥ #128) X=R{FAMEFHE. MVC
MRt RS RN, A2 REEREVEE CLB8R T ZHNA, B
ERLAELFEI, MVC 7£ PHP & MEREF B3 T L.

B— NOFRE—NMIEP, IR NS ERELERE —NEAHER, FlTn http://ems.xoyo.
com/application/cmsmanage/index.php, FrE X M AREFRIY HMLAB LMD, EELR—A
A5 MVC #ABLLSEH, FhA4RT i — URL B#IRHX, index.php SIAMEARAERE, #
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VA TAE, R MMEEE R URL BZ2KISE, MEEHR. NE. BEENEER.
R85 10-3 MR 4 LR E M si——EIE M) CMS KA &%t Nginx Bl E
15 10-3

user wWww Www;

worker_processes 8;
error_log /datal/logs/nginx_error.log crit;
pid /usr/local/webserver/nginx/nginx.pid;

#Specifies the value for maximum file descriptors that can be opened by this process.
worker_rlimit_nofile 51200;

events

{

use epoll;
worker_connections 51200;

}

http

{

include mime.types;

default_type application/octet-stream;

#charset utf-8;

server_names_hash_bucket_size 128;
client_header_buffer_size 32k;
large_client_header_buffers 4 32k;
client_max body_size 300m;
client_body_buffer_size 128k;

sendfile on;
#tcp_nopush on;

keepalive_timeout 65;
tcp_nodelay on;

fastcgi_connect_timeout 300;
fastcgi_send_timeout 300;
fastcgi_read timeout 300;
fastcgi_buffer_size 64k;
fastcgi_buffers 4 64k;
fastcgi_busy_buffers_size 128k;
fastcgi_temp_file_write_size 128k;
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gzip off;

gzip_min_length 1k;

gzip_buffers 4 16k;

gzip_http version 1.1;

gzip_comp_level 2;

gzip_types text/plain application/x-javascript text/css application/xml;
gzip_vary on;

#limit_zone crawler S$binary_remote_addr 10m;

server
{
listen 80;
server_name CmS.XOyO.Com;
index index.html index.htm index.php;
root /datal/htdocs/cms.xoyo.com;

location ~ .*\.(shlbash)?$ { return 403; }

location / {
index index.html index.php;
HHoRF KA RAEE, NERAZ|E—N0 ML
if (!-f Srequest_filename)
{
rewrite ~/(.*)$ /application/cmsmanage/index.php last;
}
}

location ~ .*\. (php|phpS)?$

{
#fastcgi_pass unix:/tmp/php-cgi.sock;
fastcgi_pass 127.0.0.1:9000;
fastcgi_index index.php;
include fcgi.conf;

}

log_format cms ‘'Sremote_addr - S$remote_user [$time_local] "Srequest® '
'Sstatus S$body_bytes_sent "$http_referer" °
'“"Shttp_user_agent" Shttp x_forwarded_for';
access_log /datal/logs/cms.xoyo.com_access.log cms;
}
}

10.2.2 Nginx+PHP 7E3RX %245 8 Wb 5 B9 5z A

B 2R, %P B A RAESE, X858 URL 4k, 2 IHA URL Mk,
JLF44E Rewrite FUMESEH, 33Xt {378 1% M i nginx.conf B B sP 4158 A (9 Rewrite F111). B
X FEAHEREGH, B, XL FIAER Rewrite MUKV, BERNNMIESIME.
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HFREEHR, 2 BRAFIHEE A ERR T, BB T AV R LU Mt &

http://blog.s135.com/book/nginx/nginx_rewrite_conf.txt
10.3  Nginx #55 m 48 2 W ik bz FA 22451

10.3.1  Nginx #35 =1E7E & WL FF 3 A0 57 P sy 2 | oz FR

2 LB AR P 3k 2 6 LB A W AR AR I B AL A0S, 3Rt Flash MBTRIE K R HEIR S
BAMEEMIMGG R H 4 AR

(1) v.xoyo.com CHIEMSMM G THE) 5

(2) FLV B g8 535

(3) api.v.xoyo.com (I Flash #H 3 5 API #OE D) .

(4) admin.v.xoyo.com GHEVIMERE G £RE CMS REEH) .
MBER A HREIN T -

S GAB NI E A L CMS Z—FF AN, BRi#H A admin.v.xoyo.com ¥IE
HEG. AREE U L4 FLV 3. XFERHR. P LERRE, RESEH3ERN ID %
B (Bl vid) , B Rsync #EX S KT A RS 28

WA RE (LA i) vid=387 MASAH]) T

(1) A ViR EE ST http:/fv.xoyo.com/play/387, JUHINIKA T Flash &Rk buk:
http:/fapi.v.xoyo.com/fexternal /player.swf? config=http://api.v.xoyo.com/external fvideo-387.swf , H
http:/fapi.v.xoyo.com/fexternal/player.swf 3 Flash 3B 2R, http://api.v.xoyo.com/external/video-387 swf
HE Rewrite SN HFRAMMAM API 80, HIESLHIEA http:/fapi.v.xoyo.com/external/
video.php?vid=387.

(2) U35 APL 81 (http://api.v.xoyo.com/external fvideo.php?vid=387) CF I BEEE
Ko FARTE A P ORIR IP BB I, ISP M AR REAT HINT, BBE DN UMHP TREERR
() FLV P85 0, M S FLV S FEOILM XML S0/, WA, % APl #OESHIE
# FLV Y (iR 5 B LR RAERE O, £ IDC W Sal A F T HMH R IE. 35— IDC
R B ROEESG, FRRSEROE K& B iR Rt ISP RBENF, 434
RIS A ZRHHEAM IDC, ABBIT.
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<config>
<icons>false</icons>
<plugins>xoyo_complete</plugins>
<complete.site>http://jx3.xoyo.com</complete.site>
<file>http://219.232.254.222/streams/2009/10/30/387.flv</file>
<type>nginx</type>
<image>http://pic.xoyo.com/streams/2009/10/30/387_bg.jpg</image>
</config>

(3) Flash #BRMA . #BB FLV B

(4> AR AF ISP WA ViE KRR B S&RIER FLV SUCN & LB
(5) BEWSLHF Flash #5382 E KB BIE R AL BRI -
B 10-1 HARGEREE.

@A 5 htipi /. xoyo.com/play/387

QW HEA
A KFlash 1
f2062

<
—————— -y
|

R LRSS

) S EEGEBS. BiES

mﬁ’é‘i;ﬂﬁ%ﬁ
L BHAR. WFAE

demafFilesig

$HM. B3h. Wil
. Xig. LSAP

api. V. ROF0. COR
P TCDNE A
FlashiBia%
TSRAPTER A

(PR

©vid=387,

BRBMENE
Y . mALERERS

FO(eFAEmE. 518
P IPAYREH BARY <)

@RSV hitp:/x.x.x. x/streams/2009/10/30/387 .flv

ISP2R /=

@A 5iaThitp:#api.v.xoyo.com/external/player. swi?config=http: //api.v. xoyo.com/exiernalfvideo-387. swl

10-1  EUEEMRRBREZLE

RS B R AT R A2 Nginx RS 2824 FLV B ERS, MELETUS
R 11 3 11.2.1 F571 “SR A Nginx [ Flv Stream 3 HTTP T#7 A H) FLV SRS 287 -

st Ng/ﬂX EYfeApaC/?e ﬁrgﬁ/‘?g WSW-Top%ge'com



Nginx ({8884 57 ] SC4i)

Nginx (HBIEH L, 78 10 EEENH T Nginx 1ERAFIYERE 2. hA N K S
M. MEANRTRSBOBREINFHEE . MAEARZES, FENA Nginx (02850 FH 16 ]F 8N
F 52 o

11.1 F HTTPS (SSL) #E—14"&£H#) Nginx Web
AR 55 2%

HTTPS (£¥F: Hypertext Transfer Protocol over Secure Socket Layer) , J#&LA224 H#xi
HTTP i#iiE, 8 KiFRE HTTP Z 4. B HTTP FinA SSL 2, HTTPS HI&4AEnif& SSL,
K] B 4R N 230 75 22 SSL.

Ei2— URI scheme (FZRFRRFFIAR) , AEEF hup:h R, HT-%4M HTTP Bdhifé
. https:URL REH'EHH T HTTP, {H HTTPS fFLEAR[RT HTTP H BRI\ O & —ANIn&/ G4 5
iEZ (f HTTP 5 TCP ZIf)) . XANRGEMBAIVR MR AR BT, 405 0%IES nEE
FhE, REE  ZATHEM E2aBREE, Pl 47hm.

EA—L R M P AL BBFE. BF3UT%ILS, KR HTTPS (SSL) In#{&Hi.

www. TopSageseBiiiinx: &7t Apache 895 15 Web fi% 3
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1111 BITEAARZH 2S5 1F8Y SSL iE+H

HTTPS i) SSLIE 7 KL BAT AR, T # LUk4 apibz FATHIA — SSLAEH A, 4t
28 SSLAE- B IR % .

H, RIB— AR, api.bz.key 1 api.bz_nopass.key FSRFEATHE, AR RTHNE
BMAEWE, WMEEANNE. RETE Linux f/etc/rc.local AN Nginx BESHHA, HERS
85, Nginx K B3Ea0. (B2, WHEAY apibzkey H T Nginx, IATE Nginx 251 SR8
ANZAA IR, Nginx WITHEERABIES). {#5 api.bz_nopass.key 7E /A 3l Nginx b LR
AR, KBOT.

openssl genrsa -des3 -out api.bz.key 1024
openssl req -new -key api.bz.key -out api.bz.csr
openssl rsa -in api:bz.key -out api.bz_nopass.key

Pl EZREAHEESENE 11-1 FiR.

11-1 81748 SSL #\i8

R, fIE-MEEEN CAILES:

openssl req -new -x509 -days 3650 -key api.bz_nopass.key -out api.bz.crt

&ﬁ%a—_\‘! iﬁ%%\ %ﬁ}\ ﬁﬁ]‘\ /L}a\ %BI‘—J\ iﬁg\ mBﬁ%V‘]‘yg:

Country Name (2 letter code) [GB]:CN
State or Province Name (full name) [Berkshire]:Beijing

5(:'[%‘ Ng/'nx.- Eth‘Apache IS HEE WEWT‘Opﬁge com
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Locality Name (eg, city) [Newbury]:Beijing

Organization Name (eg, company) [My Company Ltd]:API.BZ
Organizational Unit Name (eg, section} []:API.BZ

Common Name (eg, your name or your server's hostname) []:*.api.bz
Email Address []:admin@api.bz

Wit B 470 & FAH 3014 api.bz_nopass.key 1 CA iE¥ api.bz.crt, Bt AT PLIE 2 24 4 Nginx Web
MR$28T .
B2 4% Nginx IR %886, ZUZ0_E SSL &k, #im.

./configure —luser=www --group=www --prefix=/usr/local/webserver/nginx
--with-http_ssl_module
make && make install

RIE, TTLUEBAE 11-1 REIAZE, 1 nginx.conf BEE X4 EE HTTP (SSL) EHlEH.:
KB 1141

server
{
server_name sms.api.bz;
listen 443;
index index.html index.htm index.php;

root /datal/htdocs/api.bz;

ssl on;
ssl_certificate api.bz.crt;
ssl_certificate_key api.bz_nopass.key;

BATHUR B9 SSL AL+ BAR e SCILINE AT AL, HAABRRRNEL, SHTmE 112
FRi7R -

@ RSB EEE,

BrRsaH BESE S UL B B RIS ST,
LEIERITAOTERRGURRGR QG SRR AR,

BUSETHAE | FEREEES R
& oA,
© mRIRACRRTE),

. 11-2  BfTHAEY SSLAEHE IE7, IES MSTEE TR
ERRIRRELEE, FEBEMK CA YUHRBKIES.

Www_Top%ge'%/gth: A Apache 595 M gE Web IR E28
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11.1.2 [ CA #lHFRIFM A % 5E 23 {5 ERY SSLIEH

AeBAUR S AR LM SSLAEB M CA HUMHERE R, MIMERE CA HUEH VeriSign,
GlobalSign. GeoTrust. Thawte. Visa. Microsoft %, [EHK CA HH4%E  E H B M &5 8 bt
(CNNIC) .

[f] CA HLFHIE SSLAET, [AFFERMULT BRI, &4k B SMAHCRM CSR X4,
SRJGHE CSR XM (api.bz.csr) $RAT4 CA HlH4, H CA HLH4ERKL CRT ik 344515

openssl genrsa -des3 -out api.bz.key 1024
openssl req -new -key api.bz.key -out api.bz.csr
openssl rsa -in api.bz.key -out api.bz_nopass.key

CA HLMIFUR ) SSL AL+, 38 7 KLt 42 FiZ 34 (M A AS—#¢, BT LAZEMFH openssl 4% CSR
CHERE, R Common Name [3UE, U SR JE (A& f il 44 SSLAEFS, Common Name 3
RN AL SSL b A — 8. HlunfriJ: T sms.api.bz 44 M SSL k4,
Common Name #i A Z3H S sms.api.bz:

Common Name (eg, your name or your server's hostname) []:*.api.bz

2 R P ) FLIE R ANl v, 6T 2 et TR [ P3G, R R AT _EARAT . TR AR
T ERAT. PEEERITN AT AT TR AT S REY AT, WERE VeriSign
YER I SSL UEASPLRV R o JEAl—Lepassli, 4 By SRR« <8 Lo i3 4 Y = ehots, SRATIF2 CNINIC
MUK (¥ SSL iE+3.

548, ERIXLE CA HUMUR I SSLUEP R TN 2. HET A —K CA HL#, WUKM SSL
PRSP

PR VeriSign —#¥, StartSSL (MiL: http:/fwww.startssl.com, A% %: StartCom) BE—%
CA HLH), BRIRIEFIRF 2 A — 2 2 TR SR S a8 3CRF  (Firefox 1 S0 2% & 70 RRCAS |
4K Chrome J %48, R Safari #JBA55)

2009 £E 9 H, 14K 7E Windows FH&FM T, B T il Windows HRAIEFBINIEFERF (Windows
Root Certificate Program) (1)) @55, UK StartCom AR FIN T iZIAIETE 8, X EMIE
WK HR AL S W BCFRAEBOR M) RTINAARIE S AES R . BU#E, & Windows 7 BU%2%e T FH4 kb
T Windows Vista 8], Windows XP #{ER&4ih, R4S 5e2ETh StartCom X2 4 P H 5 AiiF
HFUAERI B FIE P, MiTik StartSSL 23k IE #l WA 032 o

FEM A StartSSL (http:/fwww.startssl.com) 1/, FRlid MBEFSRAESS, BEATLLHIE S 380
A[{E4ER) SSLAEP T . R ER, RAEMANAT, PERNSPHEESROT:

(1) FEHE R FHERRIERTNILARAE. StartSSL KFH I R B4 BIVR 1842 Whois {5

SEAF Nginx: BRHE Apache 895 M EE WebW_TepS@e'com
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S EE R A E-mail #ilit, SRIGEE R hi% 4 rdiAE . R RIEN T, A SURE B4 IR,
W& 11-3 Fox.

. Cortificates | Validations |
Tosl Box U Wizard wizard I

Select Validation

e Select the type and attnibute of vahidation you'd like to perform
e Please note that you might need tc have instant access to vour 2mait account{s} or
documents in image format ready.

Type: {Vl_quﬁ_a_invNamé validation

You tan alwavys view your vakidated domain names by opening the "Domain

@ This wizard will guide you through the process of vahdating your domain names.
validations™ at the right hand panef.

11-3 StartSSL $%#% SSLIAFREEaAS (1)

(2) BARERIE SSL LB mig4, WK 11-4 fios.

": it :Cortificates -|  validations —
Tnnl B""‘““ : ;"wlx‘a‘rd’ Gl Wizard i

Enter Domain Name

< Enter the domam name you want to have validated.
a ‘You must be the owner of the top-level domain, sub domams are not supposted.

nttp: /1 bz . R v

11-4  StartSSL %% SSLFHERBEAS (2)

(3) EFIEB{FH B #: Web Server SSL, 1 11-5 Bk,

Certificates
Wizard

Select Certificate Purpose

o Make sure vou have already vahdated a domain name or email address before using
this tool! Select the "Validations Wizard™ for this task,

o Depending on your preferences and type of software, you need £o have a prepared
certificate request {CSR) ready for submission.

Certificate Target: - Web SEf;I_EI; SgLﬁLS'Eék}f{caté o v~

SSL/TLS web server certificates are mostly used by web servers to secure
communication across a network and to prevent eavesdropping, tampering arnd
message forgery. Additionatly server certificates identify the operator of the
server at varous levels, which allows a refaying party {visitors) to gam venfied
information about the owners of the web cite, This is essenual for trading (e-
business) on the Internet and provides a trust factar otherwise difficult to abtain.

11-5 StartSSL %2 SSLiFBEiEaSs (3)

www.TopSageRdtorx: Rt Apache HE 1A Web M5
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FAEFT A N WSS AR S A StartSSL HUIEH, WIRBHMILLREE, EEBEEE
VeriSign. GlobalSign. CNNIC %)k CA HL#H SSL ik,

11.2  XH Nginx $#&3& FLV #1578 55 =&

E 4 E 2 R =R 5h, B0 YouTube. MLEEM. LT M. FRBEYE, RHMNEE
Flash 32845 FLV/MP4 335 S A .

FLV BRI LUK A PR 7 2R A, —F R @K HTTP N85, 5 —F &% T Flash Media
Server B Red5 4 35 1) RTMP/RTMPT Hi#/A 0. YouTube. MREEM . LT W . HIRBEEE,
FRIHR HTTP T &7 a0, & LB RE M WIS A I 2 RTMP WA . A7
T T EARSA S A4, AT LS 3BTRS 2% L FLV 3CfF, 7w RMEEHE R Flash #5888 10
RS, APAEREL, BRICBIEFRSSERE. M HTTP TH 7T XMETH FLV WIS
FAMBER, —H FLV AT TR, AANEREBHEMTE T, BARMTTLISERES),
B R s ThEEA iR 4A 77 K

WIEET HTTP F#70H) FLV 3K, 7T LL#EIE Nginx B Flv Stream #£3R, K3 FLV 8
BRI BE S50 . XA T RTMPT EE A B FLV AR A, Nginx 7] LA RSN /5 i
Flash Media Server 3% Red5 fR % 2% RTMPT {1 & A2

11.2.1 % Nginx B Flv Stream #RiEZE HTTP THARY
FLV #R551Ak 55 28

Flv Stream B3R JE Nginx FIATIEBE, TELAHMIFELE Nginx [R50, 3 Flv Stream 5
.k, #itm:

./configure --user=www --group=www --prefix=/usr/local/webserver/nginx
--with-http_ flv_module
make && make install

RIG, B 112 Fras7ml 53, 7F nginx.conf AL E XA L EFF 1% FLV AT E
LML

Hig 11-2

server
{
listen 80;
server_name flv.domain.com;
index index.shtml index.html index.htm;
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root /datalO/htdocs/flv_files;

limit_rate_after 3m;
limit_rate 512k;

location ~ \.flv
{

flv;
}

access_log off;

# 5 Nginx J&, Nginx fo & #4055 OK T . limit_rate_after 3m fil limit_rate 512k FIi{F4
BE T —FFHABRE, €% T FLV SN 3MB J&, FFURR$I F80EE R 512KB/
o —IFHRAS R BT LA 7S RIS A, P EE P iSO USRI P RRCE
ST RS REErR . KNI 3MB (LSS —MREREL ALK, 7T LA AL P i WE L T4,
EAZHE P ARAERT, ATLCTE AR D IR 5588 38 21

S FHEZ) Flash $RSERMBERLE KN, RKE—DELL http://flv.domain.com/test flu?start=
12345 [f)i#k URL ¥ Nginx [I[R%2%, % VF Nginx [R%5-4% T4 start 2508 M ) 5 St 2 5 138
B> FLV 3CF, AT SEBLHEBh 1 75«

FEECE 4T Nginx MRS 2EAE ], T FLV 04 MetaData *H 597 @i B, A GESCHLHE
BB — MM LA ARG 2 s FLV #%0k% U9 301 MetaData HOREAS & @IS B, #f
PATE Linux I8 IR B304 FLV SCHR NS SbifE & .

Linux T2 FLV SCHZIN X ST 5 H 3K A4 AT P b
(1) FFEHKHA Yamdi:
BATAT LR B AREY 11-3 Pras 7 sl 1 4238 Yamdi:
A8 11-3

wget
http://sourceforge.net/projects/yamdi/files/yamdi/1.4/yamdi-1.4.tar.gz/download
tar zxvf yamdi-1l.4.tar.gz

cd yamdi-1.4/

make

make install

ed ../

ZHSER Yamdi 2 J5, AT LRI EL TR 6108 FLV SCHRES IR S fE

yamdi -i test.flv -o test.flv.new
mv -f test.flv.new test.flv

WWW.TGPS@%MMX" A Apache 895 I E8E Web fR#55
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(2) FFE#AH FivTool2:
7E CentOS F, o] AR LLF %% FlvTool2:

yum install ruby
wget http://blog.sl35.com/soft/linux/flvtool2/flvtool2-1.0.6.tgz
tar zxvf flvtool2-1.0.6.tgz
cd flvtool2-1.0.6/
ruby setup.rb
cd ../

ZAE5ERL Yamdi 205, AT BLRERLUF/RG008 FLV SCARER NS EmE & -

flvtool2 -U test.flv

K FlvTool2 4 FLV JCAFZ KIS ERDA—, b Yamdi S Nfc@mEL, H
WAL SIS EE R . B, FlvTool2 4 FLV XARMSENFER KR EL Yamdi
Z JUEELHE-

4 FLV SRR I sE R BIE , BLEH—N 304 HTTP #4330 K Flash #5288 R 3F K
FLV T . FFER JW Player BBSBRNMANERERE, TUELHEMM (hitp://www.
longtailvideo.com/) T #.

AT LUE TW Player, WA Nginx k4588 LH0 FLV 38, R H SN, MixAT L
IEH SRR 4 He 30

http://player.longtailvideo.com/player.swf?type=http&file=
http://flv.domain.com/test.flv

11.2.2 A Nginx 3231 FMS/Red5 i A1 5 AR 5 25 84 Sa 1018
Adobe AT EH K FMS (Flash Media Server) FIH =77 KIJTIE Red5 TRk S48 HF
RTMP 1. RTMPT #pi8 K] FLV #L3FR AR R K .

RTMP 4% Real Time Messaging Protocol (SZEITH BEEWD , & Adobe Systems 2 F4
Flash &85 AR 4528 2 &40 MU BUIB L T R FAE il

RTMPT PM{Z—/MA3 T RTMP i HTTP M, EMZE /iK% POST i REIMR S 2.
F HTTP EBMAEFAMAER, AT ENEHRESMESE, RTMPT FEE . i M ks 2
B, HUEARS S AR P im s A K E A A .

T Nginx, RTRASEIRE & FMS/RedS FiE A4 28 RTMPT i AL AR ML HR U TR 3803
#. nginx.conf fCE R 11-4 FrR:

St Noinx: R Apache 95515 WeREREET onSage.com



11.2 %8 Nginx 82 FLV L $0BR & 28 169

upstream fms_server_pool ({
ip_hash;
server 192.168.1.3:80 max_fails=2 fail_timeout=30s;
server 192.168.1.4:80 max_fails=2 fail_timeout=30s;
server 192.168.1.5:80 max_fails=2 fail_timeout=30s;

server

{
listen 80;
server_name flv.domain.com;
index index.html index.htm;
root /datalO/htdocs/flv_files;

proxy_redirect off;
proxy_set_header X-Forwarded-For S$proxy_add_x_forwarded_for;

proxy_connect_timeout 120;
proxy_send_timeout 120;
proxy_read_timeout 120;
proxy_buffer_size 4k;

proxy_buffers 4 32k;

proxy_busy_buffers_size 64k;
proxy_temp_file write_size 64k;

location /open/ {

pProxy_pass http://fms_server_pool;

location /close/ {

proxy_pass http://fms_server_pool;
}
location /idle/ {

proxy_pass http://fms_server_pool;

location /send/ {
proxy_pass http://fms_server_pool;

access_log /datal/logs/rtmpt.log;

RIA BN Bt F)F IR IW Player #EES, RIFET LUA R K RTMPT HH3H) FLV 340, 7=
Bl T :

www.TopSage.&8fi'onx: KR Apache 89T AE Web k%
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http://player.longtailvideo.com/player.swf?streamer=rtmpt://flv.domain.com/plays
file=videos/test.flv

AT RTMPT P B9 FLV S AL, o] LAl S Nginx #9177 1) H & /datal/logs/rtmpt.log
KT BN IEBRFE. RTMPT F#74: OPEN. SEND. IDLE. CLOSE ¥l 4 i%E#, 4t
3 RTMPT ik, BT RTMPT #r4 i POST gk ab i KA [EIRE, At a4 0y
ATLAM#EA] GET 4%, nftag 11-5 fior.

KB 11-5

192.168.1.2 - - [14/Jan/2010:03:12:06 +0800] "POST /open/l1 HTTP/1.1" 200 11 "-»
"Shockwave Flash"

192.168.1.2 - - [14/Jan/2010:03:12:11 +0800] "POST /idle/1248426880/0 HTTP/1.1" 200
1 "-" “Shockwave Flash"

192.168.1.2 - - [14/Jan/2010:03:12:17 +0800] "POST /send/1248426880/1 HTTP/1.1" 200
3074 "-* "Shockwave Flash"

192.168.1.2 - - [14/Jan/2010:03:12:22 +0800] "POST /send/1248426880/2 HTTP/1.1" 200
289 "-" “Shockwave Flash"

192.168.1.2 - - [14/Jan/2010:03:12:28 +0800] "POST /send/1248426880/3 HTTP/1.1" 200
1 "-" "Shockwave Flash"

192.168.1.2 - - [14/Jan/2010:03:12:34 +0800] "POST /send/1248426880/4 HTTP/1.1" 200
116 "-" "Shockwave Flash"

192.168.1.2 - - [14/Jan/2010:03:12:41 +0800] "POST /send/1248426880/5 HTTP/1.1" 200
534741 "-" "Shockwave Flash"

192.168.1.2 - - [14/Jan/2010:03:12:45 +0800] "POST /send/1248426880/6 HTTP/1.1" 200
745276 "-" "Shockwave Flash"

192.168.1.2 - - [14/Jan/2010:03:12:49 +0800] "POST /send/1248426880/7 HTTP/1.1" 200
784077 "-" "Shockwave Flash"

iH3d Nginx X FMS/RedS FGEAMR 55 25 00 S [ AQER, BEREWS SCIL i8I0, L AENSSCHL
HEhMEEsE, BRI KEE.

11.3 Nginx+PHP+MySQL #/N\R1F VPS ARS8 LRIEIL

VPS (4K Virtual Private Server) & H BB L EARE— G HERE B LOIREMAE
R B AR URAE ML ENTLBRARBEEIL 4. WA HERER SR WA FNA
PR, B—4 VPS FEMEBITMERES -G ENT2MF, FEhEA VPS Hnf s
BTER A 8O root THEIBLR. H/ . IP Huht. AT, 2. . MABRF. RERE
P B BC B 3.

Hultedt vPs HAMRFHRABEREL, KERABMEN 2. VPS REBHEEEN
fERRE N RN, 24 VPS RGBT LLE—M CPU, BARKAER—RAF. AFEX,
Hrig kst .

SE&¢ Naginx: BRL Apache 8975 M aE Web W’Tcpme'mm
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AH5 6% 128MB I AE Linux #4ERZEH VPS, Xf Nginx + PHP + MySQL 43T 4.

11.3.1 &0 swap i34
IR VPS SATIECA B VPS KI5 swap HAHK, AT LA 19476 swap 34
RARBREHSK.
(1) BIBIHBIE swap A4,

cd /var/

dd if=/dev/zero of=swapfile bs=1024 count=262144
/sbin/mkswap swapfile

/sbin/swapon swapfile

(2) 3| fstab XHFiLRLE| 20 851250,

vi /etc/fstab

EREEMATAA:

/var/swapfile swap swap defaults 0 0O

11.3.2 Nginx BEEEXH (nginx.conf) {1k

Nginx P FEEE XM (nginx.conf) ALRBIMALTE 11-6 .
HKig11-6

USEr WWW Www;

#Nginx HA#AR46% 10MB~12MB A4, K EZRFE—/ Nginx #42, FHA 4.
worker_processes 1;

error_log /datal/logs/nginx error.log crit;
pid /usr/local/webserver/nginx/nginx.pid;

#Specifies the value for maximum file descriptors that can be opened by this process.
worker_rlimit_nofile 51200;

events

{

use epoll;

worker_ connections 51200;

}

http
{

Www_TopSage%'&ﬂglhx: BRFE Apache 895 HEE Web R EZ
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include mime.types;
default_type application/octet-stream;

#charset gb2312;

server_names_hash bucket_size 128;
client_header_buffer_ size 32k;
large_client_header_buffers 4 32k;

sendfile on;
tcp_nopush on;

keepalive_timeout 60;
tcp_nodelay on;

fastcgi_connect_timeout 300;
fastcgi_send_timeout 300;
fastcgi_read_timeout 300;
fastcgi_buffer size 64k;
fastcgi_buffers 4 64k;
fastcgi_busy buffers_size 128k;
fastcgi_temp file write_size 128k;

#AT R AL, S, IS, XML F B35 gzip A%, KU MBEHE, REFPRE.

gzip on;

gzip_min_length 1k;

gzip_buffers 4 16k;

gzip_http_version 1.0;

gzip_comp_level 2;

gzip_types text/plain application/x-javascript text/css application/xml;
gzip_vary on;

server
{
listen 80;
server_name www.yourdomain.com;
index index.html index.htm index.php;
root /dataO/htdocs/blog;

location ~ .*\. (phplphp5)?$
{
#4% Nginx & FastCGI #4135 Xy TCP % Unix Socket. TCP E&H 4K iFF) Fk Unix Socket
#%, 12 Unix Socket & £t TCP k.
fastcgi_pass unix:/tmp/php-cgi.sock;
#fastcgi_pass 127.0.0.1:9000;
fastcgi_index index.php;
include fcgi.conf;
}

#BR ERAY, BEMNERERARLES 15 X, TRE TRITF e edo g K.
location ~ .*\.{gifljpgljpeglipng|bmp|swf)$

S48 Nainx: BRFE Apache B9 145E WebW.TopSage. com
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{
expires
}

154;

#4% JavaScript. CSS EHNBANLEA 1 K, BAEEFL—BIES—T5E, BEF—HLERS—
MM A, LIAMRSEBF L THAF G JavaScript. €SS, #EHT A@ME-FEE.

location ~
{
expires

}

log_format

.*\.(islcss)?$

1d4;

access ‘'Sremote_addr - Sremote_user [$time_local] "Srequest® !

'Sstatus $body_bytes_sent "S$http_referer" '

'"Shttp_user_agent" Shttp_x_forwarded_for';

access_log

}

/datal/logs/access.log access;

11.3.3 PHP (FastCGl) RYBECE Lt

(1) php.ini FEEXHFKT eAcelerator L. R{EH IMB ILZENTE, WMBRFIEERS
3600 N RIEFIAIMAZF, HMAMBITEE, WA 117 Fix.

88 11-7

[eaccelerator]
zend_extension="/usr/local /webserver/php/lib/php/extensions/no-debug-non-zts-
20060613 /eaccelerator.so"

eaccelerator
eaccelerator
eaccelerator
eaccelerator.
eaccelerator.
eaccelerator.
eaccelerator
eaccelerator.
eaccelerator.
eaccelerator
eaccelerator.
eaccelerator
eaccelerator.
eaccelerator.
eaccelerator.
eaccelerator.

.shm_size="1"
.cache_dir="/usr/local /webserver/eaccelerator_cache"
.enable="1"

optimizer="1"
check_mtime="1"
debug="0"

.filter="*

shm_max="0"
shm_ttl="3600"

.shm_prune_period="3600"

shm_only="0"

.compress="1"

compress_level="9"
keys "disk_only"
sessions = "disk_only"
content = "disk_only"

(2) WREHRBE 5 TLET PHP (FastCGI) , MIAT LA HE LAF #3034 php-fpm.conf ECHE

HATIAL
BHF,

—RBEHLLTF—4T, B E30M php-cgi IFEEECH 5 4

www.TopSagé&edtiginx: K Apache 8975 145E Web M5
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<value name="max_children">5</value>

ZRBMULT 4T, ¥ TCP # X MH Unix Socket #x:

<value name=*listen_address">/tmp/php-cgi.sock</value>

11.3.4 MySQL 5.1 EEERiL

(D FHUTSHgRIF RN MySQL 5.1 BRiATHE 4 MIE6E51%: CSV. MRG_MYISAM,
MEMORY. MyISAM, A #f InnoDB f74%5/%. B THFHIR, 1 InnoDB #E#H KN FE K,
X B A MyISAM 774551 %.

./configure --prefix=/usr/local/webserver/mysql/ --enable-assembler
--with-extra~charsets=complex --enable-tHread-safe-client =-with-big-tables
--with~-readline --with-ssl --with-embedded-server --enable-local-infile
make && make install

(2) MySQL 5.1 E X4 (my.cnf) HRALREIIAEE 11-8 iR
R 11-8

[client]
port = 3306
socket = /tmp/mysql.sock

mysqld]
user = mysqgl
port = 3306

socket = /tmp/mysqgl.sock

basedir = /usr/local/webserver/mysgl
datadir = /usr/local/webserver/mysqgl/data
open_files_limit = 600

back_log = 20

nax_connections = 100

max_connect_errors = 200

table_cache = 60

external-locking = FALSE
max_allowed_packet = 16M
sort_buffer_size = 128K

join_buffer_size = 128K
thread_cache_size = 10
~hread_concurrency = 8

query_cache_size = OM

query_cache_limit = 2M
query_cache_min_res_unit = 2k
default_table_type = MyISAM

thread_stack = 192K
transaction_isolation = READ-UNCOMMITTED
tmp_table_size = 512K
max_heap_table_size = 32M
/usr/local/webserver/mysqgl/data/slow. log

stdt Nginx: Rt Apache 89551248 e T opSage.com
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/usr/local/webserver/mysqgl/data/error.log
long_query_time = 1

log long_ format

server-id = 1

#log-bin = /usr/local/mysqgl/data/binlog
binlog_cache_size = 2M
max_binlog_cache_size = 4M
max_binlog_size = 512M

expire_logs_days = 7

key_buffer_size = 4M

read_buffer_size = 1M
read_rnd_buffer_size = 2M
bulk_insert_buffer_size = 2M
myisam_sort_buffer_size = 4M
myisam_max_sort_file size = 10G
myisam_max_extra_sort_file_size = 10G
myisam_repair_threads = 1

my isam_recover

[mysgldump]
quick
max_allowed_packet = 16M

11.4 A Nginx 22 E m{X AR %25

FHAEREREMENARHE, EREGHMEL—&RERkK L Intenet MFXFHR, H
FIX G BRI E AL, XGRS [ IERABRS S, L8 EMRMAERSSE. &
BT, ZBFAPLSaEEeRBERSHE E XN TETHE—~Internet I —~ & —~ MK E—~
RERFHHERE) .

Nginx IF 4R nginx.conf Bt & L4 41408 11-9 FiR:

K18 11-9

server
{
listen 8080;
location / {
#DNS TR £ 2349 TP it
resolver 8.8.8.8;
proxy_pass http://ShostSrequest_uri;
}

access_log /datal/logs/proxy.log;
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&G, EfE Nginx FREEN. RE, WEATLIE IE 3 MA8S8R 5. TH” —
“Internet FEIN” — “HERHE” — “FAEMEE” - “RERER” PixERERSSE P bk

A 6L1LD MmO, Wl 11-6 Frix.

MM (LAN) %

EsbficiE

BB oMETHEE. FREEETFHEE . WA RN,

[ Bataib@e @

[ er BsHHEREE )

it | ]

HIMmEH

xmn)\n HRARRSH QERRTSEATHR vin ER
Mk @): [81.1.1.1 | A @: [s0s0 e )
Fatg st et PReE @

=) (=i )
B 11-6 |E M3 BIRSBIRE

SRIG, HEH IE %088 L FT LL7E Nginx fCIEARSS 45V 19 Internet T o

SLhe Nainx: B Apache 895515 WEWT GpS@ e.com
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Nginx B0

FES 4 484, RMNEZA Nginx & RBR. Nginx KIS A 0HER, SR HTTP
Be. Wik HTTP BB, WPPFBER, SE=T0 R T .

Hor, Nginx BB ERETE ERRANGFBRP S .

121 FERES

Nginx ) EEB R LI Nginx REATNEERTESE, EN1—BREE Nginx K E RS L
Jio T, AR Nginx EERBPE RS

12.1.1 daemon %

i&v%: daemon on | off
BRIAE: on
~fl: daemon off;

A, WWAEM daemon F! master_process 54 . XLHEIN{LH FIH & K.
2R, VRIBATAZEAE =i E daemon off, R/SEHMBEEH THES Nginx, HE, FiF
EE. AREEEKEZE(EH . master_process off Za%f AN %A T4 =85,

wunN.TcpS@%Hf’hx: A Apache 895514 6E Web BR% 55
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12.1.2 env S

#E¥%:: env VARIVAR=VALUE

EBIME: TZ

RS main

WIE S HkENERES, UWTHEHAEIONEER, WEFMFNHELR:
o HEEREHUIFUL T BT K Nginx B

* JAH Nginx & Perl BRIFEH

o # Nginx HFZFHTEH .

WERRE WHE X TZ FME, BRIAMER T ERBERANE, BEUARLR T AER Perl #k
BREALMER TZE/R.

g

env MALLOC OPTIONS; .
env  PERLSLIB=/data/site/modules;
env OPENSSL_ALLOW_PROXY_ CERTS=1; .

12.1.3 debug_points %

& debug_points [stop | abort]
BRME: none

7R¥l: debug_points stop;

AT R, EERSAEN .

12.1.4 error_log <
iié;?f: error_log file [ debug | info | notice | warn | error | crit ]
ERAE: $(prefix}/logs/error.log
' 7~fl: debug_points stop;

file Z¥H %48 03 Nginx & FastCGI #iR HEMSCHRKRIZ. #HRHERRT RS H[ET
BRBERIRKE MR, IR —SEBEASHER, BRINTUEEREXHERE BENHEIK,

T4 Nginx: B Apache 895 145 WWOPS&Q& com
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EHHECRERMBEMAER., BEFLT, Nginx 478 6 MEREH, HH debug 45
B, CRMEREASEEERS, HEES : Mot Z&i&EsS, RieXEETEMNER —KET
AP,

HEPBIANEERE 5

e main #$43: error

e HTTP #4>: crit

e server 4f4>: crit

Nginx ZFHAREMENNHSERERRANLE, XEMREFANIIE. £ lightpd
W, B —EEAREELMTIEE. K5 12-1 AR E B ENREARR B &R

K18 1241

error_log logs/main_error.log;

events {
worker_connections 51200;

}

http {
error_log logs/http_error.log error;
server {

server_name one.org;
access_log logs/one.access;
error_log logs/one.error error;

}

server {
server_name two.org;
access_log logs/two.access;
error_log logs/two.error error;
}
}

R VRS ¥ Nginx BIRH%, {7 --with-debug 84, WIEAT LAEA -

error_log LOGFILE [debug_core | debug_alloc | debug_mutex | debug_event | debug_http
| debug_imap];

FER: error_log off BEFEHAE, XMHEREESAE—NEN off MHEEI M. WREEE
HEF, HHTENE:

error_log /dev/null crit;

www_TopSa@@Mx: A Apache 951465 Web fR%5%
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12.1.5 log_not_found %

T&¥%: log_not_found on | off
ERINE: on
{# H#F5%: debug_points stop;

JA FHERZEH 404 $R B3, X4 0T LRI k3% 1k Nginx 12338 A2 robots.txt 1 favicon.ico
XETHHIHERE R

il

location = /robots.txt {
log_not_found off;
}

12.1.6 include 1%
15 linclude file | *
RINE: T

ERKIES, TUASEAFEEQSNREH. M 04.4 i, include 54 FFifTHFX
fr&ILES, Bltn:

include vhosts/*.conf;

HERE: HE0.6.7A N 1L, include SCHFHIBETREAAT T configure i Hi--prefix=<PATH>154
REMBRET S I, BOATESL T £/ust/local/nginx. WH#E4H1% compiledNginx BRI A # E X4
B, HEAZLEXERE,

M 0.6.7 4, include SCHFHIBEF2 IR T Nginx B SCHF nginx.conf MIFTAEH R, AEL
Nginx FREFEEEMER. XANSEEAKIMIMNT include B RIEM .

12.1.7 lock_file #£%

ik lock_file file

BRIME: compile-time option

~fil: lock_file /var/log/lock_file;

SR Nginx 2 gee. Intel C++8 SunPro C++ 7E i386. amd64 “F-& L4wi¥M), Nginx A KA
S5 B AT VI el .

Stk Nainx: JR1E Apache #9551 A€ Wekii#T opSage.com
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12.1.8 master_process &%

. master_process on | off
FNIAE: on
7~f: master_process off;

HEPEIE T, A A daemon 1 master_process 54, XN EERATH R R,

12.1.9 pid %
¥ pid file
EKiAME: compile-time option
~l: pid /var/log/nginx.pid;

pid ST AT FE MY Nginx X2 ID 5, WLUAE kill M4 REFSHHZID S,
EIHINE Nginx BB XTI ER: kill -HUP “cat /var/log/nginx.pid”

12.1.10 ssl_engine &%

¥E7%: ssl_engine engine
RNE: REBRIMKEII T %

HHEA T LI E B kK SSL 5%, fRETLUR L 4r44T T A openssl engine -t ZHH A% B>
R SSL 5%, flan:

$ openssl engine -t
(cryptodev) BSD cryptodev engine
{ available ]
(dynamic) Dynamic engine loading support

12.1.11 timer_resolution %

#Ev%: timer_resolution t
ERIA{E: none
7<f: timer_resolution 100ms;

ZHE 4 W LI > gettimeofday() o F AR HR 1 5T I (8 0 R AL AL IR 8. EBRIAIEOL T,

www_TopSaﬁ@Mx; R Apache 895 1# 58 Web FRE#
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gettimeofday() B U 2 7E% — X kevent(). epoll. /dev/poll. select(). poll)iR[EIF#E A . tRIRTH
EAAEPIRRZVRAERS R, XEFBVHAOEHRAREMNRE, REFHLES.

12.1.12 try_files #£§%

¥k try_files pathl [ path2] uri

2RIME: none

#iE: M Nginx 0.7.27 RRAFIRIEHEIES.

ZRATURBRSEINFREXHREEE, DARBEIE -~ MEHBIK S HZ. Bl “7” 4
RBRERR—NEHF. MRXHRERE, ¥EATECRIRE IS8 L. BEHNSEHELE 1
JE& B URL (Z—BFEARFD) , ELMAFE, TUSHATE R,

A 12-2 AFER B PEH try_files 54
K18 12-2

location / {

try_files /system/maintenance.html

Suri $uri/index.html $uri.html @mongrel;
}

location @mongrel {
proxy_pass http://mongrel;
}

{1 12-3 A 7E FastCGI {1 try_files $§4:
K123

location / {
try_files $Suri $uri/ @drupal;
}

location ~ \.php$ ({
try_files $uri @drupal;
fastcgi_pass 127.0.0.1:8888;
fastcgi_param SCRIPT_FILENAME /path/to$fastcgi_script_name;
# other fastcgi_param
}

location @drupal {
fastcgi_pass 127.0.0.1:8888;
fastcgi_param SCRIPT_FILENAME /path/to/index.php;
fastcgi_param QUERY_STRING g=S$request_uri;
# other fastcgi_param
}

SC4% Nginx: BRfE Apache 895 M 66 VVW#‘OPSage com
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U ERABIFH, F8< try_files:

location / {
try_files $uri $uri/ @drupal;
}

EPTLLT 4R

location / {
error_page 404 = @drupal;
log_not_found off;

}

A

location ~ \.php$ {
try_files Suri @drupal;

fastcgi_pass 127.0.0.1:8888;
fastcgi_param SCRIPT_FILENAME /path/to$fastcgi_script_name;
# other fastcgi_param

}

try_files #§4EA] LAZE S SKIRAS 44 PHP % FastCGI RS- 28527, #7 PHP LR EFLE.
f£ Wordpress % R4 Joomla WA KA ALEH ¥ KRG LS 12-4 fios:
KB 124

location / {
try_files $Suri $uri/ @wordpress;
}

location ~ \.php$ {
try_files Suri @wordpress;

fastcgi_pass 127.0.0.1:8888;
fastcgi_param SCRIPT_FILENAME /path/to$fastcgi_script_name;
# other fastcgi_param

}

location @wordpress {
fastcgi_pass 127.0.0.1:8888;
fastecgi_param SCRIPT_FILENAME /path/to/index.php;
# other fastcgi_param

12.1.13 user %S

1&¥%: user user [group]

www.TopSageieomtynx: & Apache #9514 Web ik %
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#XiA{E: nobody nobody
Bl user www users;

%F54 M T EEB1T Nginx Worker AP AA, BRIAMAHF 41404 # & nobody. 4N
RALWHIRE, Nginx WBRAA L 5K L8,

12.1.14 worker_cpu_affinity #%

&7 user user [group]
ZRIAE: nobody nobody
£7%: REEFE Linux FIFHhEH.

ER T4, IRATLLA®A Nginx Worker #2482 18 & H— 81 CPU (X% CPU EH BB ,
Nginx A sched_setaffinity() B #{ 48 E CPU.

BT

worker_processes 4;
worker_cpu_affinity 0001 0010 0100 1000;

S HlE A worker HFEGEE — > CPU:

worker_processes 2;
worker_cpu_affinity 0101 1010;

7 Lld, BB— Nginx Worker #2485 T CPUO/CPU2, A Nginx Worker #2485 T
CPUI/CPU3, XFHECEEM THEEIK.

12.1.15 worker_priority $§%

¥&7%: worker_priority [-] number
BIAE: on
i FE 2R T W] DAL BT (1) worker #2493 B 56 1H

12.1.16 worker_processes 1§%

#&¥%: worker_processes number

BRIAME: 1

stAE Nainx: JRFE Apache 895 M 6E WeW‘[‘OpSage' com
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L]

7~1): worker_processes 5;
Nginx 7] A % 4 worker 372, JHEWTF:

(1) R SMP W4T, RORELZ CPU LH. SMP B2 E “SRE L
#” (Symmetrical Multi-Processing) AR, I8 —MTEN RICET —4 43S (£ CPU) ,
% CPU ZHHENFTFREK DLW, ERMMNEMNKRELHEEARMETN. NATFTZ
BIIFATHAR. TEXFSEM D, —GEEARMAAS CPU AR, TR g% A b B 38 IE 4T 845
REWBE—EE, HFLERNEM—SHENHILMEE. BRABEHEZ A CPU, HENER
HAEXRE, ENNERRBE—SBIL—F. REBITENFTINHRbSHTFLA CPU 2 1,
MR KR HR & T A RGN B AR ). T A ML BE AR A0 T LIPS U5 I WAE. /0 Fngb
. ENRELBERGE T, RERERRETHE CPU HLE, TIHEMFEARBIHS M
BfrATRLEEZ b

(2) e/ D FEZEREA VO FHEE L EEIR R A,

(3) H{FH select(/pollOETIAT, el MR 4N IFE 1S,

iBiE worker_processes £ worker_connections P3N 4RI LAV i K% P imiE B, 7B
AXF:
max_clients = worker processes * worker_connections

12.1.17 worker_rlimit_core %

W ¥: worker_processes number

ZiE M TIRE®A Nginx B K core LK/,

12.1.18 worker_rlimit_nofile 154

&% worker_rlimit_nofile limit
7~f5: worker rlimit nofile 65535;

%iE4 M T8 Nginx #EF2 0T LUT FF A B SCH-HR /s .

12.1.19 worker_rlimit_sigpending 1%

1BV%: worker_rlimit_sigpending limit

7~#l: worker_rlimit_sigpending 32768;

www. TopSageébtiginx: Bt Apache KB Web % 5
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(Linux 2.6.8 LA EAESIHR) %4848 WA K IER /2 1D #9HFEGE

12.1.20 working_directory &<

1&7¥%: working_directory path
ERINME: -—-prefix

%354 A THR5E Nginx FITAEE R, path P ARMEHALXNBRE. %< RERIMEN Nginx
A configure SCIF4R 1% ket , Z%(--prefix==PATH 15 & {IF# 12

12.2 FEHRTS

FEXERIESP, WAL TRRRRAARE B

$nginx_version

HATIEIT I Nginx A5 .
Spid

HEID 5.

Srealpath_root

Root H R4 M2,

12.3 BHERES

Nginx MR R 3 H] Nginx 22U BLIERNIEOH, RIEBRIES—F, FHERNE
A E7E Nginx MECE RS LK. Till, RIIKMA Ngink FHERFEFHHEL.

12.3.1 accept_mutex &%

#&¥%: accept_mutex [ on | off ]
BRINE: on
Nginx {f &8 B FBEATIRFH acceptO R

SC4E Nginx: A Apache 895 1 BE Wewrepme.wm
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12.3.2 accept_mutex_delay 1£%

V&% accept_mutex_delay Nms;
ZIAE: 500ms

MB—ATERESE RS, THESD N EDERZ FERERFEEF8. BARNE
IBFF R A 500 255 .

12.3.3 debug_connection 1%

&7 debug_connection {ip | CIDR]
¥RIME: none

M Nginx 0.3.54 F A FF 44 37 £ CIDR Hihk#g 3 X ANE IR T8 5% IP/R & (1 A P il H 3
I

error_log /var/log/nginx/errors;
events {

debug_connection 192.168.1.1;
}

12.3.4 use S

TE%: use [ kqueue | rtsig | epoll | /dev/poll | select | poll | eventport ]

R ARLEN F Jeonfigure WP 4EFERSE Nginx B, #RE T — ML LRMSEMHER, WEEFK
Nginx {§f FIRFp B4R . RGBT IE R SR FreeBSD 4.1 L LfRA, #E7E{# A Kqueue HIRY,
IMREIRME RS Linux 2.6 UL EAARA, R epoll AL, MAEHBRIERLZ Solaris
10, #EFE{EA eventport #%!, Kqueue. epoll. eventport 535/ T FreeBSD. Linux. Solaris #1f
RY PR RIAR L,

12.3.5 worker_connections 1£%

¥&7%: worker_connections number

ZIRSHTRESN TR RS AEMERES. & worker_connections F1 worker_proceses
(Nginx TAE#HEHO ATLLTHE H Nginx ARS-28 REE LB B OEHES max_clients, THE AT

max_clients = worker; processes * worker.connedtions

Www_TopSagéf'%fﬁlhx: B Apache 895 1#58E Web R 7%
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BRARIF/E T 8 I Nginx 372 (worker_proceses ), ¥ & HJ worker_connections ¥4 4 32 768,
AT A SR max_clients 4 8 * 32768 = 262 144, X R EHIBME, LHEBHT, ZTRMERL.
AT S QERI RS, BOREEBURE AT 262 144 1.

R AAREBERT, BXRERPERT
max_gcl»i,ent’s =-worker_processes. * worker_ connections/4 .

25, Internet Explorer H A% E HEIAT RN SIRE SBIMEHE, T Nginx R R—A3
(et PRk iUk PuYEd SLE; I =g

SLa Nginx: JR1E Apache 892514 8 WenRifeT opSage.com
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AT HTTP BEERETES ¥ Nginx i A b4k, BRAEMEA configure dy44E 141
XL,

EAFNIRLSNHT, {80 “MWEHMEE” 21%54 0 LATE Nginx BLE O ERKALE,
BIaAEFHFREEA “hitp, server, location” , RN1%IRS AT LAFELL FALEAE -

http { ...... VKFES A server { ... }XHE5 AN location { ...... }RKFESW.

13.1 HTTP B94%0HR3R

13.1.1 alias 5%
¥&¥k: alias file-pathldirectory-path;
BRIME: no
{EFFFBE: location

%fE4 H T URL MU REBRRZ M LIRS . 'E5 root 15411, 1B M T root
RERALHE, BEMAREK URL M4 RERR.

BT

www.T. GpS@ é‘é‘%ﬁimx: R Apache 895458 Web IR 7§
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location /i/ { alias /spool/w3/images/; }
eI, 1hR URL Hbtik “/i/top.gif” &IR[EISCA: “/spool/w3/images/top.gif” o

B HRPBET, TUMEFRZE. E&H FNFREXMN location #, AEE(HH alias 152,
WRYRARER, ATLMEH rewrite 1 root #5844 AR LI

13.1.2 client_body_in_file_only 5%

¥E{: client_body_in_file_only onloff
BNE: off
{f 3R http, server, location

ZAR A ARV —ANE R EE R A AT R B — A, ﬁﬁ#?f%ﬁﬁ%ﬁi)ﬁ*%ﬁ%ﬂ‘%o
fEWE Perl 1, Z%$54 1 LAE TR RSr->request_body_file 757

13.1.3 client_body_in_single_buffer 5%

1875 client_body_in_single_buffer
EIME: off
{EFFRIE: http, server, location

4 (0758 LLEMRAH) RERBTREEMAFTE-NBE—RNE/iEREFK 4.
BT AL B Srequest_body B HIEF A .

13.1.4 client_body_buffer_size 8%

¥ client_body_buffer_size the_size
ZRIMHE: 8k/16k

¥ H ¥R http, server, location

~fl: client_body_buffer_size 128k;

HRAIEEFIRERABTHEIR KN MREFRIERABTKTENX, BMEKRA
ABHERARBEE AN . R DMEA T I/ RPE, A 8k 2L 16k.
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13.1.5 client_body_temp_path £%
#%: client_body_temp_path dir-path [ levell [ level2 [ level3 ]
2RIN{H: client_body_temp
fli B3R5 http, server, location
ZRRSHTIRE RO RN BN XM EHR. SFEFREZXFIEFEXR.
GNUE
client_body_temp_path /spool/nginx/client_temp 1 2;
LA ERBI B g5 0.

/spool/nginx/client_temp/7/45/00000123457

13.1.6 client_body_timeout %
WE¥k: client_body_timeout time
ERINE: 60
{FHIIFIE: http, server, location

“%fE vﬁﬁTﬁﬁ‘b&ﬂ)&%)ﬂma/ﬁl’ﬂﬁmﬁﬂfﬂﬂﬂ] WRBL %S4 W E KA R, Nginx $iR
[7] “Request time out” £5iR{5 8 (HTTP RE&RA 408) .
13.1.7 client_header buffer _size &%

B client_header buffer size size
BROAE: 1k
{EFHHBE: hup, server

ZIES M T WEE S HiER A Header SKERIH XK/ o X 45K 2 0F KK, 1KB K/MK Header
KEXEE LY, EENT Cookie ABBKMIERKUL, WHEASA, RaCInKiZE.

13.1.8 client_header_timeout &%

&% client_header_timeout time

www.To psag%gé\/rﬁnx A Apache BIEZMEsE Web BRE S
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ZRINE: 60
{§FI3F5E: hitp, server

%3R4 T BRI E A K Header k15 BRI ] SR 23RS W E MRS,
Nginx $i&[A] “Request time out” HiiR{EE (HTTP K& N 408) .

13.1.9 client_max_body_size 1#E<

15 client_max_body_size size
BME: client_max_body_size Im
{F Y. http, server, location
7~l: client_max_body_size 300m;

ZSHTRE AT EZNE iRk ARB A E, MEFmiER Header k5B RE
f] Content-Length (1 A(E . WURMEITZIE4 R ERB KM, Nginx &[] “Request Entity Too
Large” $5i%15 8 (HTTP RASH 413) . H4ERIAED IMB B, 15 Nginx R4 3424t Ef6 IMB
PA_E BRSO A, BN KA%1E .

13.1.10 default_type %

& default_type MIME-type
BRIA{E: default_type text/plain
{35 : http, server, location

MIME-type 72 i 3K 45 VR 30 ST 8% 3% SR (0 SO 4 26 800, 51 MIME-type 44 text/plain 7~ i%
SO R SCACHE, text/htm] % 3CHF 2 HTML B T30 . R Nginx Tk R Z S & T #
MIME-type 255, W i% R84 default_type 184 1% & ) MIME-type.

Bl
location = /proxy.pac { default_type application/x-ns-proxy-autoconfig; }
location = /wpad.dat { rewrite . /proxy.pac; default_type

application/x-ns-proxy-autoconfig; }

13.1.11 directio 1%

Bk directio [sizeloff]

Skt Noin: Reft Apache 1A WERIRER. s nsane com
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2RINE: directio off
{H F3F 5. http, server, location

EIRAMTWE N RA, BB K NE, ¥ O_DIRECT #r%
(FreeBSD, Linux) . F_ZNOCACHE #5% (Mac OS X) B directio() BB (Solaris) FKiZEiZ
o FTH ST G A O_DIRECT, R A LG buffer ZM X, T HEZEEL DMA BB CH.
DMA HEXHER “Direct Memory Access” , JUENERREEHEANGF R, B2—HA&
CPU i B3 A A F277 BUEOHE 1R B A e 2
directio 54K 1 sendfile TNEER K X T KCHRUL, (FARIESRA M. fELLTRRHS)
i, BE T 4MB L EFISCHE A O_DIRECT. F_NOCACHE #% K, directio() BiETiLM:

directio 4m;

13.1.12 error_page 1%

TEVE: error_page code [ code... ] [ = l=answer-code ] uri

ERIAMH: no

ffi FH3A5E: http, server, location, if in location

R4S AT R B MR IR E M HTTP 4520 &ME, WER[ES & F iy B8 B S URI #iht .

REIWTF
error_page 404 /404 .html;-

WRIBF] 404 5 RREE (FEmERKOTTEAEE) , WE/RTEER/M404.honl SCHRELS
&P e EE/404.html ST R/NABEREL 512 17, 7MW Internet Explorer ¥ %085 e BRUA 4 Ho 4w

WRUUE, AR E /404 html T .
error_page 502 503 504 /50x.html;

InRIEE] 502. 503, 504 HRRAN (REHFHER . WEREEH/S0xhm XHEHESER
F
error_page 403 http://example.com/forbidden.html;

WMRIBE] 403 #IRREN (REFCEEMIER, HRELAPITE) , MBHEE URL it
http://fexample.com/forbidden.html.

e, IERT LU B HTTP BU4RRMA RS 0 B RAS,  DLESELE R - i BLAS REOB 34, Blin:

error_page 404 =200 /empty.gif;

W RBF) 404 FHRIRE (B EIEROITEAFAL) , FREHEZCH 200, FHERIEEK

www. TopSag& G- Kt Apache 89515 Web I 5
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fempty.gif SRR K P .

YR SR R AR IR AR A BT T & PHP %5 FastCGI #2FF, WIBITLE error_page il L=5.
error_page 404 = /404.php;

R RAER B R R ASES, W3 error_page 4P =5 .
error_page 404 /404 .php;

13.1.13 if_modified_since 3%

i&vk. if_modified_since [offlexactlbefore]

ERIA{H: if_modified_since exact

{fFHERES: http, server, location

if-modified-since & H1 % /7 st W88 Nginx IRE 3 KEMLE R DHEIKIERAMAFAENSE
FEER, ZrmyiEasaMid if-modified-since k15 8K JE AT Nginx AR 45 2% 55 & il Sk 8
Last-Modified /518 BT AIBK R 1K B2, XRZH T ik Nginx IR & 2R BT 303E, 5 XA o] &
HEE P mRTEEERET. MENESEHN, WREHHAS: WEEETH, WiRE 304
REBEREF mN WSS TR TUm SR, TRENEMSHAT LB I i,
IXFEE M2 EAER B Bt S KR, WAl iR v i i Bon 3, H R RisE R & 28 1de.

if_modified_since $§4 (Nginx 0.7.24 UL EIRAS ) H T3 & W4T 2 b % - iR 5K Header
S5 B EY “if-modified-since” 3048 HIME S IA] .

e off

ARE “if-modified-since” F3K k;
o exact— A EER/F &
XS RN %2 T “if-modified-since” 13K Sk HI T H]

¢ before

13.1.14 index %

Wi%: index file [file...]

BRAH: index index.html

fEF¥R3E: htp, server, location

%54 H TR E Nginx FIBRGAE .

] 1: ZE 304 AT LUE A AR B, 3 BB R9BRIA 1 TU SO T LU A 4 %4 B 42 (Bl /index htmD) :

SE4E Nginx: BRfE Apache 895 1458 WW opSage.com
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index index.S$geo.html index.0.html /index.html;
1 2:
index index.shtml index.html index.htm index.php default.html;

AR FEA B R T BA T E BN U0, WIATBATFE LU T H4, BoR 460 B XM H-51%.

autoindex on;

13.1.15 internal &%
157:: internal
BRIAE: no
{FFEF55: location
ZFe 4 F T B KA location B 12 R AELE Nginx WHMH, ALV .

Bl 1:

error_page 404 /404 .html;
location /404.html { internal; }

Bl 2:

location / {

root /var/www/html;
error_page 404 @40x;

}

location @40x {

root /var/www/errors/40x.html;

}

13.1.16 keepalive_timeout 5%

184 keepalive_timeout [ time ]
BRiAMH: keepalive_timeout 75
{FFH¥R8E: http, server, location

keep-alive ZhEERI {2 F i B IR & 23 0m MEBFEA N, B I AR % 28 405 4k 15 SR &
keep-alive DIRE AT #E G L S E BT @ LR, % LA KTBS Web fIR%- 38, U5 1IS. Apache.
Nginx. Lighttpd, #(3# HTTP keep-alive. X F#RUEFHSAFMHMuEKBE, ZAEEFRE
A. B2, XFREBREHMERE, XEFERNS—IEE: BRIZEFRETIFNEERS

www.TopSageeom: R Apache 695145 Web R% 5



198 % 13F Nginx RIFFAE HTTP 2R

—REMEAL, BEREZWT G, RAEEEHE, ARTURBMBEIIHESH. 4
Web IR & 28 F N H IR B R R — B HL8% LIS ATHS, keep-alive DIREXT WA A E ML HRH .
WIhREA HTTP 1.1 FRIX A Th 8, HTTP 1.0 0 L keep-alive header t1 7] LA4R it HTTP fO#E4E/EH
ThfE .

HIESH T IRE keep-alive TEHGBR BT, (FHIZELE - ANSEREMHE (B BER
7E% H 1Y) Header 3k keep-alive: timeout=time . A5t, L5 W48 RZ# keep-alive.

46, 72 IE W88, 3 %28 B 5 PR keepalive 8] 24 60 5. To18 R % 7 I 34 50 2% CInternet
Explorer) 42 Web R4 28 20 H BB (KK keepalive {H, XUEEE M EIRE. Fin, WEER
HOBRMERR 80, M Web JRESBMERER— 60, NBRXEMEE 8. BPmERE
BEATLUR R HIEE .

13.1.17 keepalive_requests 154

7B¥%:: keepalive_requests n

BRIAME: keepalive_requests 100

{55 http, server, location

WE— keep-alive HHEAMFHIIRE . —WKIERERG, MR ZEREHHREREBL
keepalive_requests i % ¥ B I H K IR, WIAR £ 28 3F AL B0 B Wi FF a8, 2 H 2L 3
keepalive_timeout $5-& B E AT IA], 7 R MEHE.

13.1.18 large_client_header_buffers 54

1&7k: large_client_header_buffers number size
ERIA{E: large_client_header buffers 4 4k/8k
FH*3E: htp, server

ZIRSHTHRER S IEKN Header SkBWIX K/, BRIAMEN 4KB. EFIRIERITAEER
I large_client_header buffers 1§44 & & K, &/ iFERM Header K15 EARBEKT large_
client_header_buffers f§ 2 BRI P X K/, HFEH “Request URI too large” (414) 2% “Bad
request” (400) £HiR. GRE I Cookie {5 BN, WIFIBMBEFH X K/, REIWF:

client header_buffer_size 128k;
large_client header_buffers 4 128k;

SE4¢ Noinx: R Apache 8975 1 8¢ VNIRRT A opSage.com
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13.1.19 limit_except §%

T&¥%: limit_except methods {...}
%Kikﬁgz no
fEFI3IE: location

%364 FH T BRI HTTP J7i% 8] location I A, RBIIITF:

limit_except GET {
allow 192.168.1.0/32;
deny all; '

}

13.1.20 limit_rate %

iH{%: limit_rate speed

ERINE: no

{§FEF3E: http, server, location, if in location

TR T ERRE, BRERAE N, — RERM HTTP THRENA+ <A
%354 . R AR - MEEEN, WREFRFBHNER TR, FRMEESERIEENPE.

Bl 1. PRI EERN T BOEA N 100KB/S:

limit_rate 100k;

B 2. TR &M T TR IRE ) fE:

server {
if ($slow)
{
set $limit_rate 4k;
}

13.1.21 limit_rate_after 5%

& limit_rate_after time
BRIA{H: limit_rate_after Im

{335 http, server, location, if in location

www. TopSag@#gyx: KA Avache 89ZHAE VWeb IR%#
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HIEA TR E—/NEWH (Fltn IMB) , FHMFNHEATIZERE, limiCrate 3541 R
HINEEAAR R . *T MP3 FEZ48. HTTP 77:\(% Flash FLV ¥ A5 M, k4K &
BEIARH R

Bl: FT&ECHEFHEHE IMB G, MBEA 100KB/F.

limit_rate_after 1lm;
limit_rate 100k;

13.1.22 listen 5%

#&¥%: listen address:port [ default [ backlog=num | rcvbuf=size | sndbuf=size | accept_filter=filter |
deferred | bind | ssl |

HRIAMEL: listen 80
{FFHEAHE: server

ZHA M T WE L LA IR 45 28 Mk F i 115 . R AT LLR] B 5 T AR 45 3% b ik g O
5, WAL RRE 4 1P bk, SE—MNn0S, RE— DRSS EL . R listen 54 HigE—
MRS 228 IP Hhdik, AT RN LS K 80,

RBINTF:

listen 127.0.0.1:8000;
listen 127.0.0.1;
listen 8000;

listen *:8000;

listen localhost:8000;

W IPV6 Huhb 7Rl bn F

listen [::]:8000;
listen [fe80::1];

Bl S LCTEE, WOARE SRR ENLRN SCFF HTTP 1 HTTPS:

listen 80;
listen 443 default ssl;

13.1.23 location %

&% location [=l~I~*1A~] furi/ { ...}
%ﬁikﬁﬁ: no
1 server

St Nainx. R#¢ Apache 893514 ¢ ViWARFAT opSage.com
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BARA AW AREK URI BT ARMACE, B LMEHFR S, dal UER ELFRER. 4
HIENRER, SER LT 4.

(1 ~*, RAKFKNEHLE.
(2) ~, RAERDPRANFHLE.

ELEEF, Nginx B ELELEFH S, REaHLEENRER. RRBIE—ENRE
Xa, aFIERR. MRLERENRER, WEAIENREFHERER, WRBRALARIE
WL, WA TR B ERER.

ATLMERRTR “A~7 REEEILEERI T8 fE, BEREENFRER . ILEE URIE, KiEiE
2.

AR “=" n] LLEATRE A URI ILED, S #£B|ILECH) URL, W5 1EE#). B “location
=/", REEILECE] “/” , T “/test.html” M ARE#ICELD.

IENFRAX LR, HBEMNEREXHFRIMEHRT, SEmAmEt.
AEIINAHES 13-1 BiR:
A1 13-1

location = / {
# P AL/
[ configuration A ]
}
location / {
# EEATENA/ ki B, (2R EMARXBEKOFHE (FlHo/adming/ ) B4 RER,
[ configuration B ]
}
location "~ /images/ {
# IEEAEFTIL images/ TP A9 F &, HFHAREN &, ATOEM AKX RS,
[ configuration C ]
}
location ~* \.(gifljpglipeg)s ({
# WA .gif. .ipg. .ipeg HAMETHR. 28, /inages/N#iFKA4£A Configuration Cc ¥
BE.
[ configuration D ]
}

~

R SEYINGELE N TE
¢ /->configuration A;
¢ /documents/document.html -> configuration B;

¢ /images/1.gif -> configuration C;

www.TopSagé?@‘dfﬂ’"Xr A Apache BIEM5E Web fE% 5%
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¢ /documents/1.jpg -> configuration D.
R LR AR RS 2 SOX 4 NMRE, B7, RRsRE—HEK.

F4h, HR “@” B—IMw&IRic, X location A& FIEHFIER, BATEE RH T
HHHMAEER (0. error_page. try_files) , w~FREMW 13-2 fis:

KB 13-2

location ~ \.php$ {
root /home/www/htdocs/;
index index.php index.html index.htm;
error_page 404 502 504 @fetch;

}

location @fetch
internal;
proxy_pass http://backend;
break;

13.1.24 log_not_found 1%

¥&¥%: log_not_found [onloff]
2RAfE: log_not_found on
{EFA3F5E: http, server, location

A KA AR 404 #RAE, XNMESTTLUHEREE L Nginx 127K AE robots.txt
A favicon.ico XK I IR(E B .

13.1.25 log_subrequest #%

7&¥5: log_subrequest [onloff]
ERAME: log_subrequest off
{FFH¥R3E: hip, server, location

ZH84 MR B EhERZE IEFE access_log Fid kI rewrite rules. SSI requests & FiEK.

13.1.26 msie_padding &%

¥E¥=: msie_padding [onloff]

LAt Nginx: R Apache 895148 WWOPS&Q& com
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¥RIA{EH: msie_padding on
{fi FI¥ 5% http, server, location

M4 X I E T B MSIE 31 %1 8% /) msie_padding 4§44k, 25 3 F b0, Nginx £ 4 response
SR 512 FU, IXPERRBE L T I B ARG A AP IR U, PRI AN S BRIE £ A IR
E3-8

13.1.27 msie_refresh %

if¥%: msie_refresh [onloff]

ERIA{H: msie;refresh off

i FI¥R8E: hup, server, location

kR4 i EREE 1L 4 MSIE FRIR—A refresh i A& E5E i) .

13.1.28 open_file_cache %

#i%: open_file_cache max = N [inactive = time] | off

ZRIN{E: open_file_cache off

{fi FIEF 3% http, server, location

%ia4 H T RET IS MET. LU E BT LR

o FTFF AR FF I8 S48 R /N R 5T T

s FEMEREER.

o BEMMHRER: XHRFE, THRIEREHR.

o max—IREEFHAEE, HEFHERBAN, H/H LRU MUEREEEAN. &
AL AT BV 8 IR A

e EA ML R, BOAEA 60 B,

o off —KMEFE.

B

open_file cache max = 1000 inactive = 20s; open_file_cache_valid 30s;
open_file_cache min uses 2; open_file_cache_errors on;

e inactive

www.TopSagereominx. &1 Apache 895145 Web IR
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13.1.29 open_file_cache_errors 5%

1&¥£: open_file_cache_errors on | off
ERIAE: open_file_cache_errors off
{35 http, server, location
ZIRAWERT A RERIUMNEEER.

13.1.30 open_file_cache_min_uses 1%

¥&¥k: open_file_cache_min_uses number
2RIA{E: open_file_cache_min_uses |
{HFH*F3%: http, server, location

{54 T 7L open_file_cache 154 Bt B B 18] P SO BB /ME R 8. S0 SRAT FF B SCAFR
SRR, NXHRBFRFEFETRITIFRS.

13.1.31 open_file_cache_valid %

V4. open_file_cache_valid time

2RIAH: open_file_cache_valid 60

fEF3E: http, server, location

%54 H THEME open_file_cache 154 KRB RN &], BAL K.

13.1.32 optimize_server_names 1%

J&¥£: optimize_server_names [ onloff ]
ERIAE: optimize_server_names on
{F A E: http, server

IS BIE TS A B T A MR R, EmTREPERARNENZEEN. o
SATFARMIET,  CLRATY BT B TR MU AL, VT —AN 1P Mk ABT 2138048 B AR 5 283t
it SmONFARNKE, REEHRIRE, HFENTEREEMMERNSE - SRFFNBIR.

St4% Nginx: ERFE Apache #9514 8E WWﬁopSage' com
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WMRER RLAEMENSH BEEZE mREEY, BAXNMSHLARE R off.

HE: XNSRAEIE nginx 0.7.x FRAF{EH, i&#H server_name_in_redirect.

13.1.33 port_in_redirect {54

&¥%: port_in_redirect [ onloff ]
ERIA{E: port_in_redirect on
{EFIFHE: http, server, location

%454 LVFEBE L Nginx B3 )13 F2 5 93 D #4E. R port_in_redirect 4 on, Nginx 7Ei%
KEE F B ARSI L3R E.

13.1.34 recursive_error_pages 1%

¥&¥%: recursive_error_pages [onloff]
ERIAME: recursive_error_pages off
{FJ¥F$%: hitp, server, location

%84 RTFBEE R T 8 —4 error_page #5422 4N error_page 154 .

13.1.35 resolver 3%

1B resolver address

BRAE: no

ff FI¥R5E: http, server, location

13.1.36 resolver_timeout ¥4
T&¥%: resolver_timeout time
BRAE: 30
{£F3R3E: hitp, server, location
%984 H TR E R B .

www.TopSag&&diy: &rt Apache BB HEE Web 1%
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13.1.37 root 3%

H¥%: root path
ERIA{E: root html
{#FHEREE: http, server, location, if in location

ZAEA E TR IE K A SCRYAR H . B, BE WA location /i/ { root /spool/w3; } R,
i#3K URI #udik “/istop.gif” KR [EISCHF “/spool/w3fistop.gif” (A 2544 25 J7 ¥t o

13.1.38 satisfy_any 5<%

&% satisfy_any [ onloff ]
BRINME: satisfy_any off
¥ FHZREE: location

ﬁ??ﬁ"%‘iﬁ?ﬁﬁ@&"’ﬁﬁﬁﬂ]ﬂ‘]ﬁfﬂﬁmﬁﬁ, B W BLFE NginxHttpAccess & Bt af
NginxHttpAuthBasicModule 1 {ii F .

location / {

satisfy_any on; i

allow 192.168.1.0/32;

deny all;

auth_basic "closed site";
auth_basic_user_file conf/htpasswd;

13.1.39 send_timeout }§%4

&1 send_timeout the time
2RIMME: send_timeout 60
AFF¥F8E: http, server, location

Zie4 A TR E RIRA R U N B i ). R RIEHHMT TRIR TCP BF, &%’
F ¥R established AR E] . @ RBLLIXANE A, 2/ REA WM, Nginx UISCHERE.

13.1.40 sendfile #§%

1&7%: sendfile [ onloff ]

SE4¢ Nginx: B Apache 895 14 B WeWFGpS@@ com
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ERIAME: sendfile off
{#F¥R¥%: hitp, server, location

ZAR4 B A A sendfileO A %i. sendfileQRAER T 8348 R AN SRR 15 2 1A KR E
BRE, XA NLERE R TE NAZ P ERIEM, FTLARRA “F# 017 . sendfile BRHIEL read I write BR %
ERBRE, A read 1 write ENEURE B H N HZ84TH#/E. (H&, 7E Nginx #2475
BT, HILE A sendfile LW sendfile MEEMME D, FTih, BESHEREIUEHR
T

13.1.41 serverig%
V&% server {...}
ERINE: no
R http

%4 HTFRE BRI EN. 7 server (...}, #H listen 1§45k —MEMENHE LT
IP flsw O, {5 server_name 54 R EAR R M B ENLFR.

13.1.42 server_name <

iBV%: server_name name [... ]
#RINMH: server_name hostname
A server
ZH4 E R T IR

(1) WX 4EHK Header k{5 B Host 342, RILALZIER N 1% B8 B LA
& server{...} A,

AR L 5E B35 B LA T BUFHRAT -

A B4,

B. DUEEAF A KIS A, Hlin “* example.com” .

C. LBREFLREMEAZ, Bl “www.example.*” .

D. A ENRXARIZES.

W15 Header k15 B 4§ Host 34 #£ % server{...) A ILACIR, %KM % M L FRE RN

WWW TOpSagg ‘g’g%ﬂ"’x . B Apache B9Z5 1 EE Web IRESE
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JFH— server{...} AL HE
A. listen ¥54#FRIA default [ server{...}.
B. #—/MHIR listen 64 (BEBRIN D 80 3 H) Y server{...}.
(2) U5 server_name_in_redirect &4 on, BEMEH LGP T HTTP EE M.
ARG T

server { )
server_name example.com www.example.com;

}
BB N RS FBHIERM AR, ZEMENRENA (hostname) BIAZAFR.
A LMERTBECA 7 RAEIEAZ IR R SRS, .

server {
server_name example.com ¥*.example.com www.example.¥;

}
PLEBANRE 284 FF (example.com #*.example.com) B] L5 g —4]:

server { :
server_name .example.com;

}
MRS RARL IO IENFRER, EEMNRERA ML “~”, il

server {
server_name www.example.com ~"“www\d+\.example\.com$;

}

R EMAEHEHT HTTP EE W, MRE & RPEEH Host L5, B4 Host
L5 B BB LA server_name, /RA] LF A “*” 35| Nginx 7E HTTP Z € i R4 A Host k(7 :
“x7 REAER B ENKHE DB, BE, RATUERA—MIERR 7 RREE B -

server {
server_name example.com *;
}
server {
server_name __ *;
}
VR 7E Nginx 0.6 JRAS AR B RH AN

server {
server_pame. _

}
M Nginx 0.7.12 JRAT 4, XHTZHRRS /LR, FRLEARLREIEE Host KEBHES
iE R

Skt Noinx: Rft Apache B WeL BER s sane com
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server {
server_name "'

}

M Nginx 0.8.25 AT, ATLALE server_name IFNZik X 48 F dn 2 [ #R2E & (named
captures) , A& HFE 5 kIR UL KRR .

server {
server_name ~"(www\.)?(?<domain>.+)$;
location / { '
root /sites/S$domain;
}
}

— £ ) PCRE IE M FE A FESRBE T JAULUF ik, W SRARTESE A v 42 AR 3R A i B 2
e, ATRAZE A LT R

server {
server_name ~"(www\.)?(?P<domain>.+)$;
location / {
root /sites/$domain;
}
}

13.1.43 server_name_in_redirect #§%

i, server_name_in_redirect onloff
BRiA{H: server_name_in_redirect on
{EFFR3E: http, server, location

W15 server_name_in_redirect 74 ¥ & on, Nginx #¥{EH server_name #F& B E M —
NEFRRFERE . WWH server_name_in_redirect 54 ¥ B 4 on, Nginx ¥ F 25/ dm i =k - (1)
Host k15 SR/ E 2 .

13.1.44 server_names_hash_max_size #{5%

Thi%: server_names_hash_max_size number
BRIAME: server_names_hash_max_size 512
{EFAFRBE: http

%ig 4 H TR e RE B2 HRR R BOKE.

wWwWw.T opsm%'%ﬁhx: AL Apache 89 1 GE Web fEZ 58
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13.1.45 server_names_hash_bucket_size 5%

k. server_names_hash_bucket_size number

ZRIAMH: server_names_hash_bucket_size 32/64/128

fERIFAE: hup

ZIRA A TRERE B LRMEAHERMERD. ZBAEBRRT CPU 4.

13.1.46 server_tokens €%

T&¥%: server_tokens onloff

BRIAE: server_tokens on

{3 3E: http, server, location

REAHIRTHEEIRS 3% Header k4 Nginx A S 4% 7 iml 4.

13.1.47 tcp_nodelay 5%

Eik: tep_nodelay [onloff]

BRiAME: tcp_nodelay on

{F 3K 3. http, server, location

HHe A Ao g A % 1 TCP_NODELAY, SUEM T keep-alive % .

BRABR TEIEREN, IEHERSD LRE, TS HELNEHR— M, X
DU 10 KEMME . BESR R REROFVHEF S, #FH TCP_NODELAY B %47 B [8) g
Bk, FRELREREEETFE.

13.1.48 tcp_nopush 8%
1&¥%: tcp_nopush [onloff]
ERiA{H: tcp_nopush off
{FFIF1E. http, server, location

a4 foYFER2E IE ¥ A FreeBSD -1 TCP_NOPUSH, #3# Linux LY TCP_CORK E#F

51 Nginx: A Apache 895 Web A
bt Noinx: KAt Apache 8IS HEAE 6’www‘%."%‘ﬁ)pSage.c:om
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BRI %R PNFE sendfile JF /8 RIBHE A ARAE A - R E 2GRN R KZ Nginx 7€ Linux 1 FreeBSD
4x b, REAE - M KEER HTTP & k.

13.1.49 try_files 3£%

W&k try_files param] [param2 ... paramN] fallback
ERIAMEH: none
{FFAMEE: location

%A HTEF Nginx RSN CHREFE, FEFHECRIPISCHIEAN URL. IR
HH B0, WEA location fallback ( “fallback” B LLHAEMLFR) . fallback £—NMEKRSEL
TR LR — T4 /Y location, #.A] LLRAEA A §E/) URL. 75%61:

location / {
try files index.html index.htm @fallback;
}

location @fallback {
root /var/www/error;
index index.html;

}

13.1.50 types #5%

i types {...}
{EF¥EE: http, server, location

%354 BT NZ K MIME-types ST B4, —4 MIME-types ] X MY 4. B
BT, ARy R4

types {
text/html html;
image/gif gif;
image/jpeg Jpg:
}

SEH ) MIME-types 5% & % B R 2 (¥ conf/mime.types X .
R ARAE 1L B LE Jocation {8 ] MIME 28%!. application/octet-stream, NAILAEA LI TEE

location /download/ {
types {1}
default_type:application/octet-stream;

S48 Nainx 055
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13.1.51 HTTP #&UERFPATLUERMES
Nginx HTTP %08 FF—4 5 Apache 28 42 FRAf Rl ) 9 AR &, 61201 $hitp_user_agent.
$http_cookie, Jt4k, MEITHRF—LL Nginx 457 I ABAZ 5 :
$arg_PARAMETER
ZERAE T UEAFRHBRN, GET HlKAIZSHME.
$args
BANZEEFTHRITPHSH.
$binary_remote_addr
—BEHIRE R S Stk .
$content_length
XA RS T % P ER k) content-length {H.
$content_type
XA ET % P ¥id KL 1 content-type {H.
$cookie_COOKIE

% ¥ 3K Header Sk /) cookie 3 fit. R4 “S$cookie_” ML cookie ZFRIIZR, % &
BIME RN K cookie ZFRAIME. PlME P iIERLPE—ITH AN AN “Cookie:PHPSESSID=
6fd171f5c1b4e42783f2b6b9d7124065; userid=2" , H4 Nginx 5B $cookie_userid FIEMNIA 2.

$document_root

XA RS T LA0EKRFTRF) root 154 ¥ E #3CRIHR B X ER 12
$document_uri

XA RS Suri K.

$host

EAERETE P UER L Host (H, MRZEFImiF KL &HE Host H, HAXNER
FT 0 HAE SRR PR S B AR 55 35 B FR .

$http_HEADER
BPRHK header SkFHIRER. MBS WA RKSATLHHHME - B TFRIL 7,

Skt Noinx: A Apache B 1A WRRBEEA onsane com
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RKEFEHERNGFH, FTEMLE “Shep_” , AL NKER ., 6li0% igiEskkd
cookie 1T ] W & A “Accept-Encoding: gzip, deflate” , H 4 7E Nginx PN H N EZ &
$http_accept-encoding, %ZEE HI{H N “gzip, deflate” . LI ZE R F : $hitp_user_agent .
$http_referer...

$is_args

nRSargs CERE, WZZBREHR", TUA".
$limit_rate

XA RE AV RGIEEEE.

$query_string

X ESargs KBl

$remote_addr

B IP st

$remote_port

$remote_user

XANZEEFETHFP 4, AuthBasic BT SR EIZER.
$request_filename

XN BRET URERKSCHEE, B root. alias $§4 & URL R4 K.

$request_body

EAZE (0758 MLERAZFF) BETIEKRK body FHAR. 7EMHH proxy_pass 3
fastcgi_pass 54 ] location ¥, XANTELETE X,

$request_body _file
%P uiE R E AR AR SO .

$request_method

XA EEET HTTP ke, B FHEK3E 4 GET 5 POST.

www.TopSag@ééﬂi’Xf BRHE Apache 895 M58 Web lRE5E
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£0.8.20 RZHETHIRAS, XMRERRET FIERMFNESL, MR LHTIERLE—NFiFk,
ZRBRMEI AR SETERNEIES.

$request_uri
EXNERETHE S MY URL
$scheme

HTTP }i% (5140 IE ¥ 5088 3% #:/0 hep 0 heps) o #HFEFH, R~EIWT:

rewrite ~(.+)$ S$scheme://example.com$l redirect;
Sserver_addr

BAZEETRE /AL, B, £-RAKRAE, EREMETUSE. WED T8
FFRGMA, WEAE listen 59 I8 ik, 3 BAFAHS4 bind.

$server_name

BRST 28 B FEHLA

$server_port

HRBAM RS SR O .

$server_protocol

BAZEETHERRHMPY, B ZERMEN HTTP/1.0 B HTTP/1.1.
Suri

EAZEET HANEKREN URL (NHSE0 , EWLRRTERAINME, #1000 LUk N R EE
I TS

13.2 HTTP Upstream &k

HTTP Upstream IR KA., REHHEAHHIBESL, 4 ip_hash. server. upstream
Ffe4. X—HHROERESE 6 EPM T IFENH.

13.3 HTTP Access &

HTTP Access fHR$Z T —ME R AT host ZLARKIVT 4. FidiZih, oL AKFE
1¥REm IP #hbt 8% 1P BLif MR E Rl L H .

St Nainx: B Apache 895148 WW?fopSage. com
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il

location / {
deny 192.168.1.1;
allow 192.168.1.0/24;
allow 10.1.1.0/16;
deny all;

}

13.3.1 allow %

1&:: allow [ address | CIDR | all |
BRH: none
fEHER3%:  hup, server, location, limit_except

FoFHE E R IP HhhkBR 1P B ja] F Lk e dol EHLER H .

13.3.2 deny #%
i&7%: deny [ address | CIDR | all ]
EAAME: none
{# I EFET: http, server, location, limit_except

ZRIEFEE () 1P kb 51 1P B i L8 gl ALK H %

13.4 HTTP Auth Basic &R

ZARHCR A2 T HTTP 34 5 0 Sl 14 B 7 2 MBS B 07 3, SRORS PR IR B SBL E HLER B 3%
BT .

location / ({
auth_basic "Restricted";
auth_basic user_file htpasswd;
}

13.4.1 auth_basic 1%

V&¥%: auth_basic [ textloff )
ERIAMA: auth_basic off

www.TopSageomx: R Apache 898515 Web i
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{EFIFIE: hup, server, location, limit_except

ZRSATHRERHNOA P, ZMNELERERR ML, HlRE auth_basic BHRAY
“Kingsoft” , ZFRuE 13-1 fioR:

location /admin/ {
auth_basic "Kingsoft";
auth _basic_user_ file htpasswd;

JEBH. comment.¥oyo.com| ..

uF Kingsoft B2 comment. xoyo. com ERkEP
AR,

B RS BT T o e P A

I8 AR

RPEW: | V]

=B e l ]
T

LmE | BH |

13-1 auth_basic < EHNEFPIBILEFIE

R E auth_basic off, 2] HTTP EA & {3 K1l .

13.4.2 auth_basic_user file 5%

¥E¥%: auth_basic user file the file
BIAME: no
{EF¥ 3. http, server, location, limit_except

%384 Ti% & htpasswd FHHL LRI ZH#R. 7E Nginx 0.6.7 lR A A, htpasswd FH5 44
#8424 Nginx 2235 H R, 7F Nginx 0.6.7 liA 2 J5, htpasswd 53 3CHE A% B% 72 4 nginx.conf
THFERSRE. WREH Nginx Z3 % ust/local/nginx/B 2T, FFRET “auth_basic_user_file
htpasswd;” , FF-A Nginx $F3:E/usr/local/nginx/conf/htpasswd X4«

htpasswd ZRECAF A& X T -

ST4E Nginx: R Apache #9545 WW#op%ge com
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YT
AP 2: %2 38
RAPL 3. %53

PRt AT LME A perl QI #HE A, pw.pl FIAEWT:

#!/usr/bin/perl
use strict;

my S$pw=$SARGVI[0] ;
print crypt{Spw,S$pw)."\n";

RIGHAT:

chmod +x pw.pl
./pw.pl password
papAg5PwY/QQM

papAqSPwY/QQM 2 password (¥ crypt)# g,

13.5 HTTP Autoindex &k

BRHH TR BB HRIIE. ZERAEERABIBOAK index TR AR H -

13.5.1 autoindex ¥E%
PBi%: autoindex [ onloff ]
ERAH: autoindex off
{fi Fi¥F 55 . htp, server, location
ZHE 4 SRR IR BB H RFER.

13.5.2 autoindex_exact_size 5%
iEvk. autoindex_exact_size [ onloff |
BRiAME: autoindex_exact_size on
fEFFRIE: http, server, location

%IE4 AT RE R 4 847 B BRFIRP MR R, BUATT, 5# KB, MB. GB.

UL &K crypt (3) e, ARSTUAEAE Apache 49 htpasswd #25  AR F AL,

WWW.T Opsag%ag‘é}(ﬁhx: B Apache 895 8¢ Web iR 5%
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13.5.3 autoindex_localtime <

181 autoindex_localtime [ onloff ]

ZRIA{H: autoindex_localtime off

{ F¥F 35 http, server, location

IR MIZ YN on I, RAA MM 0 /R CAHB R E], 4 off BY, KA GMT H#k /B i i
1) S5 735 SCA B 5 1]

13.6 HTTP Browser &k

AR T LUARIE & P 3 “User-agent” 3Rk #0015 B A&,

$modern_browser—2/1 5 X1 %188 8 VA5 4 B0 i 8% , W% T modern_browser_value 54 % B
Eqﬁ a

$ancient_browser—l 5 il W 2SR A4 IHH 412§, NI%ET ancient_browser_value 544 &
({8 «

$msie—— 1 00 BB A4S B MSIE W 348, AR EAIEIN 1.
R BBl
(1) RN AR BLEFEARF T T, BT

modern_browser_value "modern.";
modern_browser msie 5.5;

modern_browser gecko 1.0.0;

modern_browser opera 9.0;

modern_browser safari 413;

modern_browser kongueror 3.0;

index index.${modern_browserihtml index.html;

(2) EERIBAMWE, BINT:

modern_browser msie 5.0;
modern_browser gecko 0.9.1;
modern_browser opera 8.0;
modern_browser safari 413;
modern_browser konqueror 3.0;
modern_browser unlisted;
ancient_browser Links Lynx Netscaped;

stdt Nginx: BRI Apache 897251466 WE&WF GpSﬁg e.com
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if (Sancient_browser) {
rewrite ~ /ancient.html;
}

13.6.1 ancient_browser 3£%

TE¥E: ancient_browser line [ line... ]
#INE: no
{fi HI3A358 . htp, server, location

FAEA M T W E “User-agent” L BPAAHIHKNRS AR, AR/ LHTLUHE
oy . ERERIAT AT AR B IE 2k, Flan “AMozilla/[1-4]” .

13.6.2 ancient_browser value 1%

iBy): ancient browser value line
2XA{H: ancient_browser_value 1
{f ¥ 3E: http, server, location

%384 M $ancient_browser &R 5 E Value .

13.6.3 modern_browser {£%

#&v4:: modern_browser browser versionlunlisted
BAE: no
{§H{¥R8%: http, server, location

I A T WA SRR, rHERNR EAHFSH A B2 msie. gecko (Mozilla-based 5K
#%) opera. safari. konqueror JLF¥.

4000.99.99 F1 4000.99.99.99. v
FERRAOME “unlisted” FoREIRE TR M, AR T IAX KA AR A8 2.
IR “User-Agent” k{58 AFMHE, By Bkas.
AREG 13-3 FOBCE AT LA 2 7 i ) B 38 5 4 T-HL ) BT 28

www.TopSag% Hlgrr: A Apache BB TLRE Web SRS
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£88 13-3

modern_browser unlisted;

ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_pbrowser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser

"GoBrowser";
"MIDP";
"WAP";
"UP.Browser";
"Smartphone®;
"Obigo";
"Mobile*®;
"AU.Browser";
"wxd.Mms" ;
"WxdB.Browser" ;
"CLDC";
“UP.Link";
"KM.Browser";
"UCWEB" ;
"SEMC-Browser";
“Mini®;
"Symbian";
"Palm";
“Nokia";
"Panasonic®;
"MOT-";
"SonyEricsson®;
"NEC-";
"Alcatel”;
"Ericsson*;
"BENQ" ;
"BenQ";
"Amoisonic®;
"Amoi®;
"Capitel®;
"PHILIPS";

" SAMSUNG" ;
"Lenovo®;
"Mitsu”;
"Motorola®;

" SHARP" ;
"WAPPER" ;
"LG-";

LG/ ;
"EGY900";
"CECT";
"Compal®";
*kejian®;
"Bird";
"BIRD";
"G900/VvV1.0";
"Arima®;
"CTL";

4 Nginx: R Apache 8975 1488 WW&'% o pSag e.com
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ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser
ancient_browser

"TDG";
"Daxian";
"DBTEL";
"Eastcom";
"EASTCOM" ;
"PANTECH" ;
"Dopod" ;
"Haier";
"HAIER";
"KONKA" ;
"KEJIAN";
"LENOVO" ;
"Soutec";
"SOUTEC" 3
"SAGEM" ;
"SEC*;
"SED-";
"EMOL" ;
"INNOS55";
WETE";
"iPhone" ;
"Android";
"Windows CE";
"D ;
"TELSON" ;
*TCL";
"oppo";
"ChangHong" ;
"MALATA" ;
"KTQUCH" ;
"TIANYU";
*TQUCH" ;
"MAUI";
"J2ME" ;
"BlackBerry";
"yulong";
"coolpad"”;

if ( Sancient_browser )
{
proxy_pass http://mobile.domain.com;

&

13.6.4 modern_browser_value #§

#&7%: modern_browser_value line
#XIAMH: modern_browser_value 1

{fFHEREE: htp, server, location

www.TopSag8éamix: KA Apache #9751 5 Web %%
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%48 B y$modern_browser A& B 55 Value 1.

13.7 HTTP Charset &k

TR H R R ES I AR GRS 2 B HTTP W% 3k “Content-Type indicated” . H4h, %R
HE B9 AR 45 48 it 194 0L JROK ) SCAR G A S 4k o) — P SC ARGty STHAA R P Biim.

charset windows~-1251;
source_charset koi8-r;

13.7.1 charset 1S

W&V£: charset encodingloff
¥XIAME: charset off
{#FHFRYE:  http, server, location, if in location

AR S HDORIS M A RS B HTTP NZ 3k “Content-Type indicated” . W45
source_charset 74 1% & ML A —r, BHITERY. 25N “off” .

13.7.2 charset_map %

¥&Vk: charset_map encodingl encoding? {...}

BIAE: no
{FH¥REE: htp, server, location

AR HRESIN T RFER W, AT LU — P iR G i 50 — Fhifith. AR5 LA-F /i) g
Roro IR EERF RS, REIIT:

charset_map koiB8-r windows-1251 {
CO FE ; # small yu
Cl EO ; # small a
C2 El1 ; # small b
C3 F6 ; # small ts
# ...
}

PAEIRBE A T8 KOI8-R 4RiSHE# i Windows-1251 4RAd.

EEEEMFHKGYZ ASCII (American National Standard Code) 45, &£ —F 7 1 (128
ANFR) wmiG, RAdh T FZM—%5s, FEAERFHFRLEXE 7 AR5 . KOIS-R
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(Kod Obmena Informatsii, 5K o1 O6mena MUudapmanuuunfi]BE 45
A K O VB)R—FE T Internet FREdifs , 2 —F U & F BLURF M 8 fi4mhy, & & 1 KOI8
JRAHT, KOI8-R H1) 8 HiAts 8 ML, R#FMIE (KOI8-U ¥ AT L =iE) , X1E Cyrillic
Character Set  (RFC, Request For Comments, %3K7Efi#, Internet #r#EEZE, 1489) HE A&
FHigER. eRNRESE LY e-mail 1 NNTP  (Network News Transfer Protocol, 4% 57 (5
FRRAI0 T R/RF AR 535b, EiE R Unix REMPRHER D, 0K 13-2 FiR.

w
w
T
E

[SOH: STU:ETXEOT (ENGACKBEL LFIVT:FFiCR:S0: SI

DLE iDC1iDC2IDC3DCY ESCiFSiGS RS :US

-4
ES
ES
e
z
®
o)
2
z
m
2
p
@

»
<
"
~

B R e P N PN T

EZTIEiziz & v IIHIXHI

Qo hiva
dtiqi el Licimicimiuvi®R
| Hast i {a i

Jiwminiw Olwi

dliaiq ixioixiTioimn
eimici s b ol IV RN < — O
LLi - el it nimivie

o

[ =4
-
Ol O Ol

Ju

x oixiOidiviaiiinig N
@iniwiaigigdiniLigiaixioi~

oo ot - iTi e~

MNisianic i mgm
—fimiHibpiig
~<imisgim
oo g
EIXIEi x|t
Wit WS i W
L Tiei X

aixmials Ilimm
M Diw 0= E—i0iQi0 D ——

3
4
3

13-2 KOI8-R {®i3

CP1251 £ MS Widows 4871 1251, & Microsoft TH R /REFHIRHERL, SHBHE
MS Windows & SEH 74 B/oR 5 endE, a0l 13-3 fim.

[SOH:STIIETXIEOTENQIACKIBEL:BS (HT: LF VT FFiCR :50 ; SI
DLE (DC1:DC2 IDC3IDCH INAK (SN IETBICANIEM (SUBESLiIFS i GS (RS { US
ESHEHEREF HEICIES NSRS
0i1i2i3i4i5i6i7i8i8] .{,i<i=i>»17
@ AIBIiCiDIEIFiGiHI 1iJiKiLiMiN:iO
PIQIRISITIUIVIWIXIYIZI[iVi]inE_
‘iaibicidieifigihiiijikiliminio
piqirisitiuiviwixiyizi{i]i}i~im
Bili , iF Litit RoiJE! ¢ iHbiKiRiLI
Rititi® vii—t Mgty ik IR

Yigidinilil i§iEi®iCigini-i®i]

Piriliiiripifi-ieiMieini i8isii
ABIBITIHIEIMISiN A NIIMIHIOIN
PiCiT!Yi®iXiliUillilibiBibi3il0OiA
aibiBiriaieimiaininikiniMmiHioin
piciTiyvidixivniviwwivioibisihoina

13-3 Widows-CP1251 g8
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13.7.3 override_charset &%
W i%: override_charset onloff
ZRIA{H: override_charset off
i FI¥F 35 http, server, location, if in location

LIRS FEE R, 1RSSR FASTCGI R4 52055 & %74 “Content-Type” k15 8, I/
Yah .,
13.7.4 source_charset 1§54

1875 source_charset encoding
ZRAE: no
{EFIFF8E: http, server, location, if in location

ZIRAH TR E AR E, MRS charset #§ & B EMRILA—FF, KT ESM.

13.8 HTTP Empty Gif &k

AR AT LMRRE—AN I X1 R FEMEY] GIF B ENET, HiFERZE I, RBAHER
REMINEE . ~EIIF

location = /_.gif {
empty_gif;
}

13.8.1 empty_gif &%

W¥k: empty_gif
BIME: n/a
{3 BE: location

13.9 HTTP Fcgi #&ik

ZHER A T % E Nginx 5 FastCGl #HER R, FHillid (k%S HokIEH| FastCGl BEFET.1E.

SLAE Nginx: B Apache 895 145E W #GpS@e.com
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RIS 13-4 B
K1 13-4

location / {
fastcgi_pass localhost:9000;
fastcgi_index index.php;

fastcgi_param SCRIPT_FILENAME /home/www/scripts/php$fastcgi_script_name;
fastcgi_param QUERY_STRING Squery_string;

fastcgi_param REQUEST METHOD S$request_method;

fastcgi_param CONTENT_TYPE Scontent_type;

fastcgi_param CONTENT_LENGTH S$content_length;

ZrRBINAES 13-5 Fon:
KRB 13-5

http {
fastcgi_cache_path /path/to/cache levels=1:2
keys_zone=NAME:10m
inactive=5m clean_time=2h00m;

server
location / {
fastcgi_pass http://127.0.0.1;
fastcgi_cache NAME;
fastcgi_cache_valid 200 302 1h;
fastcgi_cache_valid 301 1d;
fastcgi_cache_valid any 1m;
fastcgi_cache_min_uses 1;
fastcgi_cache_use_stale error timeout invalid_header http_500;

13.9.1 fastcgi_buffers $§%

WBV4: fastcgi_buffers the_number is_size;
ERIA{E: fastcgi_buffers 8 4k/8k;
{EF 35, http, server, location

ZiF2 W E 1L FastCGl #A2iR [FIfE B G X EE KA. BRABERT, —IMENEH
KANRZERBAE R BITUR/ D —HE, BOAD 4k/8k HEhEHE.

fRAT A LA a4 BH RGTUR:

www_TopSagé%ﬁ‘y/hx: A Apache 895 M58 Web 55
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getconf PAGESIZE

2,

getconf PAGE_SIZE

BREWIELUT C RIEKES:

#include <unistd.h>

#include <stdio.h>

int main()

{
printf{"Page size on your system = %i bytes\n", getpagesize());
return 0;

}

13.9.2 fastcgi_buffer_size 8%
Bk fastcgi_buffer_size the_size
BRIAE: fastcgi_buffer_size 4k/8k
i HI¥F3%: http, server, location

%IR4 W E FastCGl []RE B AL E M X Kb BHEBRT, ZREWRBRNDMREST
fastcgi_buffers ¥4 B —MEMIX MK/ BUAK 4k/8k BENEFH.

13.9.3 fastcgi_cache 1%
TE¥E: fastcgi_cache zone;
ERIME: off
{fFI¥R5E: htp, server, location
IR AR R BR AL ENFPMAEATR. — KA RN 51 .

13.9.4 fastcgi_cache_key 1%
&% . fastcgi_cache_key line ;
2KIAMA: none
{#Fi¥F55: http, server, location
R4 PR E BN key, RO

fastcgi_cache_key localhost: 9000 $ request uri;



13.9 HTTP Fegi &1k 227

13.9.5 fastcgi_cache_methods #£%
1 fastegi_cache_methods [GET HEAD POST];
BRI fastcgi_cache_methods GET HEAD;

i ¥R 3% main, http, location

%3R4 R T ERLe HTTP KAl AMZEAF. S8OTIEME N GET. HEAD. POST, HRIAfH
23 GET. HEAD. %4b, R L% “fastcgi_cache_methods POST;” , GET/HEAD HIEFE A~

13.9.6 fastcgi_index $§%
PE: fastegi_index file
ZRIAME: none
{FHERES: hutp, server, location

MYLIER K FastCGI URI BL “/7 RIEREEI, 14452388 (1 S0 S 4k B hn % URI (1)) i 4%
T74 45 K $fastegi_script_name '},

13.9.7 fastcgi_hide_header {§%

Wi%: fastcgi_hide_header name
i FHEREE: hup, server, location

BN T, Nginx A&%% FastCGl #EF£R [P “Status” «  “X-Accel-...” Header k{5 8i&
[BI45 % F 3o %R 2 AT LB K Bl 3L Ak () Header k15 BLo

WRFFE “Status” o “X-Accel-...” Bk, FAME(LH fastcgi_pass_header $§4ik FastCGI
SR A% T B Sk R ) il

13.9.8 fastcgi_ignore_client_abort #£4

&7k fastcgi_ignore_client_abort onloff

ZRINH: fastcgi_ignore_client_abort off

WWW.TGPSQQE%W"”X’ B Apache 89755 1488 Web %88
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{EF ¥R 8. http, server, location
R 7 v W AR 45 AR IR K, %A 4 PTRE M BTXT FastCGI iIE K2 FiZF Wi .

13.9.9 fastcgi_intercept_errors 5%

7B fastcgi_intercept_errors onloff

ERINE: fastcgi_intercept_errors off

{EF ¥R 8E: htep, server, location

ZIE A Hd e E BT LK SRR 4xx A1 5xx HR T, BF AIF Nginx B335 EHEIRT.

EE: RTEEELWHERT, SABFMAN. Igor G “UREHEHMEEHH,
Nginx AL PMERFRIA TR IR, Nginx RS 00HEIR, g —SH iR,

13.9.10 fastcgi_max_temp_file_size 1£%

TEiE: fastcgi_max_temp_file_size 0

SIS M TR AR E S M

13.9.11 fastcgi_param 3%

TB¥%: fastcgi_param parameter value

ERA{H: none

{FFHIE: hitp, server, location

ZRATEE NS, BIEIEIBE FastCGl-server.

ERERTR S RERLEMNPVASKRENSHE. NRAERGESH, ERSMK
SMEBE: MRARBRET S, BERMEMXKE, NEHAERERE.

TR —MIT, X PHP R BRER AL ESH.

fastcgi_param SCRIPT_FILENAME /home/www/scripts/phpS$fastcgi_script_name;
fastegi_param QUERY_STRING Squery_string;

4 SCRIPT_FILENAME & PHP HXR#EPITHAMNZF, MS4 QUERY_STRING 2
ER—ANFEH.

L4 Nginx: B Apache BIE 1HEE We@WTopSagecom
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R EL M POST, WAX=AKMINSEELER:

fastcgi_param REQUEST METHOD Srequest_method;
fastcgi_param CONTENT_TYPE Scontent_type;
fastcgi_param CONTENT_LENGTH S$content_length;

IR PHP 7E4%i%At{# Al 7 ——enable-force-cgi-redirect 377, % & 4 REDIRECT_STATUS
HI{E A 200 BhAADIH T .

fastcgi_param REDIRECT STATUS 200;

13.9.12 fastcgi_pass %
¥&¥%: fastcgi_pass fastcgi-server
ZRIAH: none
i H#53%: location, if in location
%369 M TR 5E FastCGI R 5588 MW #3% M BY Unix BT .
ENCL N

fastcgi_pass localhost:9000;

(5 Unix Z 5507 G101 F

fastcgi_pass unix:/tmp/fastcgi.socket;

WRA % G FastCGI fRE2%F, VR AT LU upstream 35435 % FastCGI iR%-2%, REIWT:

upstream backend {
server localhost:1234;
}

fastcgi_pass backend;

13.9.13 fastcgi_pass_header %

TE¥%: fastcgi_pass_header name

ERINH: http, server, location

13.9.14 fastcgi_read_timeout #§%

1&¥%: fastcgi_read_timeout time

www.TopSagﬁ‘gdi‘ﬁ"’X’ B Apache 895 M 88 Web fRE5%
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HRINE: 60
{EFFRES: http, server, location

%464 H T 1% H upstream FEEEEHF FastCGI #EFE X EIR KBTI (8], BRIAE S 60 7,
BARH AT ISR S 1) FastCGI #2F, U200 B8 St (l o

13.9.15 fastcgi_redirect_errors 1%

#&i%: fastcgi_redirect_errors onloff

%364 H T I B 8% M FastCGI #5522 1] .

13.9.16 fastcgi_split_path_info 5%

181%: fastcgi_split_path_info regex
{EFFRHE: location
Nginx MAEK: >=0.7.31
location ~ ~(.+\.php) (.*)$ {
fastcgi_split_path_info ~(.+\.php) (.*)$;
fastcgi_param SCRIPT FILENAME /path/to/php$fastcgi_script_name;
fastcgi_param PATH_INFO $fastcgi_path_info;

fastcgi_param PATH_TRANSLATED $document_root$fastcgi_path_info;

}

13.10 .geo HER

geo BUBR T TH T4 R A8, W LMRIEARIF B2 4 1P Ui o) BIAR R AR 55 2% . — L84t |
AKX K%, ERARR RS SECE TR, ATLMER geo Bk,

geo fE] LM ECE /RGN T -
geo S$geo {
default 0;

127.0.0.1/32 2;

192.168.1.0/24 1;

10.1.0.0/16 1;
}

T, EAKE geo £RHBIIM S upstream K ERBEME S A, REIWMAT 13-6 Fis:
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18 13-6

USer www www;
worker_processes 10;
error_log /datal/logs/nginx_error.log crit;
pid /tmp/nginx.pid;
worker_rlimit_nofile 51200;
events
{
use epoll;
worker_connections 51200;
http
{

include conf/mime.types;
default_type application/octet-stream;

geo $geo {
default default;
218.30.115.0/24 china_telecom;
202.106.182.0/24 china_unicom;
202.205.3.0/24 cernet;

upstream default.server {
server 192.168.0.2;

upstream china  telecom.server {
server 192.168.0.3;

upstream china_unicom.server {
server 192.168.0.4;

upstream cernet.server {
server 192.168.0.5;

server {
listen 80;
server_name www.yourdomain.com;
index index.html index.htm index.php;
location / {

Wwaop%gé?%ﬁqu Bt Apache 895145 Web SRE
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proxy_redirect off;

proxy_set_header Host S$host;

proxy_set_header X-Real-IP S$Sremote_addr;

proxy_set_header X-Forwarded-For S$proxy_add x_forwarded_for;
proxy_pass http://$geo.serverSrequest_uri;

13.10.1 geo 5%

¥B¥%: geo [$ip_variable] $variable { ... }
ERNE: none
fERIREE: hip

geo 1A BRINT & /3 0 1P bt (BB $remote_addr FI{E) KT &R AN, M Nginx
0.7.27 JRAF 46, AR AR 2R EXRMES R A, .

geo S$arg_remote_addr $geo {
} .
geo HE4 L RF LU T ik
default: T4 IP #uhik, #H25F 0.0.0.0/0.

include: AJDABIH —AN3CA M, BHiUE geo MECE AR, 4 geo BLEMN IP BB LN, 1T
U IP BUEE R — MBS, FEI Rk,

ranges: M Nginx 0.7.23 JRETFF4h, CREHXMEAREE IPB. Z354 U5 geo B
BMERE AT,

Default. include f#IRRBIAELUN 13-7 JriR:

18 13-7

geo Scountry {
default no;
include conf/geo.conf;
127.0.0.0/24 us;
127.0.0.1/32 ru;
10.1.0.0/16 ru;

152.168.1.0/24 uk;

3| H AR & X4 conf/geo.conf IR BT :

L4 Nainx: B Apache 895 MBE WWOPS&Q& com
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10.2.0.0/16 ru;
1592.168.2.0/24  ru;

HIeEW IP BX BFFEE &R RN, WBRNHNEE. ALl T 264, 1P #ilt 127.0.0.1
1R value {4 ru, TARZ us.

Ranges X [AIFE$E5E [P Bl Bl inles 13-8 Fizs:

K8 13-8

geo Scountry {
ranges;
default no;
127.0.0.0-127.0.0.0 us;
127.0.0.1-127.0.0.1 ru;
127.0.0.1-127.0.0.255 us;
10.1.0.0-10.1.255.255 ru;

192.168.1.0-192.168.1.255 uk;

13.11 Gzip &R

Gzip R EEH TXHREIGE /3w MM TR gzip AT R4aHH .

HAT, 90%HI3 Y A5 &R SL#F gzip 0 deflate PIFHE4ERE . RN V2T HF gzip [E4E, #E
£ HTTP iRk 3k KX —4T “Accept-Encoding: gzip, deflate” , XA & Nginx RS- 25 7] Lk H 2
i gzip B4R/ M TUEAA D0 88, RIMBSFME. XFh 7 AT LUK LR 28 B 15 B0 K B 3038 ok
60% LA b, PMUTHETIRSGBH{HRE, RMET /O TEREERELR.,

— R TET7 W) %88 HTTP GET i sk k(0 1E B LS 13-9 i
KRB 13-9

GET / HTTP/1.1

Accept: image/gif, image/jpeg, image/pjpeg, image/pjpeg,
application/x-shockwave-flash, application/vnd.ms-excel,
application/vnd.ms-powerpoint, application/msword, application/x-ms-application,
application/x-ms-xbap, application/vnd.ms-xpsdocument, application/xaml+xml, */*
Accept-Language: zh-cn

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; Trident/4.0;
Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1) ; baiduds; .NET CLR
2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729; CIBA)

Accept-Encoding: gzip, deflate

Host: www.Xoyo.com

Connection: Keep-Alive

WWW.TopSageiebiyyx: Bt Apache B te Web %
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13.11.1 gzip %
E¥: gzip onloff
BKiME: gzip off
f#F¥F5E: http, server, location, if (x) location
ZIES AT I B ERH gzip B3R,

13.11.2 gzip_buffers 5%

BY¥k: gzip_buffers number size
ERMME: gzip_buffers 4 4k/8k
fEFME: http, server, location

BERRRELN BA B TAAE guip MEREREFET . B0 4 4k RKLL 4k H &
Az, RERMEBIERDLL 4k K BALH 4 FFEEIEATF. 4 8k AR 8k N AL, RBEHEHE K
ML 8k A EALHY 4 FE HRIEATE.

WREHERE, RIMERRIFRFEAEIEMAR DRI ATEZR LI gzip EHER.

13.11.3 gzip_comp_level #§%

¥ gzip_comp_level 1.9

BRINME: zip_comp_level 1

{# FI¥F 3. http, server, location

gzip IR4Rth, 1 BRAELLR/NGCEEFERR, 9 BHELLENELCEEFRE (ERREEN

# cpu) .
13.11.4 gzip_min_length 5%
¥&¥%: gzip_min_length length

2RA{E: gzip_min_length 0

fEF#R5E: http, server, location

Stdb Nginx: B Apache 895 M AE WBWTOpSage com
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BE ARG N RN 78, TUH 778 header 2k Content-Length 34T 3KHR . BR
WER 0, AMENEZAMES. BURERKXT Ik WFTH, T Ik Ties8EBEX. B
gzip_min_length 1024.

13.11.5 gzip_http_version $¥§%

TEVE: gzip_http_version 1.011.1
ERiAfE: gzip_http_version 1.1
{ER¥E: http, server, location

WA http BIMARAS . BT R — L3RR hitp 27735, WHREASCHF gzip AL, A
FREEBEE, HTM—EHsE2E BEY.

13.11.6 gzip_proxied &%
1&¥k: gzip_proxied [offlexpiredino-cachelno-storelprivateino_last_modifiedino_etaglauthlany] ...
ERIAME: gzip_proxied off
ffR¥RE: http, server, location

Nginx /EA R ERBHMZERHE, FRECAGERREI[IERIFIL R, LEMETERERR
EBRNIMEIRFEE “Via” ) header k.

off —RHIFTH MR ELE REIR I B4

expired—— /5 I IE4E, 0E header Sk & “Expires” k15 8.

no-cache—— 3 FI L4, 03 header k% “Cache-Control:no-cache” k& 8.
no-store—— 7 FIE4E, 13 header k& “Cache-Control:no-store” k1% &..
private—— /3 FlE4E, 05 header 3kH 9% “Cache-Control:private” 3L15 B .
RAESE, R header kP A E “Last-Modified” K15 8.
no_etag—— /2 AESA, R header kP AHE “ETag” LR

JAFESE, IR header kP84 “Authorization” k{5 8.

no_last_modified

auth

2ol HaEET, RERT AT EAN SR A ABRREIHAME, 99.99%43 KB AR AL
¥ gzip BIE, FTVAST AR RXAME, B3 RALCKIART,

WWW.TOpS@g%f@MX’ Bt Apache 895 158 Web iRE 8
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any—— &4 3 4R -

13.11.7 gzip_types 4

{&¥k: gzip_types mime-type [mime-type ...]

BRIME: gzip_types text/html

{EFZF1: http, server, location

[CRC mime ERBATESE, (LRRETHEE) “texthtml” RE R R SPIELK.

B MREN hp server R, EREXHEASTARLIRETA.
BEER i

conf/mime.types;

WMEIRF BRI SR, TRLE A 13-10 iXHE.
£ 13-10

http
{

include conf/mime.types;

gzip on;

gzip_min_length 1000;

gzip_buffers 4 8k;

gzip_http_version 1.1;

gzip_types text/plain application/x-javascript text/css text/html
application/xml;

13.12 HTTP Headers &k

:z ?H?E‘%i%ﬁﬂiﬁﬁ Nginx i&[5] WJEP@I HER PR, MK Header k15 8. ~6:

adqﬁheaden_ Gagha—Cantrol prlvata,

S68% Noinx: R Apache BE5147 WliRi#T opSage.com
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13.12.1 add_header ¥4

7&¥%: add_header name value
ZRAME: none
fEF3F3E: http, server, location

2 HTTP ERAIL A 200, 204, 301. 302 BY 304 ROEH{%, HMISER Header 3k, H
Header SkFMET LMEHEZE.

13.12.2 expires ¥4

TEV%: expires [timelepochimax|off]
EKAME: expires off
ff F355: http, server, location

FHAA 4T LA HTTP & HH “Expires” 1 “Cache-Control” Header Sk B, #E#
P S A% v T B A7 IVEF

AILAYE time {H{E A IESEME. “Expires” kAR AMEME T 2480 RS 18] 0 _E 4538 E 1
time {EXRIKRE.

epoch /%€ “Expires” WI{E4 1 January, 1970, 00:00:01 GMT.

max $§7E “Expires” fI{E% 31 December 2037 23:59:59 GMT, “Cache-Control” K&} 10 4F.
~1 8 “Expires” RI{E AR ES LA0RA-1s, BIAZEITHH.

“Cache-Control” SkAR F{E B 55 5 H I B SR ¥R 58 -

$1#{: Cache-Control: no-cache.

IEHEE: Cache-Control: max-age = #, # X %45 & i 18] K F0 %% .

“off” RAAME “Expires” F “Cache-Control” HI{H.

HE: expires 164 FIFEt RAET/ET 200, 204, 301. 302 B 304 NERE.

13.13 HTTP Index &R

BRHRAT LA TREEMEY B R THBRNE L. Filn.

www. TopSag&Edf(x: K1t Apache BSHERE Web 5%
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index index.html;

WA LR B £ AN BOAN B T2 R, MRERE T 2N, BABIERMNERLPIRFEANE
Ko ATLATEFIRAR BRI E—MEXT AL X, Fl:
‘index index.html index.htm;

13.13.1 index {82

T&¥E: index file-path [file-path [ ... 11;
BRAME: no
ffF3R85: server, location

GRS RRIE MBS M4, ATUE AR EARR. WRERE T2,
MABZRESE ENINFENER. TUETIRKEMN E— xRz Lm3 .
B

‘index- index.$geo.html :index.0.html /index.html;

13.14 HTTP Referer ik

HTTP Referer Z& Header f)—#B4y, LAWY M Web RE B[/ REFRWE, —Kaw L
Referer, & iFfR4 852 MM T HEREIE RN, REB[ELTUREB - BERATLE, fin
B LR 28 A4 I 0 it S B B SC48 %% . BRI 24 HTTP Referer 3h5 B & 7 LRI A8 SR 005 4 1),
FrLk, B3t Referer 15 BB # 3 3E 100% 7%, B, THREGRFIIMA BRI ~BEIIA
1 13-11 Fizm:

1B 13-11

location /photos/ {
valid_referers none blocked www.mydomain.com mydomain.com;

if ($invalid_referer) {
return 403;
}
}

13.14.1 valid_referers 5%

¥B¥%: valid_referers [nonelblockedlserver_names] ...

ST4 Nginx: BRC Apache #9E1E8E WWOPS&Q& com
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2RIAE: none
{8 FERHE. server, location

%IE 2 SR Referer Header ki) A4 AL —ME 0 3K 1 442 i $invalid_referer. 4R Referer
Header kA4 valid_referers 154 1 & (1 24 Referer, 25 & $invalid_referer M #i B E N 1 G¥1E
AR 13-11 R~ . .

ZIRSHBHAT L LT A A
none: F7~7C Referer {H MI1HM.;
blocked: 7R Referer {HH P K HGHEATOhEE, Hlan: “Referer: XXXXXXX” ;

server_names: &/ —PEEANEHLFR. M Nginx 0.5.33 liAFF4H, server_names 7] LL{§
FBRCLAF “*” 5.

13.15 HTTP Limit Zone t&E1R

SR T &M, ETRENHROERGER, SIMRHEN 1P HHFRERNS. &
BB 13-12 Piok:

85 18-12

http {
limit_zone one $binary_remote_addr 10m;

server ({
location /download/ {
limit_conn one 1;
}
}
}

13.15.1 limit_zone ¥£%

W% limit_zone zone_name $variable memory_max_size
ERIAE: no
{EFFFE: hiup

A ENT M EER, HPERESEREFE . $Svarable E X H M SIFEHRR;
memory_max_size X AFICREXHEER. ~HIWTF:
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limit_zone ‘ohe $binary_remote addr 10m;

LA ERBld, X —Y “one” BERX, BAEN 10MB, IR $binary_remote_addr
EALSIERHI M EAE (BI— bk — A28

BATREERRT, EXEMFRHKE $binary_remote_addr TIAR $remote_addr.

$remote_addr FIKEX 7 & 15 bytes, KEFEMKEN 32 3 64 bytes. MM $binary_
remote_addr HIHKEEN 4 bytes, REREBKKEN 32 bytes.

HILRXHIR/NA IMB HIEHE, KRATTLLEFR 32000 MERERE (—AMESH 32bytes) ©

13.15.2 limit_conn %

7&¥%: limit_conn zone_name max_clients_per_ip

ERIAE: no

f#FI¥F 8% : http, server, location

ZIECHTRE-NSERKNHLERY. SEIHEENRIFRERLE, REBRIE
[B] “Service unavailable” (503) .

i

limit_zone one  $binary remote addr 10m;

PLERBIH, B X—AY “one” MidRkX, RAEN 10MB, LA E $binary_remote_addr 1
ALERANEE (Bl—Aak—P23E) o %) Jdownload/ BEXT, —M&iERGEHT—1
EE. WRKkR, BEMRH /download BET, —ANIP RERE—MNMERE, 2T 1, —#&
[7] “Service unavailable” (503) RZ.

13.16 HTTP Limit Req &3k

- KRR SLVFURXT Session &xiF . BN IP duht, FRAEITEE ALA RN M RTEREL. 1R
T — R A it N A iR 5 8% () DOS B\ M. B ERBI IR 13-13 Fik:

SC4 Naginx: BRFE Apache #9516 WWOPS&Q& com
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£18 13-13

http {
limit_req zone S$binary_remote_addr 2zone=one:10m rate=lr/s;

server {

location /search/ ({
limit_req 2zone=one burst=5;

}

13.16.1 limit_req_zone #§%

&¥k: limit_req_zone $session_variable zone=name_of_zone:size rate=rate
ZRiA{H: none
{EREEE: hup

ZHRAHTEN —RAGFFHERX, FHRIFE Session RIHEMPIRA, Session FE R M5 & A&
/IR, BHEALLRENFEER i 1P #)3 BSbinary_remote_addr. PA T &—A7=H:

limit_req zene $binary remote addr zonssone:10m rate=lr/si

TEAFIH, K Session HIFRASE T — 144 one 1) 10MB WFFFHERX, FREIT B HRE
Z—/IP B—IKiER (1 Request/Sec) . XF{FHZF E$binary_remote_addr /X $remote_addr,
A LUA AR ERD> 64 FHNFEMESE, WER 1IMB ATFE] LAFFEX#E 16 000 N&1E

EERHRRGATLLRE R “ERED (v 7 B TERE/SE (md 7, RN
YL MAGERESTED 1 MEREHME, Fin “1MER2 B, RN ZRER “30/m” .

13.16.2 limit_req %
#¥%: limit_req zone=zone burst=burst [nodelay]
BRiAfH: none
{f FI¥F3% . http, server, location
ZISHTHREMHWATFFMEX (zone) £, MLEBKHRKIERY (burse) . WERF

www. TopSageTipinx: &t Apache 31 Web % H#
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K E R MEIL limit_req_zone R4 PR E MM R, X LLiE RO IR AEE, LIFE 8BS R
limit_req_zone 84 i€ KEBELEFR. TROFRBBIEIRLE, HIZLEFROBER

i burst ZEPHE MR EXFHFLT, HRBIRBRE A HEE: “Service unavailable”
(503 £&1#48HE) . Burst FI{EERIAH 0.

ZR LU

limit_req_zone S$binary_remote_addr zone=one:10m rate=lr/s;

server {
location /search/ {
limit_req zone=one burst=5;
}

EZRGIF, AF—HPFESRAEL 1 MER, ANLENEARERSZ B 51
WRERE/NT burst (B, FERARLIHE, KA LAEA nodelay S8 E hFIER:

limit_req =zone=one burst=5 nodelay; o

13.17 HTTP Log =1k

%54 H T4 Nginx 9B EBER. w~EIWF:

log_format gzip '$remote_addr - Sremote_user [$time_locall
'"S$request" $status $bytes_sent ' " "
'n"shttp referer" "$http user_ agent" "Sgzip ratio"';

access_log /spool/logs/nginx-access.log gzip buffér=32k:

13.17.1 access_log 5%

1&¥%: access_log path [format [buffer=size | off]]
ERIAME: access_log log/access.log combined
{EFZF5E: hip, server, location

ZIES A TRE QS FNEE, MRXMBEPE KA. EH “off” EN—S%, BRER
HE . mREAHEEEBSHER, HBRIAKA “combined” #X. ZWEMKPIDANMFEA
B SRR FRR RN AKX TF FreeBSD 3.0-6.0 R TR -

M Nginx 0.7.4 RA&FF4G, HEXMFHBETUCEER, ERE—LRE:
Nginx ¥ Worker F /7 4 250F BURR & I8 301
ZrRAS TR

Skdt Nginx: JR# Apache BIETERE W RERNPT opSage.com
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BAMEKERE, HEXHFBHITHF, EHESANE, XELIXHEE . MEFRAN
AR P8 (R A7 2 open_log_file_cache 84X EBMEMX F, KT HEMRE, SMEEEN
[ HER #E 1E4F (7E open_log_file_cache tE4 ST E) , HEMRBEIZREIHM 4.

Nginx Z#AEA location FFF R E R KN HER . HE A5 R AT LA RRHERE —
EANEEH.

13.17.2 log_format 5%

&7k log_format name format [format ...]
ERIAME: log_format combined "..."
{F R FR3E: http, server

B fE4 HRHR BB EHSHEAF, ATRUEM Nginx (RS FOEHAE, DA —&
NEGHERNFERNZR, WT:

BENE R G RERE R P i 7
$bytes_sent——fE M4 & P I A F T K.

$connection——EEH .

$msec——IF7ES H AR LTI CREH#BIMB S, MEH3Z2—8)
$pipe——MREKE pipelined EiE.
$request_length——1ERK A E4& (body) KE.

1EKTE Nginx FFa64b 3 2 5 FriE#ERY T TR] (48 TCP &I IR & F ini
HTTP KR E%) , BN RER (FF Nginx 0.5.19 FRAZ 8T, BALAF) .

$body_bytes_sent

$request_time

$statu

EANHERIEHARS 250308,
$http_x_forwarded_for—— L& [z [A1{CE AR K- 28 il H e kA P &L TP 9 X-Forward {5 8.

$time_local

13.17.3 log_format_combined #§%

Nginx H—A"% 4 “combined” HITHE X (WWE&EXE’J) &4, *EJ:H:U\—F&‘E

log format comb;x ie

i"8htrp referer® 'éhttp user agen 0r

www.TopSagé%ﬂ?"”X* B Apache 8951458 Web RESE
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13.17.4 open_log_file_cache $£%

PE¥%: open_log_file_cache max=N [inactive=time] [min_uses=N] [valid=time] | off

2R{AfE: open_log_file_cache off

fEF#RE: http server location

ZIEA AT AT EREN A SR EFTSEERAN U RRFREESF. %I T:

max—EF P LIF BB B R T . BAFHLZ/E, R LRU HEHRBEESRE, ¥
B BOE B A B SR A

BB M), P2 E) 9 P SR A A SO R R R R . BRI T A

inactive

10 #>,

min_uses— R E — M XHHIRFFLE inactive SEHE R BA N RITEEN, BERMKE.
R BRI U HR T A S BTIAZRE . BOARRDER RSN 1 1k,

valil— R ERERLZ X ETEENN IR, BNk 60 7,
off — 17

13.18 HTTP Map ik

B AT IRESE, REMRN —HEP—HARARKE, FHXSEEEE-MEEF. &
F g 13-14 fRR:

K18 13-14

map S$http_host $name {
hostnames;
default 0;

example.com
*.,example.com
test.com

* _test.com
.site.com

}

w NN

FATAT LM AR BRE, SRAVE B Z 1 server/location 54 5 redirect 52 MM, 10
15 13-15 FioR:

5L4E Nginx: BRHE Apache 895 M 86 WWOPS&Q@ com
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K18 13-15
map Suri Snew {
default http://www.domain.com/home/ ;
/aa http://aa.domain.com/;
/bb http://bb.domain.com/;
/john http://my.domain.com/users/john/;
}
server {

server_name www.domain.com;
rewrite ° Snew redirect;

}

13.18.1 map S

T&i%: map $varl $var2 { ... }

ERME:  none

{EFFREE: http

map fHE X T HAR B ERROMIM R, ZI8H 3 MEHERNSH:
18 € FoILAC N 2 I A BRIA(E;
hostnames——SZHFIT IS A B . RHIMTF:

* example.com 1;°
Aok, BL A FRRMFR S, BRAMRWLRLLZEFRGRIENS (HE2) . Fiw, L
THEILFE:

example.com s
* . example.com 1;

AT LU — RIE TR -

.example.com 1;

include—& & —NEHMIHE B, ETLUEEE .

default

13.18.2 map_hash_max_size §%

#{%: map_hash_max_size number

ZRIA{E: map_hash_max_size 2048

www.TopSageieotiainy: RFt Apache 8975145 Web IR% 5%
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{FRHEE: hup
ZHESHTREREZ BB XARNBHERNRKME.

13.18.3 map_hash_bucket_size &%

E¥%: map_hash_bucket_size n

ZRIA{E: map_hash_bucket_size 32/64/128

R hp

ZIROATRE KA RTBNZEMBAE. RIANERRTAERRETRD,

13.19 HTTP Memcached &k

Memcached Z—MEEEEM A RXATFENREF RS, HT B Web NH LA B4 FE £

Ho BT TE AP EABEE X SO R EIE IR, ATTR MBI By IR B I 3

B . Memcached 3T — A& 8ME X 1Y hashmap. HsF3HFE (daemon) ZH C Eff, H

REFWHALHTMES RME, HiEiL Memcached Wi 55 #fEHEME, BEHITRETR

(BN, HHII hashmap & B) 3 BEANMREB[EILBITERABR T, IHFREZRS S LG
HEXERIEE R

Memcached (B MG http:/fwww.memcached.org/) H Danga Interactive ¥ &, FHT RS
LiveJournal.com ¥ W#E. LI BMEETREGHE/LTFK, HF 700 7. Memcached 5 &
FEKERRK, DEREITFHERE, FRMH.

Memcached Jf 4538 [ 4R 13 R 40 13-16 Fron:
1 13-16

wget http://www.monkey.org/~provos/libevent-1.4.13-stable.tar.gz
tar zxvf libevent-1.4.13-stable.tar.gz

cd libevent-1.4.13-stable/

./configure --prefix=/usr

make && make install

cd ../

wget http://memcached.googlecode.com/files/memcached-1.4.4.tar.gz
car zxvi memcached-1.4.4.tar.gz

cd memcached-1.4.4/

./configure --with-libevent=/usr

make && make install

cd ../

SL4t Nginx: BXFC Apache 895 M5 WeWTopSage' com
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JE &) Memcached R4S 383
memcached -d -m 2048 -1 192.168.1.2 -p 11211

Nginx #ff) Memcached #3t, AH2F Memcached 1% i f, f# B A BEERLAT DASERL — 26
M EFES . Nginx B 7 RITENA KPR R GRS 58 E X — k.

Bo BBl A 13-17 B
KRB 13-17

server {
location / {
set $memcached_key $uri;

memcached_pass name:11211;
default_type text/html;
error_page 404 = /fallback;

}
location = /fallback {
proxy_pass packend;

}
}

ER#E7E Nginx 0.7.x A 48 B L 13-18 Frm I 4
1B 13-18

server {
location / {
set $memcached_key $uri;

memcached_pass name:11211;
default_type text/html;
error_page 404 @fallback;

}

location @fallback {
proxy_pass packend;
}
}

TR, BAEE PHP, A Memcached #EIMMEF . £MR 13-19 Frororfld, wmEA
F Ui LA “/cache/” FFEAHY URI, WEEERLL URI A key #) Memcached BFN#F, BREHF.
Wi key NEAE, WEE WP “/write_memcached.php” FEFIC M, % PHP F2/F47F Memcached
AEALL URL A key IEEFHIE, EFEEA 120 £,

KB 13-19

location /cache/

{
memcached_buffer_ size 10240;

www. TopSagBedii: KA Apache #5144 Web IR%
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set Smemcached_key S$request_uri;

memcached_pass 127.0.0.1:11211;

error_page 404 =200 /write_memcached.php;
}

location ~ .*\.(phplphp5)?$
i
#fastcgi_pass unix:/tmp/php-cgi.sock;
fastcgi_pass 127.0.0.1:9000;
fastcgi_index index.php;
include fcgi.conf;
fastcgi_param MEMCACHED_KEY smemcached_key ;

write_memcached.php 3C14# A A a5 13-20 Fx:
18 13-20

<?php

Skey = $_SERVER['MEMCACHED_KEY'];

$value = "<html><head><title>#7Mi</title></head><body>".date("Y-m-d H:i:s")."
<BR><BR></body></html>";

$memcache = new Memcache;

Smemcache->connect ('127.0.0.1', 11211);

$memcache->set ($key, $value, false, 120); //# &84 1204
Smemcache->close() ;

echo Svalue;

/1 Bl —RIE S, A FAI Memcached £ AR TH MK, 4% Memcached £ 4. EA411H, NERTT4
128, TRE.
echo "iZAZHAPHP AH";

?>

13.19.1 memcached_pass %
i#¥%: memcached_pass [ name:port ]
ERIAME: none
{EFZF5E: http, server, location

%364 H THE Memcached Iz 5% 2% B FI3% 0, Memcached ) key A “/uri%args” .
M Nginx 0.5.9 fi4<FF 4, Memcached ff] key #7fi#7E$memcached_key ZE &,

SLAE Nginx: B Apache 895 M EE WW opS@e'com
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13.19.2 memcached_connect_timeout &%
¥ {%: memcached_connect_timeout [ time ]
ERIAH: 60000
I3RS hup, server, location
%984 1 T B Memeached R4 58 MO I I, SAALHEER.

13.19.3 memcached_read_timeout &%
#&i%: memcached_read_timeout [ time ]
ERIAME: 60000
{f ¥R http, server, location
%$e4 F % B M Memcached RS- 25 ENEE (B IN IS 7], BRI AZERD.

13.19.4 memcached_send_timeout &<

¥E{%: memcached_send_timeout [ time ]

ERIME: 60000
{f FI¥A55. http, server, location
Z¥e4 H T i B [ Memcached IR &35 REHIR BN H], BACHZER.

13.19.5 memcached_buffer_size {£4

#¥%: memcached_buffer_size [ size ]

2RiA{H: see getpagesize (2)

{§ 3 3E: http, server, location

SIS AT RERER. REFEREIX KD, BLLRTI.

13.19.6 memcached_next_upstream #§%

7&¥%: memcached_next_upstream [ error | timeout | invalid_response | not_found | off ]

www. TopSag &l Rt Avache BESHAE Web % H
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BR{AMH: error timeout
{§FFRE . http, server, location

ZIESH TR EEMMHEIREAH T, BiEKE R E upstream RBHERF [T HH—ER
£3%. {UEM T upstream F ) memcached_pass 54 #18 BB AN DAL G iR AR & B 1015 .

13.19.7 HTTP Memcached & hyar £

Smemcached._key

ZR B MW AN Memcached ) key fH. BEFL T, LLEENEKRM URI /E5 Memcached )
key, AILAREZREN:

set Smemcached _key. $uri;

13.19.8 ZE =71 Memcached #&ik

B% T Nginx B Memcached #ER2Z 4, BH—NE =771 Memcached #HR, JLFX#HF
Memcached FTE 1 TN6E. R, ZRIB=ZFHEIEARZIBEH SHAME, XERAHIEHAN
E, BRI http:/wiki.nginx.org/NginxHttpMemcModule, 3REXE £ #){5 8.

13.20 HTTP Proxy &k

AR TR IER B HAB R IRS %8 . Keep-alive B4K7E HTTP/1.1 B+, RI—NEEFER
HAFR LR HTTP 5K, HETOE TCP EERIENN B4, T HTTP/1.0 hill R &
keep-alive 1K MIfE 1. Ek, 7E HTTP/1.0 Bhil, B— M RERKIEKESGIE—NERE, £
BT EEMEX AN ERE . Nginx EH HTTP/1.1 thill 5 a8 347815, A HTTP/1.0 thil 5
JRm R G R/HETRRE.

REIWT:

Yocation / { , ¥

“proxy_pass’ Http://localhosts8000;

: ‘proxy. set_header X-Real-IP.$remote addry .

EE: N4 HTTP REBHRET (S#H 41 H PastCGL i) , BANE P imiEREARE R
fR&-2EZHT, Bk Nginx 2277, FUREMMBEEN S A HER .

4t Nginx: R Apache 8951485 WW&% opSage.com
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13.20.1 proxy_buffer_size &%

&i%: proxy_buffer_size the_size
ZRINE: proxy_buffer_size 4k/8k
{# FI2F5%: http, server, location

%164 AT B SR IR 55 38R 58 — R 0 LR B IE M X KD, BN RFR AR
P 93K A5 B LAt Nginx BEATHIMALEE, —BARBRE T LERT. B2, thWa]blHxE
WEBBAD.

13.20.2 proxy_buffering ¥§%

#i%: proxy_buffering onloff

ERINME: proxy_buffering on

{fF¥F8%: http, server, location

%4 H T I 3 AR ) IR 55 28 A R B R

WMREMFFE, Nginx BRI RE SR NERA TR, FBARFIZENX. 7L
{# F$54 proxy_buffer_size 1 proxy_buffers KA EZE M X B .

MRNENBTETEBEATT, MANENER—EM RS ANE#RE.
MRBEFRA, WEmREBEEBIGRENE, BELE RS EIXDIZE 5.

Nginx AL ZRE T HABARFBHUESHMNER . BIEOHEKME, Ngnx RBBESZ
proxy_buffer_size $§4 1% B HI{E.

T KRR EIE B EMNA, NiZRTHEM B E proxy_buffering 4 off, FIFHH
NERERLE, THEHUE BRI,

13.20.3 proxy_buffers 3%

V% proxy_buffers the_number is_size;
ERIAME: proxy_buffers 8 4k/8k;

{EFIFRES: http, server, location

Www. TopSagéeotfyx: 1t Apache S5 AE Web %
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TS A TREMASRERSFERNEEBNERX BB, BEELT, — Mg
KBRPEBETRITEKRAD . HIFSHRNEHE KPR TRIERAT G, AL 4k HLE 8ko

B AR B G RN RFE 32k LU, AT RARE
proxy _buffers . 4 32k;

13.20.4 proxy_busy_buffers_size %
¥&¥k: proxy_busy_buffers_size size;
BRIAME: proxy_busy_buffers_size ["#proxy buffer size"] * 2;
fEF¥FE: http, server, location, if

RARI AR AT LI BEE K proxy_buffers X, B HEFEA proxy_buffers ZEHX
K2, Bian:

proxy busy. buffers_size 64k;

13.20.5 proxy_cache t8x$%

proxy_cache %354 %, & proxy_cache. proxy_cache_path. proxy_cache_methods .
proxy_cache_min_uses. proxy_cache_valid. proxy_cache_use_stale %484, FERIHSE 9 EHEE
FHAERE, IERAIFEENE.

13.20.6 proxy_connect_timeout #§4

J&¥£: proxy_connect_timeout timeout_in_seconds
{#FI¥F35E: http, server, location

R F T B IR i AR 55 2 R N R (] o AT RS R AR S5 253R [ DU A I (8], TR R
2 2 7 S {5 MR DL T T B T

13.20.7 proxy_headers_hash_bucket_size §%
7&¥5: proxy_headers_hash_bucket_size size;
ERIA{H: proxy_headers_hash_bucket_size 64;

{E ¥R 3% http, server, location, if

T4t Nginx: BFE Apache 895 18 WeWT opSag e.com
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ZHESHATRERFRNFHENLE.

13.20.8 proxy_headers_hash_max_size 5%

BE: proxy_headers_hash_max_size size;
ERIA{H: proxy_headers_hash_max_size 512;
{FF 3 55: http, server, location, if
ZIRSHTRERAERNB KM,

13.20.9 proxy_hide_header §%

¥E¥L: proxy_hide_header the_header

ERAMH: http, server, location

Nginx A& ANBEACIE IR 45 88 N2 A 3R EUH) "Date” . "Server". "X-Pad"F#1"X-Accel-..."%
Header 1T . proxy_hide_header 154 fFBR i — L& 4 ) Header 1T - B8 T A0 B 4538 1) Header 1T,
HAth Header 1T#BW] LA F proxy_pass_header 54 JeBaif. 4l in 4R LA UL F 5 B B

MS-OfficeWebserver 1 AspNet-Version:

location / {
proxy_hide_header X-AspNet-Version; Lo
proxy_hide_header MicrosoftOfficeWebServer;.
}

13.20.10 proxy_ignore_client_abort 5%

Bk proxy_ignore_client_abort [ onloff ]
BKIAMH: proxy_ignore_client_abort off
{FF#13E: http, server, location

MRE A SELER, B ERIEER.

13.20.11 proxy_ignore_headers %

B proxy_ignore_headers name [name ...]

BKIAME: none

WWW.TOPSAQEEOMYyinx: 7t Apsche #9E1EE Web K55
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f# PRI http, server, location

Nginx 0.7.54 LA _ERRAFFUASCRFILTE 4 o %45 & T LAAE L Ab 2 AR EE R 55 28 1R [B] #) Header 1T
TR LR EFAF 8, #lin: "X-Accel-Redirect". "X-Accel-Expires". "Expires" &% "Cache-Control".

13.20.12 proxy_intercept_errors 5%

¥&¥5: proxy_intercept_errors [ onloff ]

BRINME: proxy_intercept_errors off

¥R 8E: http, server, location

I8 4 FI Nginx B7E S8 HTTP IRAF3 % 400 K LA EARFS IR .«
BT, RABAREIRS B HTHE N E R ERE.

IR ¥LE proxy_intercept_errors on, Nginx K== error_page #& <4 B & K #HRREM
SRR BB ARIERS RN E RS ALE —/ error_page 184, NMEHHHEERE.

13.20.13 proxy_max_temp_file_size &%

18%: proxy_max_temp_file_size size;
ERIME: proxy_max_temp_file_size 1G;
{EFFFHE: http, server, location, if

ZIRAHTREAMTAERTREAFEP KRR, TSR/ E. MR
KRFIXAME, E¥ M upstream AR 55 2% FI5 AL iiH R, TAREMN BB

13.20.14 proxy_method %

1&k: proxy_method [method]
BRiAME: None
{EF¥F3E: http, server, location

%64 R VFRIESISNG HTTP J5i%. HTTP thilBe T % B 89 GET. POST Fiksh, H —L
HAt# i, Flin Squid £ 77 AR 4%-28# A i) B & X PURGE 7i%.

ER: HEAAELSH, Nginx RAKFEA HTTP FiESH, Bl B iNEF AR RMU

ST4E Nainx: TR Apache 8975 145¢ WeNEE T OpSage.com
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Subversion fR A3 HIR S HITE K .

proxy_method 54 {f F 7~

proxy_method PROPFIND;

13.20.15 proxy_next_upstream %

WV%: proxy_next_upstream

[erroritimeoutlinvalid_headerihttp_500Ihttp_502Ihttp_503Ihttp_504! http_404loff]

ZRIAMH: proxy_next_upstream error timeout

{f ¥ E: http, server, location

ZIRSHTRESEMHBFRT, BERERIT —EREF . 7 upstream HEHH AR

&AM, REERHM— & RS2 T 1 BUR B35 2 RN ARS R, AT LUEH 2 S RE K
BREMFET GRS H.

A LR B RN S0

error—— W R IE RS B80T . RIZERET . REUNEE BT REHER.
timeout——WIREHEMR S B, HBIFRN ., REUSHR S HNVEE BB .
invalid_header— /5 ¥ iR 45 8% 1% [B] — A~ 4% RO EREH 1R A & B

http_500—— /5 ¥ R £ 251R [B] 500 NERAEES . 500 RAE—MK 2 Nginx BLE . FastCGI 2

FriiEE R 3.

iFN

hitp_502—— /G IR AR & 2RIR[E] 500 NME RS 502 REE—RE GRS [EFHITHE
Tt e 5

http_503—— /53 AR % 45 1R [B] 503 N RA A

http_504—— /5 i R & 28 1R [F] 504 N ERASRGRS o

http_404— /5 3 iR 95 231& [A] 500 ME RSN . 404 R —REXHNEFEFH.

off —ZAIERMIFE KRBT — & FmkF .
LRFEMBIBERBE RN, BERERBT - ERREBASER. B,

MREARNENFRE " R ERT HENEN, B AZREHRER— AR ERR S

#®o

www.TopSage.mg/hX: B Apache #9518 Web fREE%
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13.20.16 proxy_pass §%

E¥E: proxy_pass URL

ERIME: no

R : location, if in location
ZHRYHATREMNERS Him IREEY, LK URL

ATRMERRA (1P #uhl) Fim O k$e e B AE MRS 2|, Him:
proxy. pass http //localhost : 8000 /uri;

WA LAEA] Unix £ R ERNEN MRS S, Fin.

:proww_pass uru.x /path/to/backend sockets. o o

ERE KA FIRIRS2H URI ¥4, BUA Nginx 142 AR 423 1 location J5 T ff] URI {42 &84
Bl Nginx RERFSHZHEL TEESD, VA /name/test/testhtml K & [ 48 2 17 19
http://192.168.1.2/test/test.html {1 2

:locatlon /oame/ {7 Dl
proxy_pass htep: //192‘,158 TR () A

{BE, XFFULLERSRHE L TFBEASSb
(1) HLAENFRIER R IEE location B,

(2) 7E location #{# f rewrite $NZEE URI i, 18X ECE T AR B Rt b B E Sk
(break) :

Vi
' "“e/(["/] +)

/users?name—sl ﬁreak Gi i
7Eix 4k URI F&E R 61 8B RS

sk, e, DAF URDEEARSRERER. ELEIES:
BB E N EE LB —ARR: -1

SIAK AT EZBMG: -

SR EEZLBMER: "dir./" "/

WMR—MRES L EAEREMHERKRR, 4 proxy_pass KMSHENEFAAS UR #
URL, #itm:

Stat Nginx: JR#¢ Apache B9 B Webilifrdi. T opSage.com
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location /some/path/ {
proxy_pass http://127.0.0.1;
} :

fE proxy_pass 84 P E AR & —/MFH], AT LA rewrite 1 proxy_pass FI41 &

location / {
rewrite ~(.*)$ /VirtualHostBase/https/$server_name:443/some/path/
VirtualHostRoot/$1 break; , '
proxy_pass http://127.0.0.1:8080;
; ks

13.20.17 proxy_pass_header {£%

&% proxy_pass_header the_name
{EFHFREE: http, server, location
I8 4 AR I L& R Header 17,

location / {
proxy_pass_header X-Accel-Redirect;
}

13.20.18 proxy_pass_request_body 5%

#&¥%: proxy_pass_request_body [on | off ] ;
BRIME: proxy_pass_request_body on;
{#F¥RHE: hup, server, location

13.20.19 proxy_pass_request_headers 5%

1&V%: proxy_pass_request_headers [ on | off ] ;
BRUE: proxy_pass_request_headers on;

¥ FHEREE: http, server, location

13.20.20 proxy_redirect 3§%

i&V%: proxy_redirect [ defaultloffiredirect replacement ]

BRiA{E: proxy_redirect default

www.TopSageLamiinx: J# Apache 8985144 Web M55
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{E FI3R3. http, server, location
%184 T B o R B R 45 23 1 N 2 Header k7 [#]"Location" #1"Refresh" .
BAVR BB IR S5 2R BT & Location: http:/flocalhost:8000/two/somefuri/, B4, LLF

S
proxy.redirect http://localhost:8000/two/ http://frontend/one/;
S IATE SN Location: http://frontend/one/some/furi/s
TEARERIAT T IR B RS2 2 7K, /\ﬁﬁgﬁﬂﬁ%é?fﬂTuT Bitm.

proxy_redirect http://localhost:8000/two/ /It
XHE, BRETREBMERLHRIRD, IMEEALE 0 A,
BRIANSH “default” , HURT location 1 proxy_pass #54 HI{H

B L FHANRENRE R N, XEMNSE “default” M{E, HURT proxy_pass 541
SH “http:/fupstream:port/two/” FIl location T8 K ZH “Jone/” :

location /one/ {
Proxy..pass http://upstream:port/two/;
proxy_redirect default;

}

location” /one/ {
Proxy. pass http://upstream:port/two/;
proxy_redirect http://upstream:port/two/ /one/;
}

FERBIATE, TLMEM —£ Nginx 8, #in:

proxy_redirect http://localhost:8000/ http://$host: Sserver___port /3

ZIESHRMRAIUESR.:

proxy__rediréct default;
proxy_redirect. -http://localhost:8000/ /;
proxy_redirect _http://www.example.com/- -/;

B off ZIXMFEFHFFEE (FI40 location /one/ {......}) FEIEFTH ¥ proxy_redirect 54 :

proxy_redirect . -off;

proxy_redirect ~default;

proxy_redirect http://localhost:8000/  /;
proxy._redirect http://www.example.com/ /;.

PAUF X 4B A) W uﬁ‘ﬂb?ﬁﬁiﬂiﬁ&%%ﬁﬁﬁﬂﬁﬁ I‘]ﬁﬁmiﬂﬁé
proxy__reda.rect / Ay

sL4t Nainx: JRA Apache 8975144 WeNiRAE. T OpSage.com
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13.20.21 proxy_read_timeout §%

7&7k: proxy_read_timeout the_time
BRIA{H: proxy_read_timeout 60
{fFH¥R5%: http, server, location

ZIEA H T E NG i QTR IR 4 28 R BN 2 A B HIEE AT AY (R & 8 Nginx E 5 £ KHTR]
SREUE—AME R N 2, A A R F5 52 TCP BkIEF, B TCP K74 N ESTABLISHED i (31
WIEAAEH) HIEE, ToAREAETE .

ERAREAGUE AR EARMK, WRBEAERSSBETLR R, DRBEERESE, Nginx

13.20.22 proxy_redirect_errors &%

B, CENERERIZIES. 5H proxy_intercept_errors 54 .

13.20.23 proxy_send_lowat {§%

&£ proxy_send_lowat [ on | off ]

BRIAME: proxy_send_lowat off;

fEFFFEE: hitp, server, location, if

ZIESHTRERTMHH SO_SNDLOWAT, %54 R FJUAYE FreeBSD #/ERFKHFAEMH .

13.20.24 proxy_send_timeout 5%

&¥%: proxy_send_timeout time_in_seconds
EXiA{E: proxy_send_timeout 60
{FF¥L3E: http, server, location

T2 T 18 B IR 55 28 55 RVESK KR Y I 18] o R I TB) 6 52 A TCP PYIKB T, 3] TCP
RZ54 ESTABLISHED B (H(4E EZE1EH) HIRE), TOAREEANE. WRAERS B IR
B, AREEERESEREmMRSER, Neind Fx R ER.

Www.TopSage.eaiNginy. A Apache 892 14E Web RS 5
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13.20.25 proxy_set_body 5%

ik proxy_set_body [ on | off ]

2RIA{E: proxy_set_body off;

{§F¥F3%E: http, server, location, if

M Nginx 0.3.10 fRAFF 4G, o LA %4 .

13.20.26 proxy_set_header #5%

fE¥E: proxy_set_header header value
BRIME: Host and Connection
{EFFRES: http, server, location

ZFE 4 A ER € LEE N Header TR RGP ARIEREBIIGTRER T, EHETLE
XA, ATl REE, REHEXANEENAE.

% proxy_set_header 184 % X145 5% () Header THHT & LI, HMEF 5inilK¥) Header 17
P AIXLATHIE R . BRINER T, RALUTHATAI LA E R E X

proxy_set_header Host S$proxy_host;
proxy_set_header Connection Close;

FKIE A Header 3k “Host” BEfbf& AT A Ki%:
proxy_set_header Host $http_host;

R, WMREFEIERPEFIXA Header sk, HEFAE “Host” THIHIERIEXLEHAERS
Mo EXFERT, BIFEAShost M, EHEMLTREBHNENSL (WMRER KA VHE,
MRZAE A REH 1P U7E, WHZER IP) -

proxy_set_header Host Shost;

BEAh, AT EUKE N1 AR ELAR 55 2% 03 1 — i i«

proxy_set_header Host $host:$proxy_port;

R4 B 5 Header 1THI{E N %, 1% Header T A2 X3 upstream. Hlt0, LLF R4l
AT LLFJRAE upstream ‘F%JJ:F%HE%%E{EPF] gzip 4 :
‘proxy.set _header . | Accept~Encoding - L i

T4t Noinx: IR Apache 8975 145E WebWW¥§. T opSage.com
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13.20.27 proxy_store $§%

W&¥%: proxy_store [on | off | path]
BRiAfH: proxy_store off

{E ¥ 35. htip, server, location

e FE-4 T LA E R M 3 R 45 23 A% IR I R SUAF 4 Nginx 7746 - 280" on "R FF XA S alias

B root fE LR EMER B B3 “off” R, tLSh, B

proxy_store /data/wwwSoriginal_uri;

BT MERZR, Flan:

SO 5 5 48 A IR (DK A A B B B3 1 “ Last-Modified ” Header Sk ik €. B T XHH &4,

TJ LA# A proxy_temp_path $§ 4 & & — MGk H%.

ZHEA T LU RS B B BN L — R A R, WIS E R B RS8R E N . i

FRFI AR 13-21 FiR:

18 13-21

location /images/ {
root /data/www;
error_page 404 = /fetchSuri;

}

location /fetch {

internal;
Proxy_pass http://backend;
proxy_store on;
proxy_store_access Uuser:rw group:rw all:r;
proxy_temp_path /data/temp;
alias /data/www;

}

B 13-22 FIY R A

K18 13-22

location /images/ {
root /data/www;
error_page 404 = @fetch;

}

location @fetch {
internal;

http://backend;
on;

proxy_pass
proxy_store

www. TopSageZ67™
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user:rw group:rw all:r;

proxy_store_access
/data/temp;

proxy_temp_path

root /data/www;

}
TER: proxy_store NREF, FHENXHASBEIEH, EMASIT-MEE.

13.20.28 proxy_store_access 5%
JEVA: proxy_store_access users:permissions [users:permission ...]

ERiAMH: proxy_store_access user:rw

{#F¥F85: http, server, location
EIESH T 0 4 f B R AR, Fi.

proxy.store_access user:rw group:rw all:r;
mEREWHAPARESRBN, B, SFEREHP R, Fan.
proxy.store_access dgroup:rw- all:r;

13.20.29 proxy_temp_file_write_size 1§%

1&7%: proxy_temp_file_write_size size;

BRIAME: proxy_temp_file_write_size ["#proxy buffer size"] * 2;

{fH¥RE: http, server, location, if
WE S proxy_temp_path il B FZFEHE KN, S0 AR 1IE— T/E#H 2R 2R K N E .

13.20.30 proxy_temp_path 5%

¥&V%: proxy_temp_path dir-path [ levell [ level2 [ level3 ]
ERiAE: $SNGX_PREFIX/proxy_temp controlled by --http-proxy-temp-path at ./configure stage

{§FI3F35: http, server, location
%354 THEH MM client_body_temp_path, F T ¥85E — N4t B R ZE PR KR EE K .

SE4¢ Nginx: BLFC Apache 895 B¢ WebW T opSag e.com
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13.20.31 proxy_upstream_fail_timeout $#§%

M Nginx 0.5.0 lRAFF 8, REERAEHZIES. A upstream BHL G 1) fail_timeout ZHK
KEE.

13.20.32 proxy_upstream_max_fails $§%

M Nginx 0.5.0 fRAFF4h, RS ZIES . i#1EH upstream B H max_fails ¥4
®e.

13.20.33 HTTP Proxy T E
HTTP Proxy ikl & —Lpy AR, AILIAT proxy_set_header 74 :

Sproxy_host

BARERSFVENLMEOD .
Sproxy_port

BB R AR A
Sproxy_add_x_forwarded_for

W E LLEAIES B2 UniE Kk “X-Forwarded-For” Ffi$remote_addr (N . WREH
iH#kKk “X-Forwarded-For” , 1ZAF i {H% T $remote_addr fI{H.

13.21 HTTP Rewrite &k

GRRR BRI ELESR 7 EFARA Y, ZERATIHEINE.

13.22 HTTP SSI #&th

SSI (Server Side Include) , 7 #4574 IR 4% 253 XA o

SSI M TIERHE: HARRXEIRMRZAT, ATLMER “ME[/mAE  (SSD 7 fH4HX
A, FHESNAEFEFEREBIMIT. fl, aTCMER SSI G& R E/H AR, RS E St
ZEPREHBRERRE. N TESNDXAFERL WA CEREE, EHBEHR——FREER
Trike MABFEA—NEEIAFEIT, MALKE N FRAE . Bl — M EE R R iEa
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BT A & 30, IERIET Web REBEABBAELNT. MH, EHABECHN, X
AERITEERRABE NI HEER

RS SSI ESHISCHF BRI, FrilbAARA SSI XHRT SSI X R4,
RNT RAE “shtml” o GIIAITFRIMAE, REAT SSI:
‘http://finance.sina.com.cn/g/20091222/16047138654 .shtml

Nginx 3Z#F SSI, {Hf, BHRILGEH AR T2 5EE.

13.22.1 ssiigd

1BYE: ssi[onloff]
ERIAE: ssioff
{FF¥F5E: http, server, location, if in location

T4 H T R ESH SSI AbH.

13.22.2 ssi_silent_errors 1§%

¥k ssi_silent_errors [onloff]
BRIAE: ssi_silent_errors off
fEF A& http, server, location

EHIESWE N off B, H4bER SSI BFREHR, A “[an error occurred while processing the
directive]” 5115 8.

13.22.3 ssi_types #§%

V% ssi_types mime-type [mime-type ...]

ERINMH: ssi_types text/html

{FFFR55: http, server, location

FVF SSI ALEE HoAh MIME 268!, SSTBRIAFTLALLZE “text/htm]” 2681,

Enables SSI processing for MIME-types in addition to "text/html" types.
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13.22.4 ssi_value_length ¥4

FEk: ssi_value_length length
ERA{H: ssi_value_length 256

{F PR http, server, location
SE XSS AT HEANSHKE.

13.22.5 SSI#%
AR AWT:

<l--# command parameterl=value-parameter2=value....-->
SCHRRT SSI A2 BRI T
1. block
B RFRIE—N R, TERA AT UL SSI A4
name——RAIZFR. B:

<!--# block name="one" -->
the silencer
<!~-# endblock -->

2. config

K SSIRE &%,

¢ errmsg——SSI 2B B RIHRIT, BUAFRFH#289: [an error occurred while processing the

directive],

o timefmt———F 8] F4F 5 %A, strftlme(B)Ejﬁﬁﬁﬁ 2RiA -
"%A, %A3-%b-%Y $H:3M:%S %Z"

i [ R AP AT LAER “%s”

3. echo

TEI—/ R &,

o var—BEMER.

o default—MRREAHZ, NWEREXANFERHH, BIMEHN “none”. 75
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<!--# echo var="name" default="no" -->

HLUTBEMThEEM L.
<!--# if expr="%$name" --><!--# echo var="name" --><!--# else -->no<!--# endif -->

4. if/elif/else/endif

A 77 ¥k .

<l--%# if expr="..." 5->

;;;~# elif ‘expr="..." =-—>

Erspit

;;;~# endif -->
LI EREI R RF—EBiRE, ARTFZEHRE.
o expr—LEE—/NFRiAK, FTLLEZH:

<!--# if expr="S%name" -->

FF B LU

c<l==# 1if expr="$name = text" --> =
<!-—§4 if expr="Sname != text" -->

IENPERC:

<l--#'if expr="$name = /text/" -->
<!--# if expr="$name != /text/" -->

mEMEHTE, WHAEMEAE.
5. include
AE— N HASRIR SR .

o file—AEF—3H, HlW:
‘<l--# include file="footer . html" ==3-

o virtual—R&EF—MEK, Bl

<!--# include virtual="/remote/body.php?argument=value” -->
ZMEREIFATIAT, WRBELPUFHRAT, HEA “wait” HIR.
o stub—— N RIF KA T EIR Bl — MR FE AR B IAR.

<!--# block name="one" --> <!--# endblock --> i
<!-=# dinclude virtual="/remote/body.php?argument=value" stub="one" -->

o wait—HREN yes Bf, FELHTHIFRTHRLZAT, TR SSIARHE, ~Hl:
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<!--# include virtual="/remote/body.php?argument=value” wait="yes” -->
6. set
BE—IEE.
o var—HE,

o value—BELEBEZTENE, TIHHILE.

13.22.6 SSIT=®=
SSI AU T :

S$date_local

2 DX B 24 BT JA], GBI timefmt"$5 A% o

Sdate_gmt

TR AR VAR ], ZEIN “timefmt" A% .

13.23 HTTP Userid &

ZAEHLA 24T Apache A mod_uid #tk, EERH THME AN EORIR. & EE M HSuid_got
Fi$uid_set T&E

BB R
userid on;
userid_name uid;

userid_domain example.com;

userid_path /;

userid_expires 365d; S o
userid_p3p 'policyref="/w3c/p3p.xml", CP="CUR ADM OUR NOR STA NID"';

13.23.1 userid #§%
E: userid [onlv1lloglloff]
BRIMA: userid off
{EFERIE: http, server, location
ZIRA AVFEEE IE R cookie KD FKiE K cookie:

WWW_TOpSagefé%jﬂ@/nx: BXR Apache 8975 M58 Web fREFE



268 ¥ 13FE Nginx 89%rA& HTTP 121k

on— RIFF FRR A 2 [ cookie ZiBFKET.

vI—RVFEARA 1 1 cookie RiEFE.
log—— &% cookie, {HRE T cookie Kidx.
off — £ 1k KiE RS cookie.

13.23.2 userid_domain 154

1&¥%: userid_domain [ name | none ]
EXAMH: userid_domain none
{FF¥F8E:  http, server, location

15 %€ cookie FI3E4 . S8 “none” A K cookie IEEH L.

13.23.3 userid_expires #£%

1&¥k: userid_expires [ time | max ]
BRIAE: none

{FF¥FIE: http, server, location
WE cookie HJiT HAHTA] .

SHREHF R RIS cookie FITHART A, SEME “max” FEETHEN “2037 £ 12 A
31 H 23:55:55 GMT” , IXR—LeE MR s R B B IR .

13.23.4 userid_name 3%

i&¥%: userid_name name
BRINE: userid_name uid
f§ FI¥R3§: http, server, location
ZIE4 I TH8E cookie KB FR.

13.23.5 userid_p3p &%
E¥k: userid_p3p line
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BRAE: none
{¥#FFRSE: hup, server, location
Header 3k “P3P” fI{H, ¥ # cookie —i{Ei#.

13.23.6 userid_path 5%

&% userid_path path

BRIAME: userid_path /

I EREE: http, server, location
W HE cookie fI#EZ.

13.23.7 userid_service §%

1875 userid_service number
ERIN{E: userid_service address
{8 http, server, location

ZIESHTRE R cookie FIIRSE 48 IP #hlil, WBRAEE . IRA 1 1Y cookie WEHE X 0, IR
7 2 1 cookie B h RS 3311 IP.
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AES A HTTP BRSSP Neinx B 53048k, BRIEEM “/configure --with-#
BAZ” AR ERIFXEEIE Nginx F.

EAFEREANMAT, 18450 “FRHHE” BIEZIES T UL Ngink REXHFERKALE,
B FHEREA “hup, server, location” , WFRNZIESTUEUTAEMFA:

14.1 HTTP Addition &k

A HEER AT DAZE 25 AU M9 location R 2 BT ELZ S5 AR N E A location P Z¥.

AR — AT BT, R A FIBIHAL location IR AF LWL E, #
TILARALE BT N RKIE B R P im. B4 2 K1% HTTP Header k{5 BB, B& MM Body F KK
BERRHK, FrLlXE Nginx A4S 7 Header k324t Content-Length k158, TIRHLFXH
HTTP Chunked ZRi&3)7&S R4 body WARKE . #1T Chunked FESIEHIT) HTTP MNASTE
Header 3k#i% & : Transfer-Encoding: chunked, 7R Body {44 A Chunked RIS EHNE .-

BRI T Nginx K, RREER MR, NEAERFE R Nginx B 185E:

-dconfigure ~-withshttp addition
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AP RS M ER BT

location / {

add_before_body /before_action;
_ acha.‘Etar_body /after_action;
}

PR BT840 -

#E Nginx 0.8.17 ¥, R XHFTHY location A'E H & B FiF KBRS, ZFilikABEAR
SIS, Bl 14-1 =41

8 14-1

location /foo {
add_before_body /bar;
}

location /bar {
add_before_body /baz;
t !

i al ffoo AN&:A# i /baz {08 T i K/bar Z RN 2. H4b, 7E before/after body localtion #,
REp S/ E, MARMEHRAETRE. UUTFRERAR 0 UZE nginx.conf Bt & CHRNKHEDS, HE
REEER TE.

location / {
‘set $befo\re._actlon .f’before action; -
a.dd,_before_body $before act:.on,

}

14.1.1 add_before_body 5%
¥ add_before_body uri
EAE: no
& IR 85: http, server, location
ZIES H TENE XA Z RN URL FERPAESER.

14.1.2 add_after_body &%
i&¥%: add_after_body uri
BRINE: no
{EFIZF:  htp, server, location
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GRS THENE A LZERN URL FERBARTER.

14.1.3 addition_types 1£%

T&¥%: addition_types mime-type [mime-type ...]

EXIAE: text/htm]

{f FI¥F 35 http, server, location

%¥84 (A Nginx 0.7.9 JRASFF 4R A1 location A3 B & X ) MIME 288 (BRIA A text/html ™).

7E Nginx 0.8.17 Z BIHIMRA, %3R4 EHRMAB P HEE R MBI E N “addtion_types” , iX4 Bug
7 0.8.17 lRAFHEIE.

14.2 Embedded Perl #&k

AR RUFTE Nginx F HEAT Perl, B E# T SSI EH Perl.
ARHRERIARARSHREH Nginx (9, WRREMHZESR, NEEHFLZE Nginx BHEE:

./configure --with-http_perl_module
Ao, BRIBRERSG R YN EE Perl 5.6.1 LA LRRA .,
EL %0 ] L -

(1) IR Perl HHBAT K RHEFIERME, Bl DNS i), HOEER ML, 54T Perl WA T
e —EA TRERSE, EHit, NWER Perl AN ZIEFR A, HITREATHE

(2) Nginx ZEIT “kill -HUP <pid>” #r4 EFHMBEE XK, TRESSBAEME.
ARBIIARD 14-2 Fros:
KB 14-2

http {
perl_modules perl/lib;
perl_require hello.pm;

perl_set Smsie6
sub {
my Sr = shift;
my $ua = Sr->header_in{"User-Agent");

return " if $ua =~ /Opera/;
return "1" if $ua =~ / MSIE [6-9] \.\d+/;
return "";
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}
server {
location / {
perl hello::handler;
}
}

perl/lib/hello.pm 7<% QfXAd 14-3 F7R:

8 14-3

package hello;
use nginx;

sub handler {
my $r = shift;
Sr->send_http_header ("text/html");
return OK if $r->header_only;

Sr->print {("hello!\n<br/>");

Sr->rflush;
if (-f $r->filename or -4 _) {
$r->print (Sr->uri, " exists!\n");

}

return OK;

END

14.21 perl #£%

#BV: perl module::function | 'sub {...}'

ERIME: no

f# I3 3E: location ’

ZA54 FkHE 2 238 location HZNE B Perl B4,

14.2.2 perl_modules #§%

& perl_modules path
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ERINE: no
f# B http

Z3684 T 4 Perl IR EHIMNY . M Nginx 0.6.7 lRATF4R, %8125 nginx.conf Bl &
SAFFTE BRA K, MA R Nginx ) prefix %% H %,

14.2.3 perl_require €%
iE#: perl_require module
BRIAE: no
fERFREE: hup
X, YRATLMERI S/ perl_require 154>

14.2.4 perl_set 5%

#&¥%: perl_set module::function | 'sub {...}'

ERIME: no

S hup

ZIRSHTRE—NEHRAZRLMERTE. ROMARTE 14-4:
K18 14-4

http {
perl_set S$path_md5 '

use Digest::MD5 qw(md5_hex);
use File::stat;

sub (
my $r = shift;
my $s = md5_hex($r->uri);

my S$path_md5 = join "", join("/", substr($s, 0, 1), substr(s$s, 1, 1),
substr($s, 2)), ".html";

my S$filepath = "/data/www/".S$path_md5;
if(-f $filepath) {

my Smtime = stat($filepath)->mtime;

if(time() - Smtime > 1800) {

return $path _md5.".new";

}
}
return $path_md5;
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y

server {
listen 80;
server_name 127.0.0.1;
index index.html;
root /data/www;
location /images/ {
try_files /$Spath_md5 @fastcgi;

14.2.5 M SSI A Perl BiA
AT

<!- # perl sub:"module::function",arg=*parameterl“ arg="parameter2"... >
RIS B H TT IS
$r->args—— & [FF K S EM Hi%.
$r->discard_request_body——%1f Nginx EF &K EEKI H .
$r->filename——IR [A] 5 URLEFRBAHFEHIXHZ .

$r->has_request_body (function) —— 1R HFKK E4, WIR[E] 0. R EKH FHFE,
WSS RBIEIRE 1. EEHLENER, Nginx KARCLEINAER. RiEkrEiwm
ﬁﬁ—% 14-5: ‘

18 14-5

package hello;
use nginx;

sub handler {
my S$r = shift;

if ($r->request_method ne "POST") {
return DECLINED;

}

if ($r->has_request_body {(\&post)) {
return OK;

}

return 400;
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}

sub post {
my $r = shift;
Sr->send_http_header;
Sr->print {"request_body: \"", $r->request_body, "\"<br/>");
$r->print {"request_body_file: \"*, $r->request_body_file, "\*"<br/>\n");
return OK;

}
1;

__END__

& —A HTTP &k k.
R RMBEIRE—/MNEL, WAHE.
BE-INEL,

$r->internal_redirect (uri) ——fFFH A EZRFFEEMN URIL, F TR REELE Perl HIARAT
ZEWRERE.

$r->print (args, ...) ——RIEHIEH & ¥.

L EFRAICFEENRN SR, REIE P imiEk F4a. B, A7 RIE
BERERERGEBEENET, FEMA client_max_body_size 354 BEIH A/, HBFEH
client_body_buffer_size {5415 LB RHWENKX .

$r->request_body_file——iR [BIFFAE & /7 i 7 oK E PRI U 42 o TR 3048 78 40 B8 58 JUE A 20U
B MEFEWRFHREBAZM, RAUERE client_body_in_file_only 544 on.

IR [E] HTTP %3k J7i%.
$r->remote_addr——iR [F] 2 7 3 IP Hbhk.
O FRIXFIREDE .

$r->sendfile (file [, displacement [, length |) —— I LH RN BEE FIHER. TENSH
AR EVIEME S RAFERERKE. ™Rk, BEEmReERELE Perl_ﬂfﬂik?ihﬁ%-br‘éiﬁe

#3710 Header BN &, SHIEIN “type” FIKIKS Header

$r->header_in (header)

$r->header_only

$r->header_out C(header, value)

$r->request_body

$r->request_method

$r->rflush

$r->send_http_header (type)
4T “Content-Type” HI{H.

$r->sleep (milliseconds, handler) WEELEE RN BIANTE e AERF, HFE L
B, EXBRAEA, Nginx $EeE4BEEMIERK. R MERNNRAWE, Nginx #HiE1TRE

REFRRFF. EER, RAEER MRS RO EEF . ELERZ WEREE, RNZE
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Fl$r->variable(). FiZnREln{ig 14-6:
R 14-6

package hello;
use nginx;

sub handler {
my Sr = shift;

$r->discard_request_body;
$r->variable("var", "OK");
Sr->sleep (1000, \&next});

return OK;
}

sub next {
my $r = shift;

$r->send_http_header;
$r->print ($r->variable("var")};

return OK;

}

1;
END

$r->status (code) — W E HTTP W& k.

$r->unescape (text) —ﬁﬁﬁ unescape J7iEXT LLXX 758k il FE 2 40 79 B SC A R AR R .

$r->uri—iR [BliF K ] URI.

$r->variable (namel, value]) —REISKR B EXRME. ENEHKRE, ZENEHER,

14.3 Flv Stream &

ZHERA T FLash #7548 LA HTTP F#J5 sUEBURTE Web 55748 L9 FLV MR, STHFE
BUEBESHESD, BISTHFLL test.flvIstart=12345 @77 MIEREFHALE THICH. EHHNFLRWUM

AEMHAERN . LS. FiREES, WCRXFHES) T

FRHENRA =G iFLE Nginx 1, WURIRBEERZBR, WELEHF LI Nginx W16E:

./configure --with-http_flv_module
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KRB E R T
location ~ \.flv$ {
flv;

}

RS 11| 1121 59, CHEMANBT “FA Ngiox ] Flv Stream B HTTP T
F7 AW FLV MLBURS 8 , XEAHEER.

1431 flv %
BEE: flv
ERIAMH: None
{EFAME: location
4 HHTH) location FF /8 $%F FLV $135Ha 50 38 45 Bk SCAF AR 3

14.4 HTTP Gzip Static &k

FE— D IUER AR IR Gzip EANE M WHRBF A, ABERARKNERS location
TREFEL “gz” GRIM. SHUNEERERAER KR M.

AHER M Nginx 0.6.24 FATFIGHGIA, BRARASHIFLE Nginx 89, WRIREER ZBIR,
T EAE % % Nginx B8 E

./configure --with-http.gzip_static_module

AT

gzip_static on;

gzip_http_version 1.1;

gzip_proxied expired no-cache no-store prlvate auth;
gzip. disable - COMSIE  [1-61\.";
gzip_vary on;

14.4.1 gzip_static ¥§%
1Bk gzip_static onloff
ERAME: gzip_static off

{EA# ¥ http, server, location
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FF 5 HTTP Gzip Static #3R. 4R 2RI 4 SCPE AR B4 30 1 0 R IV BR— .

14.4.2 gzip_http_version $§%

SN 13 B3 13.11.5 771 gzip_http_version 54 .

14.4.3 gzip_proxied 8%

SR 13 FH 13.11.6 Y gzip_proxied 14 .

14.5 HTTP Random Index &k

FERAT M EHFFEHE— YL ERRS].
FHRREARA SR IFE Nginx 89, WRREMA RS, WEAERFRE Nginx W 62E:

./configure --with-http_random_index_module

B BB T

location™ /34
random_index: on; .

}

14.5.1 random_index 3£%

#&¥%: random_index [onloff]
%’Q%{E off
{# 3R HE: location

WERAE—ANEER location FFFRAIES, R NERY HEHEE BRAIH, FHEZ
—AEEVLIEE RIS B B index.html. BL “.” FERMISCHASBHER.

14.6 HTTP Geo IP #&k

FAEHRET & P 5% IP #i3k 5 MaxMind(3R L) GeolP HusibFEHEATELRT, BlEE— &% 8, H
e SEIRA X MBI . AABER T Nginx 0.7.63 1 0.8.6 2 J5 RIRRA.
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AHERTEE Geo IP H3E FE B HUZ AR K libgeoip K, WfE 14-7 PR,
8 14-7

#THR T geo T TP HdEE

wget http://geolite.maxmind.com/download/geoip/database/GeoLiteCity.dat.gz
#FHRE K geo BIK IP HABE

wget http://geolite.maxmind.com/download/geoip/database/GeoLiteCountry/
GeoIP.dat.gz

#T# libgeoip, 4 Debian Linux#4EZ%, RTRMER AT HAEHR:

sudo apt-get install libgeoip-dev

$ESME Linux BAE RS, RTLTHRBAD A ThiF R

wget http://geclite.maxmind.com/download/geoip/api/c/GeoIP.tar.gz

#f CentOS Linux #{ERZE, RAT U.{fﬁﬂ Yum mA R 11bge01p
yum install geoip-devel .

BAERERIN R A SGRIFSE Nginx (), WRMREFRZEER, WEERFERE Ngmx B'H’“%

./configure --with-http_geoip_module

R BRI T

http {
geoip_country GeoIP.dat; :
geoip_city GeoLiteCity.dat;"

14.6.1 geoip_country §%

#B¥%: geoip_country path/to/db.dat;
EKIA{H: none
fEREE: hup

HIE S M THRE AW E 1P HbkpT R E KK dat BHREXHRE. BdiZESNERE,
GeolP R &A1 LI T AT FHAAL & -

$geoip_country_code;—— /N FREFIE RS, Flim “RU”, “US”
$geoip_country_code3;,—=/~FRHIE KA, Hlan “RUS”, “USA” .
$geoip_country_name;——E K LR, HliN: “Russian Federation” , “United States” .

MPERAFTEERLHR, WAEE geoip_country ¥#EFE (1.1MB) BIF], FEK geoip_city %
| (43MB) BEKXKEZ, FHEMERNEEEBESEFEANTT.
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14.6.2 geoip_city #£%

TE¥%: geoip_city path/to/db.dat;
ERA{E: none
FHFE: hup

ZIE M TIRELAM U a3 1P bt B E K. HX | T dat BB E B2 Bt Zds
PHIRE, GeolP BIRSBIELITAIHMZE: ‘

A FEHEZRMRE, #lm “RU” , “US” .
EAFRHERMRE, Fwm “RUS” , “USA” .

$geoip_city_country_code

$geoip_city_country_code3

$geoip_city_country_name——E ZK L& K, #/0: “Russian Federation” , “United States” (if

available) .

$geoip_region——HX ZFx (&, HIX, M, KITBX, BRHEBOFE %) #Hlim: “Moscow
City” , “DC” (WERFHE) .

BT 2H#R, BFla: “Moscow” , “Washington” (HIREHE) .
HRELRAS (InREE) .
M OGGRER. . dE. FEALE. W, BERMZ ) KB (WR

$geoip_city

$geoip_postal_code

$geoip_city_continent_code

FE) .

SR (WMRFE) .
2B (MREE .

$geoip_latitude

$geoip_longitude

14.7 HTTP Reallp 1&2

ARRAT LSS E P IE R KR & - 0% IP #bht, #1130 X-Real-IP 1 X-Forwarded-For. I
3£ Nginx A7 F Squid FRERE M2 5, BEALTF F5 Big-IP. NetScaler Z-LE RSB
B, FESEIEERH.

KRR SHR T Nginx (1), WRRBEMHZER, WEAHRIZFZE Nginx B 5E:
.Jcontigire “with-http realip_module . . Y

fRi&—%& Nginx f7F Squid /544, Squid % E T X-Forwarded-For k58, iRk THFHE
X IP, B, MRELEZHZREMBM, X-Forwarded-For k15 8 H A AE KRR LUE S 43 BR Y

SE4¢ Nginx: ERFE Apache 895 HBE Webﬁﬁ‘ﬁ T opSag e.com
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LA 1P #udit.
X-Forwarded-For: 202.108,1.1,.192:168.1.5, :192.168.1.6, 192.168.2.1

Bt A, RATLLEE A HRERE S IP 51E, Header kR HE—AMRZEEH IP
KAE R i IP. BInLL_E /) X-Forwarded-For 15 B F, fRi% 202.108.1.1 4% /i 1P, HAhA
RERSE P, RATLMERAUTEE:

set_real_ ip from 192.168.1.0/24;
set_real_ip from 192.168.2.1;
real ip header X-Forwarded-For;

X#¥, X-Forwarded-For /1 IP {5 B8t R F T & P umhy 1P #hik 202.108.1.1 T,

14.7.1 set_real_ip_from 5%

B set_real_ip_from [the addressICIDR]
ERIAME: none
{HF*55: http, server, location

ZIRAHTRENERARERS S IP #ilt, X2 1P MK 775 K R Header k{5 R
FEH,

14.7.2 real_ip_header 1§%<
7&¥k: real_ip_header [X-Real-IPIX-Forwarded-For]
ERIAMH: real_ip_header X-Real-IP
{#FH*55. http, server, location

HIESHTREBEH RE " i 1P kK Header Sk 475

14.8 HTTP SSL #&k

FHEHA T HTTPS X #F.

BT U TR RAR AR P B

(D) RavrfReEd HERMFIR.

(2) IRFE —MEBFE, WRIEME Apache IR B/ MEB M. Hlans LiEERN

WWW TopSag%‘ﬁ%’f’X’ XA Apache 895 M 5E Web 525
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FA P Ao B R E B B R0 (CNNIC) SSLAEHS, TSR i = AF4E o144 plft o HRE
H [ Entrust.net MR %4 B2, FEIRIUEF H Entrust.net &4 CNNIC, 1544 my.xoyo.com ] CRT
UEF3CHF B CNNIC fitk, i 14-1 Fios.

- ERRRE @
E Entrust, net Secure Server Certification Authority
CHNIC SSL
RE2lr o conl)
[
FEEER W
EHRE )

B 14-1 Windows EBEBIFPEENHE

BEMEB XA AR CLARK D LRIREAE-BER A7, # N B —/MEBFE M (3
A o, BRI AGIE-FEESCHF, Nginx FoE S0 RS X ME-BEESCHFETAT . EB5
A AR 14-8 Fis:

1S 14-8

FERBCA RS =40 iF 8 Nginx 9, WERIREMEA SR, NWEAEYF 2% Nginx FHEE:

./configure --with-http_ssl_module

o B R BlinE5 14-9:

bt Ninx: Rt Apache 955144 We fRRSHT opSage.com



14.8 HTTP SSL &3k 285

B 14-9

http {
server {
listen 443;
ssl on;
ssl_certificate /usr/local/nginx/conf/cert.pem;
ssl_certificate_key /usr/local/nginx/conf/cert.key;
keepalive_timeout 70;

M Nginx 0.7.14 JRAFF 48, BH IR listen T2 FHEH “ssl” S

server {
listen 443 ssl; :
ssl_certificate /usr/local/nginx/conf/cert ,pem;
sslicertificate_key /usr/local/nginx/conficert.key;

}

AR

BEEBERT, RTURBUTSRER—NETHRED, WA 14-10 Fiks:
18 14-10

cd /usr/local/nginx/conf

openssl genrsa -des3 -out server.key 1024

openssl req -new -key server.key -out server.csr

cp server.key server.key.org

openssl rsa -in server.key.org -out server.key

openssl x509 -req -days 365 -in server.csr -signkey server.key -out server.crt

£ Nginx BCE 4P EEHIES, WARH 14-11:
8 14-11

server {
server_name YOUR_DOMAINNAME_ HERE;
listen 443;
ssl on;
ssl_certificate /usr/local/nginx/conf/server.crt;
ssl_certificate_key /usr/local/nginx/conf/server.key;

& /5 Nginx, KRGV
https:7//YOUR_DOMAINNAME HERE

EFE11E, CHETIEHHTTPS (SSL) HB— L2 K Nginx Web RE 2345,

WWW_TOpS&g&'MInX: B Apache 89514 8¢ Web IR 5
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14.8.1 #EZ A server{....} Bl EH R {EABEEFF SSLIEH

WRRE — AN BB SSLAEH, Bl a0 # & 45 * .nginx.org 344 i SSLAE 45, 4R AT LAZE http{......}
HIg R IE BICHE A, BAEREUEN T LS AMRIRIES . BE R R
14-12:

KB 1412

ssl _certificate common.crt;
ssl_certificate_key common.key;

server {
listen 80;
server_name WWW.Nginx.org;
}
server ({ !
listen 443 ssl;
server_name secure.nginx.org;
}
server |
listen 80;
listen 443;
server_name images.nginx.org;

14.8.2 ssl %

WBYE: ssl [onloff]

BRIME: ssloff

PR main, server

A—A server{...... B EHLIF /A HTTPS (SSL) 3ZFf.

14.8.3 ssl_certificate £

W\ ssl_certificate file

ERiA{H: ssl_certificate cert.pem

L4t Nginx: BFE Apache 89515 Vel opSage.com
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{# FHEA5E: main, server
9 4 BT A L EHLIE E PEM #& 2 A9IE P 3 . — 4N 304 AT AR £ AMIE P 30 GIE 488D

FIHE, FHMLHH PEM %K. M Nginx 0.6.7 BRZAFFE, iEFH XX EEZA nginx.conf AT
BHBER B3, MARZ Nginx %3 H%.

14.8.4 ssl_certificate_key 5%

&% ssl_certificate_key file

BRINH: ssl_certificate_key cert.pem

{#FHFRB%: main, server

2 4ETR BRI E PEM R A . M Nginx 0.6.7 lRATFFHH, EFHTHHARN B

4 nginx.conf At & CHFFTEER H%, MAR Nginx %3 HX%.

14.8.5 ssl_client_certificate 4

Bk ssl_client_certificate file

ERINE: none

fEFER5E: main, server

&€ PEM # X 9 CA LS, ATREZEFRIES.

14.8.6 ssl_dhparam #£%

B¥%: ssl_dhparam file

SRIME: none

fEFERSE: main, server

&5 PEM #3if) & F Diffie-Hellman Z¥(H)3C#F, HT TLS &iEH.

14.8.7 ssl_ciphers &%

ik ssl_ciphers file

ERINME: ssl_ciphers ALL:!ADH:RC4+RSA:+HIGH:+MEDIUM:+LOW:+SSLv2:+EXP

WWW.TOPSAYEROMYinx: & Apache #IE51#AE Web M55
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{# I 3E: main, server
IR VBB MR . FBLL OpenSSL XM AIEE, Fiw:

ssl:ciphers :ALL:ADH: | EXPORTS6 : RC4-+RSA:+HIGH: +MEDIUM: +LOW: +SSLv2 t4+ EXP;

FHLL T4 LI EH OpenSSL T He i R 7%

openssl ciphers

14.8.8 ssl_crl 5%

B sslerl file

BRIME: none

{FFI4E: http, server

%364 (Nginx 0.8.7 LA ERA T FE) AT E— PEM R MIEP R, HTR

BE A RES.
14.8.9 ssl_prefer_server_ciphers 5%

#E#k: ssl_prefer_server_ciphers [onloff]

BRIAME: ssl_prefer_server_ciphers off

fE % : main, server

%t SSLv3 Ml TLSv1 HhiX KIS #in B EHF RN ERS TR HEH.

14.8.10 ssl_protocols %

1875 ssl_protocols [SSLv2] [SSLv3] [TLSv1]
BRIAME: ssl_protocols SSLv2 SSLv3 TLSv1
f#F33E: main, server

%4 A T A8 SSL .

14.8.11 ssl_verify_client 5%

$E¥E: ssl_verify_client onlofflask

L4 Nainx., JR1¢ Apache #9514 6E WolniRARFST opSage.com
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ERIAMH: ssl_verify_client off

{# FHF % : main, server
ZIRAHTHEZEFPIHIERRIE. 33 “ask” £F P im R IEBREIEER, &Ik
PBHATRE.

14.8.12 ssl_verify_depth %

T&V%: ssl_verify_depth number
ERINMH: ssl_verify_depth 1

f# ¥ : main, server
REZ P RIEBEMERE.

14.8.13 ssl_session_cache 5%
&V ssl_session_cache offlnonelbuiltin:size and/or shared:name:size
BRIAH: ssl_session_cache off
EFIFRAE: main, server
B4 RE R SSL S ENSIERMAK A, BHEEH %,
off—BEKH: Nginx BB & VFE /WAL ER A .

none——#%H: Nginx HIFEFHMSIERBHEN, EE Nginx L EASEREAN]. X
R F L lp R F P AR A B — P AR v, T LB T A REEAN HTTP RS54+

builtin——OpenSSL W E &, NATHTF—ATIE#E. EFXDHESEECkEE. B :
FRZIRS S FBAFR T, SEHIIRNEEE.

shared——R FHTH TAEARK TR ZENXPHFTHEIRE, IMB ZFREERFHK
214000 2. BMEEEFLIME BCHER. AEZREFTURTS M EUEH.

Y7t B LLF] B A builtin 1 shared, 70 F:

ss1_session cache builtin:1000 shared:SSL:i0m;

A, RERAXZENERMAEA builtin 27, BEFH.

www.TopSagestamoiny: & Apache #9514E Web fRE
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14.8.14 ssl|_session_timeout 5%

WB¥E: ssl_session_timeout time

BRIAME: ssl_session_timeout Sm

f#FR3%: main, server

REFM IS EREAFREEFTHSIES TN,

MRS R — AR RO RRACD, 7T LU BY error_page 14 3Kl debug iR
495— R EE P IIE I R AR

496—— % P U AN SRV S RE S o

497—IEH HIIE R ZIXE| HTTPS.

ERRSERUE, LA/ —245 R/, Bl $Srequest_uri. $uri. $arg . Nginx 9 Http SSL 4
Bz Frix e ) B AL :

$ssl_cipher: &[EIBEE SSL %8 FH K RSAT .

$ssl_client_serial: iR[EBEE SSL EREMNE F IRIE-BHFS .
$ssl_client_s_dn: JR[EIBEE SSL &K UIEF K DN E/M1T.
$ssl_client_i_dn: IR[EBEE SSL M F iE 5 #9 DN RATHAT.
$ssl_protocol: IR[EIBEE SSL #EH M.

$ssl_session_id: 7E Nginx 0.8.20 PA_ERRAF %A & .
$ssl_client_cert

$ssl_client_raw_cert

$ssl_verify "SUCCESS": IR % P it HIIE#E, ZEEMEN “SUCCESS” .

14.8.15 ssl_engine #£%

WB¥%: ssl_engine

Z%IR4 18 E S A AU OpenSSL 5%, il Padlock. ZE %3 —/NME MR A OpenSSL
FRAS o

Std% Nginx: IR Apache 8914 4¢ WWeMNINNST OpSage.com
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14.9 HTTP Stub Status R

AR FEHTEE Nginx H—LEREFR.
AAERENRF L4 FHE Nginx 1, INRRBEAE A B, NEAES T LR Neinx F 8-

./configure --with-http stub status.module
BLE 7R B ARG 14-13:
H1iB 14-13

server

{

listen 80;
server_name status.yourdomain.com;

location / {
stub_status on;
access_log off;
allow 192.168.1.2;
deny all;

14.9.1 stub_status %

P&¥%: stub_status on

FRIAME: None

fEFFFEE: location

ZFe4 H TR Nginx REB R

Server accepts handled requests—Nginx & XA T 43 629 083 NMEH, B IhAIE 43 629 083
WEF GEHSERAERBE) , BILLET 259 552 136 MMEK.

WWW-Topsagemg/hx; B Apache 895 M58 Web fRE#E
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Nginx BEH 2% P 35 ) Header 15 R4,

Nginx & [Bl45 % F i ff) Header 15 S 4.

FFIE keep-alive HIFI T, X/MEFT active - (reading + writing) , FE#HE
Nginx DR, [EEFME T —KiEkE4 NI HERE.

Bt L, ARV I ROR T, iR RARRPAL IR L BRI UL, Waiting SR E 2 IEH K. 20 R reading
+writing $08%, MR HEER K, EELELRES.

Reading

Writing

Waiting

14.10 HTTP Sub A&k

FHERTEERIRER I Nginx MEH A FHICA.
BRI B A S GmiEE Neinx ), MRBIREMEA AR, NWEERIF L Nginx F355E:

.7configure --with-http_sub_module

IR

location / {

sub_filter </head> : e
“orefheads<script language—"javascrlpt" src—"sscrlpt“></scr1pt>'-‘ .
“‘sub_filter once onj '
}

14.10.1 sub_filter 3§%

JE¥E: sub_filter text substitution
EXA{E: none
{§FI3F3%: http, server, location

ZE S A VFE R — L AR 0 U B Nginx NEAF PR — &K, REARS KNG, B
B XAT R ERE. A location R fEfeE — MEHMN.

14.10.2 sub_filter_once 5%

Ey¥E: sub_filter_once onloff
ERIN{E: sub_filter_once on

{EFA3R3E. http, server, location

STk Nginx: JR#¢ Apache 89755144 WelNaRaNET OpSage.com
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ZIRSMMERE RN off i, AWBRIBHRAEILAT. ZIELHIBINER on, REHE -
ANTACIH

14.10.3 sub_filter_types #5%

B%: sub_filter_types mime-type [mime-type ...]

BRINME: sub_filter_types text/html

{FFFF5E: http, server, location

%44 F FHE5E sub_filter TE B REM—HARE, BIAMERN text/html,

14.11 HTTP Dav &tk

K k% B /o5 HTTP 1 WebDAV J#i%: PUT. DELETE. MKCOL. COPY\ MOVE.
AHRBRIA R A S G iEE Nginx 1, WRVRE S ZE LR, F!UEEE%‘»%‘E% Ngmx B ¥ 5E -

./configure --with-http_dav_module
APIINAHES 14-14:
8 14-14

location / {
root /data/www;
client_body_temp_path /data/client_temp;

dav_methods PUT DELETE MKCOL COPY MOVE;

create_full_put_path on;
dav_access group:rw all:r;

limit_except GET {
allow 192.168.1.0/32;
deny all;

}

}

14.11.1 dav_access 5%

1&¥%: dav_access user:permissions [users:permissions] ...

BRiAMH: dav_access user:rw

www.T GpS@ g%ﬁfmx: B Apache 895 MEE Web AR5
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{FF3R3%: http, server, location
%IE4 AT X B RV AR, REIIT

dav.access user:rw group:rw all:r;

AR R E AR SLVFRY groups BX all, WFEZA user 15 EALIR:

dav_access group:rw all:r;

14.11.2 dav_methods %

E¥%: dav_methods [offlputideletelmkcolicopylmove] ...
BRAMH: dav_methods off
{FFH3F3E: http, server, location

ZFE 4 H ¥R B R EE R HTTP F WebDAV Fig:. MR E H off, I KB EEEE L,
HHABE RS E.

PUT A0 B I SCF A 20AE AR R4 X I R SCHF774 B R R7F7E, £/ client_body_temp_path
54 7E section KR E .

B—AIFRAE R PUT iR BIRE, M Date kA5 BAF X B R F.

14.11.3 create_full_put_path 5%

P&¥%: create_full_put_path onloff
BRIAE: create_full_put_path off
{F ¥R http, server, location

BINEO (off) F, PUT HERBECEFENBRFTEEIAM. ZIES A Neinx QI
Hx.

14.12 Google Perftools &R

AR A FE A Google A7 FFRMMEREM{L TR Google Performance Tools (http://code.
google.com/p/google-perftools/) . ZAEHRFITE Nginx 0.6.29 Z JEHIRAFFH .

Google Performance Tools ) %% 5 B anig 14-15 fios:

Skt Noinx. Bft Apache SIS IEE Web G 10 Sage.com
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18 14-15

#64 ARRM 2 A 2L %K 1ibunwind

wget http://ftp.twaren.net/Unix/NonGNU/libunwind/libunwind-0.99.tar.gz
tar zxvf libunwind-0.99.tar.gz

cd libunwind-0.99/

CFLAGS=-fPIC ./configure

make CFLAGS=-fPIC

make CFLAGS=-fPIC install

cd ../

wget http://google-perftools.googlecode.com/files/google-perftools~1.4.tar.gz
tar zxvi google-perftools-1l.4.tar.gz

cd google-perftools-1.4/

./configure --prefix=/usr

make && make install

cd ../

/sbin/ldconfig

REREARA R IFHE Nginx 1, WIRREMEH SR, LY ¥ 2% Nginx AT

./configure ——wi€h>google,perftoolsamddule ‘

B

google_pérftools_profiles,/path/to/profile;

Profile ¥ UA/path/to/profile.<worker_pid># R A0 .

14.12.1 google_perftools_profiles £%
W&k google_perftools_profiles path
SRIAE: none
484 B T8 profiles BRUSCHA, TR PID HH BRSO

1413 HTTP XSLT #&%h

XSLT B—FHT¥ XML X% XHTML CRsHEM XML XEHNES . AESRE
Wi —NEE N XSLT B FEH XML NE N AT . AHHRIER T Nginx 0.7.8 BUS .

ABERRNEA R FBE Nginx B9, MRREMEHZES, WELHRF L Nginx B E:

./configure --with-http xslt module

BB BT

www.TopSag g‘é%%mx: Bt Apache #9518 Web IRES



296 #14EF Nginx B9EM HTTP &1k

location / { ;

xml ent:.tzes /slte/dtd/entltles dtdy i
's_heet /site/xslt/one.xslt param-.value,-
- xslt_stylesheet /s:.te/xslt/two xslt; s
} " & .. .

14.13.1 xslt_entities #§%
18¥%: xml_entities <path>
BRAME: no
{FFRHE: http, server, location

FF485%E DTD # 3C#F (XML 54%) « DTD ScFs LA AFfE— A8 A XML U BT,
X XML XHFHRHGR. TRORYE. TROHSITRITF . TRESLETNANETSE, U0

fF& DTD FHIEX. WXHEREN B#mF. dTHERRRE,

REEX IEAEACTR B XML 3Cff

fRESEE, EREMH—MEATEE KRR . ERXAHF, BEDERMELE XML 1

ﬁ]. /\fﬁﬁﬁﬂ M‘fﬁ Eﬁﬁ‘%)ﬁ?ﬂﬂ?: ‘gﬂm

<| ENTITY: of nbsp " ">

14.13.2 xslt_stylesheet 3#£%
% xslt_stylesheet template [parameter|[ parameter... ]]
BRIME: no
EFAFFHE: http, server, location

FT18%E XSLT BRI S H. BRAEREN BT SHEMLITIERE:

param=value

WA LA BTIREEM S, HEEM 7 2828 NRSHESATFH <7,
WEAEA “%3A7 ¥ X Mhh, MRS EGFEFHEFHIFR, libxslt BRFHFESEHNIZH A

FISEMEI S5 M. R~EIWT:

‘paraml="http¥3a//www.example .com!: ‘param2=valied L ¢ -

CAUMEAZRENSH, Bim, SHETUH-MERRERA:

docation / { :
- xslt. stylesheet ISLta/xslt/one xslt
$arg xslt_params

SLAE Nginx: B Apache 895 86 WEWT GpS@ e.com
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paraml='S$valuel': param2=value2
. . param3=value3;

}
WLER AR, EXFERT, B ENNEABrERE—&.

14.13.3 xslt_types ¥4

&¥%: xslt_types mime-type [mime-type...]
BRIME: xslt_types text/xml

t
{f FI¥F55: http, server, location

A ERRT “text/xml” ZAMIFEE MIME 5%, R XSLT #HME 8 HTML, N&K
MIME ERITTLIEHH “text/HIML” .

14.14 HTTP Secure Link 1&k

ARV ERI R KRR E L &M 4 M URL it . £ Nginx 0.7.18 DL _ERRA Ao DUE A A HBE .
FHRBGARA GG Nginx 19, WRIRBAMERZAR, MEAERIFLE Negink N EE:

./configure --with-http_secure_link_module

RERFIARHEIT:

location /prefix/ { ,

- - ‘secure_link Setret’ secret_word;
if ($secure_link = **) {

. returny 403;0 0 :

y ;

}

14.14.1 secure_link_secret {4

WB¥: secure_link_secret secret_word

ERIAME: none

A E: location

IESHATHEE — M ERERRER. — MR ER5CE URL 0F:

/prefix/hash/referénce

www. TopSageiebtainx: KR Apache 51 5E Web R
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ZIESRHER U T AR TRATH:

amd5  (reférence, secret_word) ;
prefix 24 location XA BTLE, AEEH “/” o secure_link R EEA T3 root B 1%.
B RHIAEI 14-16:

18 14-16

server

listen 80;

server_name www.yourdomain.com;
index index.html index.htm;
root /datal/htdocs/www;

location /download {
secure_link_secret password;
1f ($secure_link = "") {
return 403;

}

rewrite {.*) /download/$secure_link break;

R F A3 /data0/htdocs/www/download/demo.mp4  Fll/dataO/htdocs/www/download/video/
demo.mp4, A[{HiT PHP /¥4 — md5 &

<?phip
echo. md5 ( *demo.mpd *. "password") . "An";. -
'eqho r'nd5 (,"vi_d,eo/ demo.mp4* . "password") ."\n";

PAT % PHP F2/5 15 -
5608£39d6822090b3d684aBef325d7
52da294cb1a77671d315000bE6ef -

WL LUF URL 1518 Nginx, BT L TFEIXBEAI04:

http://www, yourdomain.com/download/626e08£d9d6822090b3d684a8ef325d7/demo . mp4
http S/ yourdomaln com/download/626e08f69d6822090b3d684a8ef325d7/v1deo/demo mp

14.14.2 $secure_link ITLE

Azh%E URL WAL, 35 prefix 1 hash 42FF. WIR hash #51%, T ES$secure link [
EHAHT

L4t Nginx: B Apache 895145 WetREREET opSage.com
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14.15 HTTP Image Filter &3

AR — 4 JPEG. GIF. PNG B it iess.
AHHRERINRA S FSE Nginx 1, WRREEHZEE, WEESIFLEE Nginx [HE5E:

./configure --with-http_image_filter_module
AR TR R R libgd HKFE.
Aic BB ARG 14-17:

8 14-17

location /img/ {
proxy_pass http://backend;
image_filter resize 150 100;
error_page 415 = /empty;

}

location = /empty {
empty_gif;
}

14.15.1 image_filter ¥§%

i5¥%: image_filter testlsizelresize width heightlcrop width height)

$RIN{H: none

fEFFREE: location

R EER T E A KR,

test: MENEREMHELH—EH#%K JPEG. GIF, PNG, MERE, &[E 415,

size: UL JSON XA HEFHIER, =~EWTF:
{ "img" : { "width": 100, "height": 100, "type": "gif" } }

HHE SRR ER, BE:
{3

resize: 1% LG4/ NE A BIHREBIR /D
crop: % HLGI4E/NE F BIHRE MR/, Fku it 18 2 K/ B A K g

www.TopSafiéicany: K+ Apache 895 14 Web 5 5
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14.15.2 image_filter_buffer 5%

1EV%: image_filter_buffer size
HE: M
{FF¥R5E: http, server, location

WEBRRE A NEAE.

14.15.3 image_filter_jpeg_quality 5%

B¥%: image_filter_jpeg_quality [0...100]

BOAE: 75

{FFAFF3E: htp, server, location

RELHE JPEG B A HITERFELE . BRHEFEEH 95.

14.15.4 image_filter_transparency 54

7B¥%: image_filter_transparency onloff

EMA: on

{F 35 . http, server, location

ZIEA AVFRTE GIF ME T AR PNG 2 LR A S, WNREEARE.
AEXNELS AR E, EEM PNG alpha-channels &R

ER: REPNG REWER, BRESHEANEEARLE,

SL4¢ Nginx: BXAE Apache 8955145 “W%psage com
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Nginx & 7 W F{E HTTP fR4528845F, 7] FYERRMEAREE, X#F IMAP. POP3. SMTP #Hill.

IMAP (Internet Message Access Potocol) &—#F T HEFE V5 0] B0, 1 F IMAP B ]
TR P E RS2 L. ©5 POP AR, 4R REERS S LMARTHII4H,
fEiX— i b IMAP &5 Webmail #{L1. {H IMAP F Lt Webmail EFF )5, T Webmail
BRAMEe, AELHES. WRMA Outlook Express. Foxmail iRk, REMEF—1
S, BHAERERSSHREN IMAP IREHBHA . Bt IMAP LR T —ANFELFH 5 B4t
BN RER TR, FEBRET/HETRERGE, REBTFIOEMRYE, TRERE
REAE, IMAP HAHREMNEMREBN Y HFH 4. 82, IMAP W ABG EAH -
REATTRAR . BIR POP B 5 ERMHRS KT RAR MG, (8 IMAP Hidpi4% 5
Uy 55 B34 R 55 28 2 18] (4 L 1e) [ 25 Th BE R Stk £ T X L8 . 140, Gmail. QQ HBFAERSZHF
IMAP #H% 5 .

POP3 (Post Office Protocol 3) BUHRAHHN #IEE 3 MRA, BEHE BN AT EEREE
Internet KA/ AR 4525 F1 T B FEB B F B0 . =& Internet B F BB (4 58 — NS 4 B LR
#, POP3 fFH F MRS 28 DIEMB A B AN (B EEMITHEND L, ENRERERE
TEHRE AR 5 2% LIRR4E, T POP3 R85 IZMAE POP3 WM FI B MR AF AR 2%, FskEE
TR

SMTP (Simple Mail Transfer Protocol) & S #RAE5ITM L, BB —AH T HIFEHILE E K

www. TopSag4dix: KA~ Apache #IETHAE Web 5 #
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Hub X AR AN, e RIS AR R TR . SMTP HhilUR T PCP /TP Hhistik, BN
B ENERESR P EE R REI T —A B fHh il SMTP il T $s & iR 545, 7T LU E-mail
FEEANRRS S L, BAERRE/LS 8. SMTP RS 28 MR AE SMTP Hhisl )R 2% MR 1R
&%, MFBRBTAPHIRR KA BF I,

Nginx {#F4MBHI2E HTTP R4 38 £ 3R 4N P 1ZE #: 2)W IMAP/POP J5 i IR 45 %% -

Nginx 7 HTTP Header 3" {538 AiER B0 F

GET /auth HTTP/I 0

Hést auth. server hostname
Auth Method ‘plain
Auth-User: user

Auth_ _Pass paasword

Cllent IP 192.168.1.1

IEH HIRLE A

HTTP/1.0 200 OK # WAT R LS, THARASAAE
Auth-Status: OK

Auth- Server: 192 168. 1 10

Auth-Port: 110 ; :

Auth-User; newname #WTﬂﬁﬁﬁﬁﬁE#ﬁmfx

FE POP3 ", by 7 8 4 3% BA 3C 11 4 () 18] B, A — FPB O IAIE T ¥, @ i APOP, {£ ] APOP,
OA7E/EMZ aTHmEs . 24 POP3 AiE{# 4 APOP B, #R24Z0i&[E] Auth-Pass:
HTTP/1.0 200 OK  # Mﬁ&i&m, THRAAARA £
Auth-Status: OK |« - P e T S b i
Auth-Server: 192.168.1. 10 ;
Auth-Port: 110 S
mmhﬂmrIMmaE*#ﬁWﬂﬁﬁ&ﬁﬂﬁﬁﬁmfi: 
Auth-Pass: password # iXse3ifl P 498 LB

IWIE KRB N B L R A
HTTP/1.0 200 OK # HATEIR AR Bk, qmm&

ARuth-Status: Invalid login or password. | 3
Auth-Wait: 3 . . # Noinx AFHRRES WERMF %@-‘tﬂﬁ%li ﬁ“ﬁ’
# client's login/passwd again

EAERRANHET, 15450 “MERHFAE” Bi%iE47E Nginx BEEXHPEAOMCE, i
{EFATREER “mail, server” , RNZIE4PTLIZE L TFALE A

mail { ...... VKFEE W server { ...... VKFEEWH.

LAt Nainx: B Apache 895 T8 WW"?GPS&QE. com
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15.1  Nginx Bz O iRk

15.1.1 auth 5%

M Nginx 0.5.15 fRA&FF 4, %54 Edv4 A pop3_auth.

15.1.2 imap_capabilities #§%

T&v%: imap_capabilities “capabilityl” [ “capability2” .. “capabilityN” ]
2RIAEH: “IMAP4” “IMAP4revl” “UIDPLUS”
{FFE: main, server

T i k% IMAP 74 CAPABILITY HIRHR, EiTiX1M4E4, FRETLLRE IMAP thily™
BFF. mRBH starttls 384, STARTTLS ¥ # Bah4s M.

HET, A7UER) IMAP ¥ B KA1 75 M %5 www.iana.org. imap_capabilities & 7~ 41T -

mail { Lo
imap_capabilities NAMESPACE SORT. QUOTA;
} L

15.1.3 imap_client_buffer I§<
iE¥%: iimap_client_buffer size
ERIAME: 4k/8k
fEFFFE: main, server

FRAIE ST LLEE IMAP S FEEE MR . BRAESE TR/ GREBGETHRIERE,
A 4k B 8k) .

15.1.4 listen $£%
TE&yk: listen address:port [ bind ]
BRIME: no
{EFRERI%: server

WWW.TOpS&gEngX’ A Apache 895 MHERE Web MREFE
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L]

%154 T 1R E BBOER I AR &5 S8 O3 O o R AT DA SR — 36 52 AR5 Be st bk s 11, b4t
Mok P AE RS R AAR, I

listen 127.0.0.1:8000;
listen 127.0.0.1;
listen 8000; .

listen *:8000;

listen localhost:8000;

IPv6 #ilit (Nginx 0.7.58 LA ERRASI ) EEFHESPRE, ~BIWT:

listen . [::]:8000;
listen  [£e80::1];

7F listen 3§49, ATLARE RS IAA bind (2) .

15.1.5 pop3_auth #5%

¥&¥%: pop3_auth [plain] [apop] [cram-md5]

ERAE: plain

ff i3 5%: main, server

ZIEL AT LU E POP3 & P I AEMF 7] J7 ¥
plain——USER/PASS , AUTH PLAIN , AUTH LOGIN
apop——APOP

cram-md5——AUTH CRAM-MDS5

15.1.6 pop3_capabilities {54

¥&¥%: pop3_capabilities “capabilityl” [ “capability2” .. “capabilityN” ]
BiAE: “TOP” “USER” “UIDL”
ff FH¥F3%: main, server

TE% P K 3% POP3 #74 CAPA MIRHR, MBiHxAME4, #RATLLEE POP3 iy BFIE.
WRARE A starttls $54, STLS W4 HahEN. SASL #7F auth 54 HHMN.

15.1.7 protocol #§%

7&¥%: protocol [ pop3 ! imap I smtp ] ;

L4t Nginx: BRFE Apache #9514 86 W“”‘WﬁﬁTopSage. com



16.1  Nginx B4z LR 305

EINE: IMAP
{E A8 : server
%184 H T B R EM server(... ) BAFH B

15.1.8 serveriE%

Wik server {...}

BIME: no

fEAER: mail

ZIRAHTREEMEN. XERFAHRXSET 1P ki ER EVMETRAMELE
Bl (& 3iEK S Header 3k Host ITHIME) - %84 TRREEMEN. % server (...}, {EH

listen 84 RA—MEMENRERUTE) IP MmO, £/ server_name 184K EEAR K EME
PR,

15.1.9 server_name }§%

#&¥%: server_name name fqdn_server_host

2RiA{&: The name of the host, obtained through gethostname()
{EFHFEE: mail, server

ZigS AT RERUENMENSL, REIWT:

server {
server_name example.com Wwww.example.com;
) S

server_name Z¥1FHIEE— LR AN IRE ST ZFR . BRAZFR o w{d FR IR 5 28 4
FRK (hostname) , PRE]LA#EAEFERAF “*” B LA E S

server { TR A
server_name -~ example.com *.example.com;

}
R PN B FRET LA A L T R — A

server { )
server_name .example.com; .

W RER P 5l K 8H Header 3k “Host” , EU# Header Sk ANICELES server_name, R4S

Www. TopSagBEasyr: H 1t Aache 914 Web % &
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BB AZ AT HTTP EE M. WRATLMER “*” 38 Nginx 7£ HTTP E & A H A Host
e GEE: " TREENEUMENNE LR, BE, RATLMEHA MR 7 RREE

server { .

server_name example.com *;
}
server {

server_name _ *;

}

15.1.10 smtp_auth 5%

J&¥£: smtp_auth [login] [plain] [cram-md5] ;
BRiAME: login plain

{F A main, server

ZIR4 ] LR E SMTP &/ U iA il B9 7] 5 i
login——AUTH LOGIN

plain——AUTH PLAIN

cram-md5——AUTH CRAM-MD3

15.1.11 smtp_capabilities ¥§%
7&7%: smtp_capabilities “capabilityl” [ “capability2” .. “capabilityN” ]
BRIME: no
{F AR : main, server

4B R RIE SMTP fr4 BHLO (R, M MES, #e S SMTP Hhidd BAE.
WFFE i smip auth 384 MBI R, BT, RN SMTP B & A7 75 M 4

www.iana.orge.

15.1.12 so_keepalive #§%

¥&¥5: so_keepalive onloff;

?\jﬁkﬁ off

SE4 Nainx: BXFE Apache 895 1486 WW.?% opSag e.com
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M F¥F3E: main, server

BILiZIES, RATLUAEREET] IMAP/POP3 fEi R 4548 (1 # 7 B SO_KEEPALIVE IETH.
fE FreeBSD ', keepalive MUK A THENEZE, TAUBIAZSH (R sysctl
net.inet.tcp.always_keepalive) 3%,

15.1.13 timeout #£%
1%y2:: timeout milliseconds;
ERIAE: 60000
{FAE: main, server
Wi Ze4, RAT L E IR AR R 2% B B 5 o PR I I [

15.2 Nginx BBHIATERELR

Nginx BB AEAHR G40 F

{
auth_http localhost:9000/¢cgi-bin/nginxauth.cgi; e
auth_http_timeout 5; . e E
}

15.2.1 auth_http 6%
¥E¥%: auth_htip URL
BiAME: no
{#FH5E: mail, server
WITiZIES, YRATLUAIAEHE URL B3 B K925 HTTP BRE-5%.

15.2.2 auth_http_header %

W&¥%: auth_http_header header value
BRINE: no
{# A 335 : mail, server

www.TopSag%ﬂ?’”’“ B Apache 895 M 8E Web [R5
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WiLiZE<, WA LAZES4HAERE R IR0 —A HTTP kM'E HAE . 31X (648 2wl AR —
MHERWE TS, BRIERR B Nginx NE.

BT

auth _http header X-NGX-Auth-Key "secret_string";

15.2.3 auth_http_timeout 5%
% auth_http_timeout milliseconds;
BAME: 60000
EFHIASE: mail, server
Wi ixi84, VRAT LA E A UE 2 A0 e B ]

15.3 Nginx BR{4{X IRE R

Nginx A LLf{ZE IMAP. POP3. SMTP fpill.

15.3.1 proxy #£%

&£ proxy on | off

BRINE: off

{FFIEREE: mail, server

RIS, PRATLUFF /R Bk AR

15.3.2 proxy_buffer 54
¥&¥%: proxy_buffer size
BRME: 4k/8k
{EAHFREE: mail, server

EiliZig4, RAT L BAREERENZME KA BRIAMES T I K GRERSTERIERS,
2 4k X 8k) .

SE4¢ Naginx: BRfL Apache 895 6 WSWTGPS@& com
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15.3.3 proxy_pass_error_message 5%

TE¥X: proxy_pass_error_message on | off
EIAE: off
{3 5%: mail, server

WizdES, WU MEBANEmEAERSSERNHREREZT M. BEELT, R
BE Nginx FIME, JEREAERSJEASEEERERAEE PN

BERE-HEHMEFENNELIES, POP3 REBERBTEEXEWITA. #lm
CommuniGatePro B 41 F X THBME AT A (S8 HAEA) BIEAER AR B4R
FR. EXMERT, FLERE proxy_pass_error_message 154 #S34 on.

15.3.4 proxy_timeout 5%

&¥k: proxy_timeout time

ERIME: 24h

{EAIFFIR: mail, server

B ZIES, R BRI KB R .

15.3.5 xclient 3%

&% xclient on | off
ERIME: on
{EF*FE: mail, server

BidiZfe4, R0 LRk LR SMTP /& i R &% 28 0 | XCLIENT ©14. X¥ AR
Ui o 5 BB & P i T IP/HELO/LOGIN.

WS xclient F54HZHCH on, Ngmx 4%%‘5'{‘:1?15U~?F R RimR%E2%:

EHL.O server_name

RIa:

XCLIENT PROTO=ESMTP HELO=client _helo ADDR=client_ip LOGIN~authent1f1cated |_user: -
NAME= [UNAVAILABLE] . o

www.TopSagé%éﬁ‘Y’”X* A Apache 895 M 88 Web AR %55
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15.4 Nginx B34 SSL =it

AR A POP3/IMAP/SMTP 24}t SSL/TLS X #f. A& JLF5 HTTP SSL #ikAgFH, HEAR
TERBEE P IRIES.

15.4.1 ssl {21k
B¥k: sslon | off
ERIAE: ssloff
# FH¥F%%: mail, server
A FTTE M ENLE FHEZE A SSL/TLS.

15.4.2 ssl_certificate 5%
& ssl_certificate file
BRIA{H: cert.pem
(EFAFREE: mail, server

HFTE R EHIEE PEM BAKEPH 4. MEAXHEFR S5 MMES, FEFEHAE
& PEM &R,

15.4.3 ssl_certificate_key 8%

V. ssl_certificate_key file

BRIME: cert.pem

{#FFREE: mail, server

Sy B A E MG & PEM A% X248 30

15.4.4 ssl_ciphers %

7E¥k: ssl_ciphers file ciphers

ST Nginx: JRFE Apache 895 TEEE WEWTOPSEQE. com
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2RIN{H: ALL:'ADH:RC4+RSA:+HIGH:+MEDIUM:+LOW:+SSLv2:+EXP
{f FHERES: mail, server
Te AV F LA A, FIDHFE € 4 OpenSSL LR (1#& .

15.4.5 ssl_prefer_server_ciphers 5%

1% ssl_prefer_server_ciphers on | off

BRIME: off

{# FI#A5E: mail, server

IR SSLv3 il TLSv1 MY MR S8 FHEN L TE & .

15.4.6 ssl_protocols %

#¥%: ssl_protocols [SSLv2] [SSLv3] [TLSv1]
ERIA{H: SSLv2 SSLv3 TLSvl

{# FAIZFBE: mail, server

Z4R4 H T iRE AR SSL #hil.

15.4.7 ssl_session_cache {4

iE¥:: ssl_session_cache [builtin:size [shared:name:size]

BRIAE: builtin:20480

fEFIERSE: mail, server

R4 H TR B SSL SEMBFRLMAN. BFERMT:

builtin——OpenSSL WERZEF, RAEE— N TEHEREH. FERXDNISTEER.

shared—— A THERBEFHE. BEOXDUFTHIEE, IMB NEFEEHK
214000 MEiE. BMLERFLHEMENER, AENEFENERNRKNEBUENPEA.

AT LA R PR R A 2B, Bl

ssl_session_cache builtin:1000 shared:SSL:10m;

R, AEAREEFMAMEAANRRTEERY.

Www. TopSagestifi«: &7t Avache 831 Web %
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15.4.8 ssl_session_timeout 1§ %
¥B¥E: ssl_session_timeout time
BAE: Sm
FTS: mail, server
g A T RE S W DR S AL B R A TS SR ).

15.4.9 startils €4

T&VE: starttls on | off | only
BRNMA: off
{FFE: mail, server

on——fni#ﬁﬁa POP3 1 STLS 74 #1 IMAP/SMTP [ STARTTLS %54 .

off — A A E 4y 4 STLS/STARTTLS.

only—J /3 STLS/STARTTLS X #, #EFEEInfEH TLS %fid.

15.5 Nginx B4R R B & L)

EX—TR, BAVAS(EH PHP MASKHAT FIRIAE, PURRIFTECE Nginx BRAFHESE:
(1) BRHRE POP3/IMAP AR iR 45 8% Nginx IB1T7E 192.168.1.1.
(2) BRVEF & POP3/IMAP 5 imbl AR %28 192.168.22 1 192.168.33,
(3) BREHFE—SNEMEZ FRFEE: 192.168.1.44,
(4) AEBIZ: /mail/auth.php.
192.168.1.1 fR 488 £ 4 nginx.conf FRE XA INRAS 15-1 FivR:
88 151

user nobody;

worker_processes 1;

error_lecg logs/error.log info;
pid logs/nginx.pid;

stit Nginx: EZf@Apache B MR Wop%ge'com
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events {
worker_connections 1024;
multi_accept on;

}

mail {
auth_http 192.168.1.44:80/mail/auth.php;
pop3_capabilities "TOP" "USER"*;
imap_capabilities "IMAP4revl* "UIDPLUS"';

server {
listen 110;
protocol pop3;
Proxy on;

}

server {
listen 143;
protocol imap;
Droxy on;

}

192.168.1.44 4528 | #)/mail/auth.php 7} 220408 15-2 Fizn:
5B 152

<?php

/*

Nginx sends headers as

Auth-User: somuser

Auth-Pass: somepass

On my php app server these are seen as
HTTP_AUTH_USER and HTTP_AUTH_PASS

*/
if (!isset ($_SERVER["HTTP_AUTH_USER"] )} || !isset ($_SERVER["HTTP_AUTH_PASS"]
fail();

}
Susername=S$_SERVER [ "HTTP_AUTH_USER"]
Suserpass=$_SERVER{ "HTTP_AUTH_PASS"]
$protocol=$_SERVER{ "HTTP_AUTH_PROTOCOL"]
// default backend port .
$backend_port=110;
if ($protocol=="imap") {
$backend_port=143;
}
if ($protocol=="smtp") {
$backend_port=25;
}
// nginx likes ip address so if your
// application gives back hostname, convert it to ip address here
$backend_ip{"mailhost01"] ="192.168.1.22";

IR

WWW.T Opsagglg‘dyﬁmx: A Apache 895 1#8E Web IRE&%
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$backend_ip["mailhost02"] ="192.168.1.33";
// Authenticate the user or fail
if (!authuser (Susername, Suserpass) {
fail():
exit;
}
// Get the server for this user if we have reached so far
Suserserver=getmailserver (Susername) ;
// Get the ip address of the server
// We are assuming that you backend returns hostname
// We try to get the ip else return what we got back
Sserver_ip=(isset (S$backend_ip[%userserver] )?$backend_ip[S$userserver]
2r;
// Pass! A
pass ($server_ip, Sbackend_port);

/ /END

function authuser ($Suser, $pass) {
// put your logic here to authen the user to any backend
// you want (datbase, ldap, etc)
// for example, we will just return true;
return true;

}

function getmailserver (Suser) {
// put the logic here to get the mailserver
// backend for the user. You can get this from
// some database or ldap etc
// dummy logic, all users that start with a,c,f and g get mailhost0l
// the others get mailhost02
if in_array(substr($user,0,1), array("a", "c*, "f*, *g")){
return "mailhost01";
} else {
return "mailhost02";
}
}

function fail(){
header (“Auth-Status: Invalid login or password");
exit;

}

function pass($server, $port) {
header ("Auth-Status: OK");
header ("Auth-Server: S$server");
header ("Auth-Port: Sport");
exit;

}

?>

:Suserserv

SL4¢ Nginx: JRfE Apache 895145 WW GpS@ e.com
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EHERIBTEE:

s MINSRRER, HATNRRBNERTERN R

s H2EShARE, BATRTNgrodRERLNE. Noinx 5PHP Ruby/Python /ISP Peil/
MemcachedHARREN R, Nora MTTPEMRASARSENERS L. Nl R
§. BREARTHRERONFERSHEA —EFNgm@NCACHEM T RIE;

*MIBSAEAR, AR TNoERAREAE ( CFANE. RUNES ) SNEAEN;

s MIESHARE, Mg EXRRER=FRRATT TR TH.

AREANERERENgroEREERANERAEN, AMTUREAMRENg, ER8N
Noia N —ETHESTRERA-—SRAFRINTERREIAN. T ANMMEERLcux/Unix
'S FN

2006 FARENATRLAEN, AHAANEABFAANK, ERNAARRN
R TARMABERGH RCKE. FRERSMNgro i B T BRSE N NApacholl
8, EASTHASRBEAR, AARNTETFANERIRANNE. REANSENR
weE, RHRETNgARERENENRREPENT.

—ERN. fLAdNALEER

wumw: wEm Sz
G L
HERR: BB L

ANRHAEBONE, ARABEONTE, REERH.

[E652 Wobii%

FEnw FrE=F=121=002&F=9
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